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Prerequisites:

1) CAC Reader -installed on your home computer (This document does not cover installation)
2) CAC Card — Inserted into the card reader

3) Recommended web browser: Google Chrome or Microsoft Edge.

4) This procedure is intended for Windows PCs running windows 10. (version 1909).

One Time Setup (per home computer)

Install the DOD root certificates on your computer, then install the ActiveClient download from the
Army.mil website. (Note: You will need to have your CAC inserted and PIN to download and install this
software). The download may be slow, regardless of the speed of your internet connection.



Install DoD Root Certificates
Step 1. pownload the Certificate Installer € Click this

Step 1.5 save the file to your local computer

Step 2. After the file has downloaded, double- click it to lauch.
Step 3. click “Next’.

ﬁ InstallRoot Setup

Welcome to the InstallRoot Setup Wizard

=3 X%

The Setup Wizard will install InstallR.oot on your computer. Click Next to continue or dose the window to
exit the Setup Wizard.



https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/msi/InstallRoot_5.5x32_NonAdmin.msi
https://nps.edu/documents/111151326/111164233/pc-dod-image1.png/12e95357-68ba-475e-9ead-f945aaeece45?t=1514414828000

Step 4  Select the desired folder to install (default is ok to use), continue by

clicking “Next.”

‘_ﬁl InstallRoot Setup — >

‘H Choose a file location

To install in this folder, dick "Mext™. To install to a different folder, enter it below or dick "Browse".

C:\Program Files\DoD-PEE\InstallRooth, Browse. .,



https://nps.edu/documents/111151326/111164233/pc-dod-image2.png/65bb774c-1237-4231-80d5-8d9bda1da42f?t=1514414941000

Step 5 Leave the defaults checked and click “Next”.

ﬁl InstallRoot Setup

InstallRoot Features

Select the features you wish to install,

Graphical Interface
Command-Line Tool
Windows Service

= Back



https://nps.edu/documents/111151326/111164233/pc-dod-image3.png/37342d61-ca9a-4bf1-9be1-c364dae4b009?t=1514415042000

Step 6 After the installation finishes, click “Run InstallRoot”.

ﬁl InstallRoot Setup

8
1o

InstallRoot has been successfully installed.

Run InstallRoot



https://nps.edu/documents/111151326/111164233/pc-dod-image4.png/a82e797a-5c8e-4228-b59c-cc1d19123747?t=1514417642000

Step 7T I the following window appears, select yes.

ﬁ Mew certificate store discovered x

InstallRoot has discovered JAVA certificate stores, would you like InstallRoot to manage them using the store name Multi-JAVA?

Mz
ot

‘ ez || No

[[] Don't ask me about adding this store again

Ste 8 Click “Next” to close this window.

Installing DoD certificates is easy!

oot =loix|

Home Store Group Certificate Help

8 se @ HC 9

Install Install  Onfine  Preferences Save Refresh R
Certifical Certificates Update

Venfy desired cedificate store is largeted

Microsoft Current User

¥ |Instg % Install ECA Cartificates & ]
X Install JITC Certificates &



https://nps.edu/documents/111151326/111164233/java.png/1792e1fd-73e2-45d5-85e4-8ad1de97e2d2?t=1514572238000
https://nps.edu/documents/111151326/111164233/pc-dod-pop-up.png/e08f3e06-c8fe-4302-83c2-69381fba6d3c?t=1514417767000
https://wiki.nps.edu/download/attachments/808550532/firefox.png?version=1&modificationDate=1486150853000&api=v2
https://wiki.nps.edu/download/attachments/808550532/firefox.png?version=1&modificationDate=1486150853000&api=v2

Step 9 Click “Install Certificates” in the top left corner. If you click the drop down next

to the red ribbon you should see a green check mark next to the certificates.

§ InstallRoot 5.0.1 - o X
Home = Store  Group  Certificate Help
-: i T = E)
-Lﬂ 5 E L
Install i ences  Save Restart as
Certifica Inctall certificates Sethngs. Administrator
A Application
¥ Microsoft Current User | 2 Multi-JAVA } @ Multi-NSS '|
¥ Install DoD Certificates (@ 8 -
Subject Issuer Sub-location Installed  Subscribed
; DoDRootCA2 LoD Root CA 2 ROCT v v
/ DoDRootCA3 LoD Root CA 3 ROCT v v
; DoDRootCA4 Dol Root CA 4 ROCT ' ¥
, DODCA-27 Lol Root CA 2 INTERMELIATE v v
; DODCA-28 LoD Root CA 2 INTERMEDIATE 4 v
, DODCA-29 LoD Root CA 2 INTERMELIATE v v
/ DODCA-30 CoD Root CA 2 INTERMEDIATE v v
; DODCA-3 CoD Root CA 2 INTERMELIATE ' v
; DODCA-32 LoD Root CA 2 INTERMELHATE v v
J DODEMAILCA-27 LoD Root CA 2 INTERMEDIATE v v
MM CRAM A 7D Cim D D N T ILITCORACTIATC wil ail
% Install ECA Certificates © & ~
% Install JITC Certificates © 8-

If there is not a green check mark next to the certifcates, start over from step 1.



https://nps.edu/documents/111151326/111164233/pc-dod-install-root.png/7576ad6a-51ee-412e-b878-193eeef56725?t=1514417870000

Step 10 Install ActiveClient

Follow this link: DOWNLOAD

This page should then appear:

B & [ strt X | A Getting StartEd—DoDQpbeJ E acceptance-page bl 5

2fHome%2fgroups%2 hxd =

O ) & hitpsy//www.us.army.mil/l ntS%2farmyako%2fenge2fmycommuni

nww.us.army.mil%2fcon

This information system is only approved for UNCLASSIFIED//FOUO.

YOU ARE ACCESSING A U.S. GOVERNMENT (USG) INFORMATION SYSTEM (IS}
THAT IS PROVIDED FOR USG-AUTHORIZED USE ONLY.

By using this IS (which includes any device attached to this IS), you consent to
the following conditions:

The USG routinely intercepts and monitors communications on this IS for
purposes including, but not limited to, penetration testing, COMSEC
monitoring, network operations and defense, personnel misconduct (PM), law
enforcement (LE), and counterintelligence (Cl) investigations.

At any time, the USG may inspect and seize data stored on this IS.

Communications using, or data stored on, this IS are not private, are subject to
routine monitoring, interception, and search, and may be disclosed or used for
any USG-authorized purpose.

This IS includes security measures (e.g., authentication and access controls) to
protect USG interests--not for your persenal benefit or privacy.

Alnt this 1C A

Step 11. ciick “1 ACCEPT”

B &a [E st | A Getting StartEd—Dc\DCybe] [ acceptance-page x BN =
O w 1 https://www.us.army.mil/l eptance html?u=http w.us.army.mil%2fcontents2farmyako%2fen2fmycommunitiesss2fHome%2fgroupsde2 W = 1 =

This information system is only approved for UNCLASSIFIED//FOUQ.
any USG-authorized purpose.

This IS includes security measures (e.g., authentication and access controls) to
protect USG interests--not for your personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE
or Cl investigative searching or monitoring of the content of privileged
communications, or work product, related to personal representation or
services by attorneys, psychotherapists, or clergy, and their assistants. Such
communications and work product are private and confidential. See User
Agreementior details.

Do you need assistance? Please contact 1.

This information system is approved for UNCLASSIFIED/FOUQ.

HELP TERMS



https://www.us.army.mil/content/armyako/en/mycommunities/Home/groups/hqda/Groups/ASAALT/Groups/PEOEIS/Groups/EntSvcs/Groups/EC/Groups/AESD/files.asset.html/content/usergenerated/asi/mongo/content/armyako/en/mycommunities/Home/groups/hqda/Groups/ASAALT/Groups/PEOEIS/Groups/EntSvcs/Groups/EC/Groups/AESD/files/jcr:content/content/primary/library/activid-FQXt/activid_activclient-Uvx7.html

Step 12. click “ox” (make sure the Issuer: has the word EMAIL in it, if not see step
3.5)

Windows Security

Select a Certificate

Site federation.eams.army.mil

15084732849 @mil
Issuer DOD EMAIL CA-49

Valid From: 1/7/2020 to 12/28/2020

our credentials:

Click here to view certificate properties

More choices

oK Cancel

10



Step 12.5 Click “More choices” and select the certificate with
Issuer line.

“EMAIL” in the

Windows Security

Select a Certificate

Site federation.eams.army.mil needs your credentj

150847384 @ mil
Issuer; DOD EMAIL CA-49
Valid From: 1/7/2020 to 12/25

Click here to view certifica

Maore choices

1508473849197005@mil
Issuer; DOD ID CA-51
Valid From: 1/7/2020 to 12/28/2020

11



Step 13. Click the “DOWNLOAD” button

B 4 ‘ Start ‘,{ GettingS!arted—DoDCybe] B3 Files X [-|— v = X
&~ = O i o] https://www.us.army.mil /content/armyako/en/mycommunities/Home/groups/hqda/Groups/ASAALT/Groups/PEOEIS/Groups/EntSves/Groups/EC/Groups/AESC 7} {é ;’Z‘J IQ

This Iinformation system Is only approved for UNCLASSIFIED//FOUO.

-y
Al ‘ COMMUNITY REQUEST
(vsamwy)

ARMY ENTERPR RVICEDESK  About  Blogs  Calendar Q&A  More ~

ARMY AKO COMMUNI ARM.. ' .. Gro.. ' .. Gro.. Hom.. Gro.. Ent.  Gro.. = EC..  Gro.. Arm..  Fil.  Act. ~ AcfiviD ActivClient x64 7.2.1.msl EXPAND

File Library / ActiviD / ActiviD ActivClient xé4 7.2.1.msl

VIEW DOWNLOAD FOLLOW ~

. . . . Rate this:
ActivID ActivClient x64 7.2.1.msi ;9*'5***
Created Dec 05 2019,10:55 AM by 1137320858 5.00 out of 5 stars (5)

64 bit version of ActivClient 7.2

Add comment

This Iinformation system Is only approved for UNCLASSIFIED//FOUO. .
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Step 14 Click the “RUN” button on the new window

a ‘ Start ‘ X GetljngStarted—DoDCybe] B Files X l+ v = X
« = 0D @ £ | https:/fwww.us.army.mil/content/armyako/en/mycommunities/Home/groups/hgda/Groups/ASAALT/Groups/PEOEIS,/Groups/EntSves/Groups/EC/Groups/AEST j'.% ‘,’é L &

This Information system is only approved for UNCLASSIFIED//FOUO.

COMMUNITY REQUEST SITE ~

ARMY ENTERPRISE SERVICEDESK ~ About  Blogs  Calendar Q&A  More ~

ARMY AKO COMMUNITY = ARM.. = .. = Gro.. .. Gro..  Hom.. Gro.. Ent. = Gro..  EC. = Gro. = Arm..  Fil. = Act.  ActiviD ActivClient x64 7.2.1.msl EXPAND

Flle Library / ActiviD / ActiviD ActivClient x64 7.2.1.ms|

VIEW DOWNLOAD FOLLOW ~
Rate this:

ActivID ActivClient x64 7.2.1.msi %k kk Kk

Created Dec 05 2019,10:55 AM by 1137320858 5.00 out of 5 stars (5)

64 bit version of ActivClient 7.2

Add comment

What do you want to do with ActivD ActivClient x64 7.2.1.msi?

. Run Save ~ Cancel X
From: us.army.mil

13



Step 15 Click the “Next” button on the new window

RESOURCES COMMUNITY REQUEST

ﬁ ActivlD ActivClient x84 - InstallShield Wizard

Welcome to the InstallShield Wizard for
ActivID ActivClient x64

About Blog: ActiviD®
ActivClient®

The InstallShield(R) Wizard wil install ActivID ActivClient x64 on
your computer. To continue, dick Mext.

Gro...

. WARMING: Thiz program is protected by copyright law and

international treaties.
txe47.21  BIDY

M by 1137320858

14



Step 16 Click the “l accept the Terms in the license agreement “ then click “Next”.
1‘.%] ActiviD ActivClient x84 - Install5hield Wizard

License Agreement

Please read the following license agreement carefully,

Gra HID GLOBAL CORPORATION "
ACTIVID ACTIVCLIENT

END USER LICENSE AGREEMENT (“EULA™)
(Standard Version v. 11112014}

ict.. / ActiviD

IMPORTANT - READ CAREFULLY: This End User License Agreement ("ELILA) is a
legal agreement between you ("Licensee™), either an individual or an entity, and
HID Global Caorpaoration. ("HID™) governing the use of the software products and
modules ("Software™) that came with this EULA, whether provided on a standalone
basis or installed or embedded on hardware products ("Hardware™), and any
associated product documentation aor other written materials accompanying or «

2 1 i) accept the terms in the license agreement Print
" {®) I do not accept the terms in the license agreement
'085¢
Installshield

< Back Mext = Cancel

15



Step 17. On the new window select “Custom” and click “Next”

RESOURCES COMMUNITY REQUEST

ﬂ ActivID ActivClient x64 - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.
Grd

(® Typical
P All program features will be installed. (Requires the most disk
space.)

Choosdlwhich program features you want installed and where they
will be ihstalled. Recommended for advanced users.

2
085¢

InstaliShield

Cancel

It
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Step 1 8. Scroll down in the window to US Department of Defense and select the drop down box

to the left of it and then click on “The feature will be installed on the local hard drive”. It should look like
the second piture below, and then click “Next”

RESOURCES COMMUNITY REQUEST

#5 ActiviD ActivClient x64 - InstallShield Wizard

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.
Grg - \ct... ActiviD
| Feature Description
i == » | User Console A B2 ]
i ‘5 PIN Initialization Tool ActivClient configuration for US
—_— 5 Department of Defense Common
- =3 ~ | Troubleshooting Access Cards
X - | Auto-Update Service
- ¥ = | Card auto-update service
{ b.49hd [ US Department of Defen: .| This feature requires OKB on
= This feature will be installed on local hard drive.
‘ =38 This feature, and all subfeatures, will be installed on local hard drive.
<
2 1 Install to: x This feature will not be available.
'085¢
InstallShield
[/

1 ActiviD ActivClient x64 - InstallShield Wizard

Custom Setup

Select the program features you want installed.

I3

Click on an icon in the list below to change how a feature is installed.
Grg Feature Description vet...
User Console o~ R i
PIN Initialization Tool ActivClient configuration for US
— Department of Defense Common
""""" =3 ~ | Troubleshooting Access Cards
Auto-Update Service
Card auto-update service
-------- ig hd [US Department of Defensy This feature requires 3KB on
--------- X ~ | Configuration Managemen your hard drive.
--------- =3 ~ | Online Help =
£ >
3 Install to:
- .1 C:VProgram Files'HID GloballactivClienth, Change. ..
8548
Installshield
Space <o Concel

17



Step 1 9. Click “Install” and allow to complete.

jﬂ ActiviD ActivClient x84 - InstallShield Wizard oo

Ready to Install the Program
i The wizard is ready to beqin installation.

Click Install to begin the installation.

Grg \ct...
If you want to review or change any of your installation settings, didk Back. Click Cancel to
exit the wizard,

2.1

85§

InstallShield

< Back B Install Cancel

18



Step 20. Click “Install” and allow to complete. After the installation is complete, reboot

your computer.

Completed! Once you finish these steps you are done.

Steps to log into DoDIIS Web Mail

Your internet browser is now configured to access DoD websites using the certificates on your CAC. To
test, login to DoDIIS Web Mail.

1) Go to https://mail.dodiis.mil/OWA. You may get a certificate error, click on “Continue to this
website”. [Note: this error will be cleared up once you import DoD Root CA 2 into your Trusted

g@‘@ https://mail. dodeE P-c || (& Cetificate Error: Navigation... ‘ ‘
=

_a
‘.@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage

| continue to his website ot recommendea). |

@ More information

Certificate store in your browser]|

19


https://mail.dodiis.mil/

2) The DoDIIS Web Mail page displays, click on CAC and Integrated Login

Bl https://mail.dodiis.mil/ £ ~ @ ¢ || Bl DoDIS Web Mail

File Edit View Favorites Tools Help

DoDIIS

WEB MAIL

BIl
ST
W

/'A\CAC and Integrated
Togin

Password Enabled

3) You will then be prompted for your CAC credentials. Make sure the issuer is from DoD Email.

Confirm Certificate

Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel.

Issuer: DOD EMAIL CA-29
Valid From: 6/17/2012 to 5!1?!'2015
iClick here to view certificate prope...;

20



4) You will then be prompted for a PIN for your CAC, enter your PIN. In some instances, you may
be prompted twice for your pin. Please enter it a second time.

Windows Security

Microsoft Smart Card Provider
Please enter your PIM,

|E | .......l
'——] Click here for more information

[ ok || cancel

5) You should now be logged into DoDIIS Web Mail.
6) If you receive an error, it is because you do not have the DoD Root CA 2 loaded into your
browser as a Trusted Certificate. You must the start over from step 11.

Troubleshooting
1. Many issues can be resolved by restarting the computer
Clearing the browser cache may help
Removing and re-inserting the CAC can be helpful
Removing the CAC / Smartcard reader may help in certain cases

v

Your CAC reader (there are many types) may require additional drivers from the manufacture. If
you CAC is not showing in the list, then driver install or alternate CAC reader may be necessary
6. Please call the DIA unclass service desk number at (855)483-7378

21
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