DEFENSE INTELLIGENCE AGENCY
WASHINGTON; D.C. 20040- ’

1 October 2003
U-2531/FE-2B

MEMORANDUM FOR THE SECRETARY OF DEFENSE

SUBJECT: Annual Statement Required Under the Federal Managers’ Financial:dnj i .
(FMFIA) of 1982 e

dg.scnbcd in Tab A, whlch al.xo provndes mformanon on how DIA,,cqn_c_,luc;tc,gi,I_he‘i
evaluation and cites any deficiencies found in the process. e

The evaluation did identify a material weakness that still requires: c«arrccﬂve acu@n
B-1). Tab B-2 is an individual narrative on this weakness. TabB-3 xhowsn y Thal
weaknesses were identified as corrected. At Tab B-4 15 a summary. of thc sw ;
accomplishments and actions taken to improve Component manaoemcnt controls,;, J
Lhe past year.
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The Concept of Reasonable Assurance
And How the Evaluation Was Conducted

The system of internal accounting and administrative control of the Defense Inlellwence :
Agency (DIA) in effect during the fiscal year ending 30 September 2003, was evaluated in
accordance with the guidance provided by Office of Management and Budget Clrcul '
A-123 (Revised), Management Accountability and Control 21 June 1995, as impleme
DoD Directive 5010.38, Management Contrél Program, 26 August 1996 dnd DoD Instmicti
5010.40, Management Control Prograrm Procedures, 28 August 1996. The-OMB guxdef‘r e
were issued by the Director of the Office of Management and Budget, in’ ccnsullauoh v
Comptroller General, as required by the Federal Managers' Financial Integrity Aot of.»,982
Included is an evaluation of whether the system of internal accounting and: ddmxmstrau,ve con
of the DIA is in compliance with standards prescribed by the Comptroller Géneral..

2. The objectives of the system of internal accounting and administrative control of the DIA dr‘ 5
to provide reasonable assurance that: '

a. Obligations and costs are in compliance with applicabie law.

b. Funds, property, and other assets are safeguarded against waste, loss, Gnduthor
or misappropriation. : o

¢. Revenues and expenditures applicable to agency operations are properly racordcd;gnd
accounted for 1o permit the preparation of accounts and reliable financial and Gtausncal
reports and (o maintain accountubility over the assets. :

3. The evaluation of management controls extends to every responsibility and activity:
undertaken by DIA and is applicable 10 finarcial, administrative, and opgrauonaﬁ ‘contiol
Furthermore, the concept of reasonable assurance recognizes that 1) the-cost of 'Manage gm
u‘)mml should not exceud Lhc, bunuﬁLs expeaed 10 be de.nved and (9) thc bLnefltS co ]

limn'mons in any byS[uTl of mtemd] accounting and administrative comrol mcludmg thc)se
hmn’mons rccultmu fmm resource constraints, Conuressmna] resmctnons and other factt)rs

wuh procedureb may deterioraie. Therefore, statements of reasomble msurance are pre.,.tded:
within the limits of the preceding paragraph.

Attachmernit:Ato U-2531/FE:
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4 The cvalu‘umn was pcrformed in accord.mcc with the vuuddmes ldennt" ed abovc ,fl‘ht.vmcsuhs

dmmo the hscal year that ended ”40 Sepu,mber 2003, laken as a wholc Lomphm wnh the '
requxremcm O} provxdc reasondble assurance that the above mcnnoned ob_]eclwes we[a achlcve

assurance is wuhm the hnms dcscnbed in the pru:cdm pdmgmph

5. DIA is divided into assessable units along organizational lines reflecting, thc majar :
components of the Agency. This assessable unit structure is reflected in the: DlA annua1 :
Management Conirol Plan. DIA will evaluate the assessable unit structure along funcuonal lmcs
in FY04.

6. In addition, the General Account Office (GAQ) has issued its “Standards for Internal Contro
in the Federal Government” (GAO/AIMD-00-21.3.1, November 1999). Thosé? standa:ds‘ iden
the overall framework for establishing and maintaining internal control and for identifying and
addressing major performance challenges and arcas of greatest risk for fraud, waste, abu
mismanagement. The GAO also has issued an “Internal Control ManaaementEvaluatm
(GAO-01-1008G, August 2001) to assist agencies in maintainingor 1mplementmg‘effc
internal control. DIA used this tool in performing our self-assessment. l

Office of the Secretary of Defense (QSD) Systemic Weakness Disclosure: , :
DoD DU‘LC[IVL, ‘SGIO 18 rcqum.s thdl OSD Prmuml Smff Asnsum: (P‘?As) 1dcnufyand reporr :

are Judged o bc, ol ~.uch COlle(]UCllLC as to potontmllv Jeopardwc the Department S o
result in significant incidences of fraud, waste, abuse or other violations of (He’ pubhq ug
OSD Principal Staff Assistants (PSAs) forwarded narratives identifying OSD: systemic- '

weaknesses. Those systemic weaknesses applicable 10 DIA are addressed below: ;




Defense Intelligence Agency
Financial Management Systems and Processes . ‘ ot

Like the Deparunent of Defense, the Defense Intelligence Agency (DIA) fi nancnal manag&m&n
systems and business processes do not provide accurate, reliable and timely mformatmn lhu;
hindering effective management decision-making. The current financial envirgnméen
comprised of many discrete systems characterized by poor integration and minimal ddw £

standardization. This absence of an overarching approach to financial managenient s a»major e 4
obstacle preventing DIA from passing [inancial audits and makes this a material weaknbasz O

oy 5

Impact:
DoD continued, an interior financial management information infrastruciufe hinders lhe

efficiency and effectiveness of DIA's operations and prevents managers-from makmg*more _
timely and cost-¢ffective decisions. The substandard financial managemeni: processes 1
information infrastructure, and the previous absence of an agency-wide, integrited: apprqa 1o
financial management, also contributed to the following difficulties:

o Overly complex data requirements that are driven by appropriation fundihg;rules;
elaborate policies and procedures, and outdated guidelines for excessively: detmlcd
racking of expenditures.

» Convoluted business processes that fail to streamline excessive process:steps that are R
further complicated by aged and disparate systems (accounting, firancial and nanﬁnanmdl y
("feeder™). ‘

» Inahility to meel evolving federal financial management standards.

e Difficulty in obtaining financially based, outcome-orienied, metrics for

e Personnel who lack the technical skills necessary to support and m.nmam mle
financial management systems and operations. ’

Management Response; ;
DIA is improving its financial management processes, systems, and information: by.8 engagmg i
number of wide-ranging initiatives:

DIA developed and briefed to OMB a plan to improve our financial managemefit, systc.ms
information. This plan is to help implement the President’s Manabemem:Agcnda? poalsiof
Improved Financial Performance and Budget and Performance Integration. At the end oﬁthe
fourth quarter in 2003, DIA has dc\.omphshed more than planned.

DIA is pLuumpannu in lhc SecDuF s rcccntly umbhshul meual \/Ianagemcm \flodem.vauon

par( of thm initiative. Dl A contmues supporting this DoD wnde manavement apptoac to
improving business processes and implementing integrated financial management syslems

° DlA Is alsn participating in N umna! Sewruy Agency (NSA) Workmg qup
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for DoD. DJA is improving its own processes and legacy systems.to. unproveath""” !
timeliness, accuracy, and relevancy of its financial manggement informiation-and t¢-aid
transitioning to the NSA and/or DoD enterprise architecture. Slgmﬁcant vt
dCCOmpllShmEni\ within the last 30 days include standardization and future. avaﬂabmtya :
iniegrated programming, budgeting and execution data. DIA is dependent-on NSA’
successful implementation of a new accounting system.

o DIA recently began obiaining outside advice from other federal aoencu:s and: prof'
audit firms to determine the neccssary action to receive a “clean’™ opinion on ‘auditéd.
financial statements.

o DIA is obtaining the consulting services of a professional audit firm toihelp developa’ |
roac map to implement all standards required for a “clean™ financial opinion.at the
carliesl opportunity. R

o DIA is firmly committed to resolving auditor-identified and Federal Manaeers Fmancml
Integrity Act of 1982 matericl weaknesses in internal controls.

e DIA has alrcady implemented internal control recommendations contained. i ma Iu
DIA Inspector General (IG) report on the Internal Control Managemunt Prog 4y

and rcducmg pommal EITONEOUS paymcms contained in thn. Apnlr’)OOB Dcpart i
Defense (DoD) Inspector General (IG) Report.

pertorrmnce mfonnauon for routine use during opuauonal evaluauon and decxsmn-
making. , %

« DIA has developed financial performance metrics and General Defense Intelligence
Program (GDIP} performance metrics and plan 1o make them available; on lmea
DIA Director, Chief Financial Executive (CFE). senior managers; and. prog:am and
budget analysts. Included in this effort is contractor support to-automafe the eolJ &lion
daily financial performance metrics and make it available on ling.

Planned Actions:

e Complete a DIA Chief Financial Officers Strategic Plan to develop and beam
implementing a complete road map for DIA enterprise architecture with integra
systems, improved processes, and standardized data, in ofder to:oblain: accurate, re *abl”
and timely information supporting effective management decision- rnakmo and- passmg,
financial audits. ‘

S

» Continue participating at Planning and Budgeting Domain Working; Grou_p@ as"parlg,a
Office of the Secretary of Defense, Comptroller's Financial Managéimént Ent
Architecture. L

budget and accounting systems and an enterprise architecture.

s Continue developing an inierface between NSA's financial system and DIA's
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programming and budgeting systems.

Conduct second quarterly in-process-review (IPR) of DIA financial system ¥ i
enhancements. Include a review of the contractor’s financial stitement road map. . . ¢

Review implementation of interface for two of DIA's manpower systems: Begin
developing an inlerface for the third manpower system.

% .
di.

0

Begin Phase | of a three phased implementation of the interface for: DIAYS fmansml
systems. .

Begin implementing the independent audit contractor report containiig, d'detdiled and.
comprehensive road map of the work required to obtain a “clean” opinion on DIA’
financial statements. b

Review standardized DIA line of accounting and begin development of an mtcrfacc o
eliminate double data entries.

Continucd bi-weekly meetings with DIA managers to implement an mtcgraled DIA U
financial stalement enterprise architeclure. _ : b

Continue to reengineer DIA's financiully related business processes-to-ensure routine”
availability of reliable, accurate and timely financial management. mformatmn

Begin using automaied financial performance metrics and make available on, lme at D
for Director to CFE 10 senior managers te budget analysts. ;

Begin automating financial and non-financial performance memca and plan to:r a}c& L

available on line at DIA for Director.to CFE to senior managers to budoct analysls fbr‘-"
monthly reporting.

Develop a capital investment strategy and investment plan that mcludes costs ;
policies, processes and systems for the Department's iransition to a fully mtegrate_
financial management system that is compliant with applicable federdl and DoD
standards.




Defense Intelligence Agency
Information Assurance (IA)

Defending our information systems and ensuring their integrity is-an ongoing effort mm lscruc}gl
to the success of our missions and the sccunty of our Nation. This effort faces intey ed-
challunvcs as a result of the lengmc environment |n whxch we work G)ur ggve '

sophmncnnon and avm]abll:ty of tcchnolognc:. that can be accessed -and .,ed ~a S,
potential adversaries, have heightened our information networks’ vulngrability to hosn ctions - 7
by external and internal parties. In order to address these issues, as well -as afy‘other réal and.
perceived threats o achieving and maintaining our information superiority over current: an
future enemies, we must develop, institute, and aggressively enforce informantion assurane

programs. . o :
« e e ,

v

Impact:
A successful atack on Joint Worldwide Intelligence Communication Systems (JWICS) wou1d

have a serious and immediate tmpact on the ability of Department of Defense [ntclhgenca
Information Systems (DoDIIS) to carry out its mission.

Management Response:
In order to implement 2 well-designed, enterprise-wide [A program-which ensures thaL proper
security controls are consistently applied across the community, DIA will:: :

o Implement-an enierprise-wide vulnerability assessment and risk analysis o detcxmm
Community strengths and weaknesses A
e Institutionalize metrics and measurement process to continue determmlnﬂ effcctw : ess of
the Program ; :
e Create a program ta assess compliance, overall effectiveness, and evaludte’ tumrw LA
injtiatives L5 i ir :
o Bepin assessing an insider threat profile 1o give DIA 4 proactive capability : NS
o Provide secuntv engineering profcssionals to design and incorporate security-as. pau of: hfe ¥
cycle management
e Establish a Community out reach program for knowledge sharing, mmdentcoprdman
reporting, and situational awareness
o Provide training requircments for IA practitioners, systems administrators, operatms and
users ol .

e

Planned Actions:
The DIA will:

Update DIA [A Policy document, DIAM 50-4 by FY04 ,
Create a repeatable set of Certification & Accreditation (C&A) business processes s wath
TA vulnerability tools supporting centralized management and decentralized 1A execution
for the by FY04 :

o Deploy vulnerability assessment and risk analysis technologies o DoDIIS snes by.enc
FYO04

o Identify and correct SANS/FBI (Sys Admin, Audit, Network, Security) top’ Lwenty‘(ZO)
vulnerabilities on the DoDIIS SCI network by end of FY04 :
Increase the number of trained personnel for 1A by 40% by end of FY04

e Provide means for DIA NIPRNet account holders to get class 3 PKI software ce,
by FY04

o DIA will continue to publish an IA Annual Report




Defense Intelligence Agency
Environmental Liability .

The Defense Intelligence Agency (DIA), Missile and Space Intelligence Center (MSIC) obtains. iy

munitions samples as part of it Foreign Materiel Exploitation (FME) program. Storage of these: -
manitions items is in accordance with DoD guidelincs and in conjunction with US, Army £
facilitics available at Redstone Arsenal, Huntsville, Alabarna. Many of the munitions obtznncd- i
under the MSIC FME program could contain hazardous chemicals (i.e., rocke€: h.lelb) and‘
explosives (c.g., warheads, squibs, etc.) as well as hazardous materials (e:g, mdxologlcal ,cvxcqs‘j’
which require proper handling, storage and disposal in accordance with DoD- and Army I
regulations.

hmpact:

R}stems Ldpdblhtxu To dd[c MSIC has met all lhc envnronmem'xl rcqulrememﬂ sét forth by ihe:
DaoD, U.S. Army und Redstone Arscnal, Certain environmental liabilities remain wuh mumuo I
that were obtained rapidly from the short Irag war.

Management:
Management actions to date include:
e  MSIC has inventoried all FME equipment which may pose an envnronmental Iuiblllty
This is particularly so with the large volume of equipment recently obtained from lraq. -
e MSIC has developed plans for properly disposing of all FME Lquxpmom (and/er
components) which may pose an environmental liability.

Planned Action:
DIA planned actions include: ‘
o MSIC will continue to inventory any newly acquired Iragi equxpmcm and’ olhﬁ 7FME
acquisitions.
o MSIC will develop plans, as needed, for properly disposing of any- hazardous i
Iraqi equipment and other FME systems which may pose an envnronmental habkht
o In accordance with newly established DoD policies, MSIC will estimate thr;.:c_o
disposing (and/or rendering ¢nvironmentally safe) the newly Iraqi équipment
FME systems. b.c
» MSIC wiil continue to work with U.S. Army Redstone Arsenal personnel to en sure.
compliance with all cnvironmental liabilities guidelines. s




Defense Intelligence Agency
Management of Munitions and Explosives

I. Not Applicable. DIA is fully cogmzfmt of range mapagement issues mvevlvmn mu‘ itio iy
we conduct our operations on the Army’s ranges to facilitate range c.omphance with Lhelr
munitions management responsibilities.

o e e i € e cery b et st e e 0 - ey e




Defense Intelligence Agency
Personnel Security Investigations (PSI) Program

w5

DoD continues to struggle 10 achieve an efficient and effective personncl sa‘:urit? invusngatv_,
program. In pursuit of this goal, the department is ransforming the process via the transTer ofi
9eumty background investigation mission to OPM, effective 01 October 2003

Impact; ;
DIA and 1ts Defense component customers will continue to suffer from extended:PSI complauon

rawes during the divestiture process. As-an example, the OPM completion rate- for * guaranteed.
75 day cases is currently running at 248 days. :

Management Responsc: _ s dy ¥
Counterintelligence and Security Activity (DAC) has undertaken several initiatives tohelp of
the clearance delays caused by cited circumstances: :

e InJune 2003, DAC received OSD approval to expand the use ofits contract Ba‘f}\g oun'
Investigations Provider (BIP) through FY 04. The DIA BIP provides expeditious: . S
security investigation completion rates of 30-40 days for DIA applicant cases. i s
Expansion of this authority will permit DAC to effectively support the current. and Gl
anticipated applicant surge demands,

o DAC has also extended the use of the BIP services to cover, on a shared contract delS a
Defense component requirement for expeditious completion times. »

o DAC has recently acquired several contractor assets to increase the: responswen' 55 of Fits:
case management and control process. The accession of contractor personnel’ pefmits .

permanent central clearance staff to concentrate on direct dd;ud:cauon support and
clearance issuance.

o More frequent use is being made by DAC of its Accelerated Clearance Ehglblht"
(ACE) procedure whereby expeditious National Agency Checks are.; conducre. .and
access eligibility granted while the BIP is conducting the fast-track. backgmund, ;
investigation. Lo

Planned Actions: 3
DAC continues to explore new, improved methods to streamline clearance. dcmqndﬁ_f:o .
upanticipated surges such as staffing of the Iraqi Survey Group. In FY 04, additional co
personnel will be added to the central clcarance office to handle administrative.-portion: ;
clearance process. Discussions are also underway with one customer defense compoenent: ihat
secks to fund a contractor billet to administer the DAC workload pertaining to fhat eustomer
agency. Separately. two customer defense components have indicated interest in uuhmng Lhe
services of DAC’s BIP to conduct, on a shared contruct basis, background mvcsuuauons on
limited numbers of high priority cases in those agencies. DAC is also adding,a, contracior (o
facilitate a review of the cradle to grave business process review of the Personnel Secumy
Invesugations Program.




Defense Intelligence Agency
Real Property (Facilities) Infrastructure

The Defense Intelligence Agency (DIA) recognizes the importance of maintaining it's s
infrastructure to support the mission, heulth and safety of personnel and rec:dpnah?auon of assets,
Currently, the agency has an aggressive preventive maintenance program that-provides i ‘ouune‘ e
inspections, repairs and replacement of worn operational components and mh;t_ec;\mrgl; eatures.

Impact:
Failure to adopt and incorporate an active facility maintenance prograrm could fesult’in® unrehahl

infrastructure that would adversely affect the mission and personnel effectiveness:

Management Response:
“Qver the last year the agency made a significant investment to enhance fac1hty mamten"' ceian
support capital improvement projects. In addition, DIA completed an extensive rccapnalwau )
initiative that assessed the condition of all facility and support components. Each component’ -
was given a facility condition index and cataloged into u data model to provide budget iorecasts.‘ ‘
and assist in scheduling the preventive maintenance and replacement of facﬂuymupport assets
before components reach their designed lile span.

In FY04, the agency plans to continue investments to further recapitalize:its infrastructure.” * ¢

Planned Actions: %
DLA cont‘inu S 10 enhdﬂtfa its famhty mmmenance and managuncm operalmne Curren 1y,

mcumenancu and hcmty opu ations.

» Adopt the Regional Base Operating Support (RBOS) contract for facility épé'ttit’icﬂi‘%“aﬁ’clw :
maintenance in April 2004. RBOS will improve operational support and prcvcnmrz. B,
maintenance at the DIA headquarters facility on BAFB.

o Incorporate results from an on-going Comprehensive Facility Maintenance Progmm
(CFMP). The CFMP is designed to review and compare existing: faclllty mmntc:nmme
procedures and processes with industry standards and provide: rccommendduons o
enhance overall facility maintenance and operations. e Er gl

3
‘

e Complete procurement of the web-based software that will proyide real-tinie:datwon
facility conditions.

¢ Manage several scheduled capital improvement projects such aS’re’ﬂaéihgjés";;égl_gtgﬁ, .
UPS system, Power Distribution Units, upgrading lighting and HVAC:in the!Cafeteria.,




Defense Intelligence Agency
Contracting for Services .

[mpact: ' T
An assessment of DIA'S Acquisition System was completed in 2003. The assgssnignt: e.va,luated
aucnc) org,'xnuauon pohcxeq processes, trammg luols and references that- suppon lhe

plan of action and mx!estonw prov1d4,d a rmdmdp for 1mprovcmenl of systcmxc weakne" &
One recommendation that the agency irnplemented to improve the contracting of services. 15 lhu 1
establishment of a Component Acquisition Executive (CAE) who reports to the Dcpuly tecwr«
and the subscquent realignment of the Contracting Office to the Command Elomenuupo mg ¥
directly 1o the (CAE). Establishment of a single point of leadership is a‘clear signal, ofiDIAL, |
commitment to a stratcgic approach to the acquisition of services and the required: cnfortemenl

of acquisition laws, policies and procedures. G

Management Response: :
To improve its intelligence support, add alternatives to deploying the right skill mix. and

capability to operational requirements, and correct systemic.contracting: wcaknosses D} :
requested, and expect o receive next fiscal year, statutory authority to enter.into person;
services contracts. DM would use thc nnhomy sp.mngly dnd onlv whcn lhe agency m

within lh(.‘ lime av‘uldblc and the duratxon of um;., help is ncpdcd For cxample Lhe,autﬁomy ‘
would be useful in support of the hunt for WMD in Iraq and similar operations. in suppert of lhc iR

Global War on Terrorism,

Planned Action: 1
Recenx procurumuu lcg1shhon mcreased the smgln use hmlt of the (xovernmenl PumhawaCa

Pmchasc Card prograim mc;!udcs \'E\[mc' accoumabxhty tor Lhe Purchase Card authomy wnth Lhc
Head of the Contracting Activity and assigning Purchase Card Program Managememl 5 L
designated program manager in the DIA Office for Logistics that is a sepamtc ofﬁc&ﬁo nithe
Contracting Activity. This management control system, along with vigorous: financial. . e
managemeni oversight by DIA’s Accounting Division, provldeq a very robust chcsk—and-balan (e
system 1o facilitate acquisition planning, streamline the accounting processes. and- prevent
potential abuse of the purchase card.




Defense Intelligence Agency L Ny
Government Card Program Management- ey

Travel Charge Cards

The areas of concernwith the DoD Individually Billed Accounts (IBA) travel charge card s
program are misuse and late payment or non-payment by military members and cnwhan ‘
personnel of travel charge card debt owed to the vendor bank. DIA's performancc hasbeen
progressively improving. As of August 2003, past due accounts which are 60.or-mere days
overdue represent 1.2% of open agency accounts (adjusted for accounts in, nnsslon cutxc&l
status). Also, inappropriate use of the travel charge card has been documented - Travel ch'\roa
cards are to be used only for expenses incurred in conncction with official government: ravel,

Tmpact:

Delinquency and misuge can impact an individual's creditworthiness and trustfulngss;; ,whlch are

major components when reviewing suitability for TS/SCl-level security clearances.

Management Response:
FE-3 is working aggressively to monitor all agency accounts to ensure.that they are’ user

appropriately and balances due are paid in a timely manner. As part of our prograin; weh ver

o Established points of contact in cach key comiponent (KC) to-keep.open. [i'n"c‘s"bf‘

communication between financial management personnel and staffers'in the dxrcctummsﬁ;

This ensures that problems are identified and corrected quickly.

o Prepared, analyzed and distributed the monthly delinquency report-to each KC

employees who have past due accounts. Requested follow-up from-éach’ KC 1o ex;ﬂmn &35

the reason for the delinquency und steps taken to corre¢t the problem.

mlomwnon 101G, DAC KC .md supbrwsor of meloyee for follow- -up. Dlscu)gnm*y
actions are taken, including removal for offenders.

Planned Actions:
FE-S will continue o mon.itor cardholder accounts for any impropcr usage and po_‘xitjn'ﬁfe

day charge card ploomm opcmuons over Lo a contractor. 'Ihls w:l! allow FE pnrsonne]zwﬂdov:;
more extensive data mining and other account maintcnance projects, as well as. parumpate mo
fully at DoD/DFAS level in the process. :

IMPAC Program

The Defense Intelligence Agency continues to improve the management and control of: [he
lnlemauonal Murulmnls Purcha'ie Au&honnuon Card (IMPAC) program wh:]c cxpandmg us




register will be made mandatory for the next fiscal year, permitting data'mining and’ adwity_n&l
programmatic oversight previously unavailable to the program nanager. '

Impact: -

The Defense Intelligence Agency has placed significant emphasis on the management: and
controls over the IMPAC program. Annually the Inspector General focuses an’audit on; the -
IMPAC program. Recent audit reports have predominantly only noted minor. problems “While -
the potential for the abuse exists within the program, the DIA checks and balances make it mcre
difficule for the government to expericnce a significant loss without being discovere: Stgmﬁcant oy
emphasis is placed on training both cardholders and billing officials on their duties, -
responsibilities and financial liability. DoD audits have indicated Failure of maiin gement
controls also undermines the ebility of the Government to seek adjustments for billing errorsor -
fraududent purchases thar were not made by the cardholder. In addition, the failuré'of '
management controls could result in the povermment not obtaining the best possible price;

Management Response: ‘
As the Agency pursues a constantimprovement process with the IMPAC program, it has’
recognized additional controls are required to-ensure all billed purchases-are true'and -accur.
To date the effort has been to ensure adequate training and oversight is provnded to both:
cardholdcr and the bl]hng omc:al Future pl.mq include an autonmted nconcﬂzauon pc.rformc.d"

processma time reqmrnd to subuut for pavmem the IVIPAC' bl” Improved bxll proc*csa
emblc: Lhc, umxnmz,auon of mbales for prompt paymen( Addmonal trzumng en,pmpf,;

services u,cuw.d throuvh the TMPAC pr()f'r.un The Acen(_y Pxogr’nn Management Std %
increased by two key positions, providing additional guidance and an internal- mSpe:Ct:o
capability to the program. These actions will have a stabilizing effect on the program dlongw
increasing the visibility of the oversight function.

Planned Actions:
o Make mandatory the use of the web enabled IMPAC purchase register

e Develop and implement an automated reconciliation of the bank statement bﬂled amoum
1o the purchase register

o Improve the payment processing through use of an aulomated recongiliation’ process.

» Enhance the refresher training and increase training on-obtaining best, pme purchas»s_ ol
the government

o Conduct a review of IMPAC card use during operations in Iraq




UNCORRECTED WEAKNESSES IDENTIFED DURING THE PERIOD
TITLE TARGETED CORRECTION DATE.  Pige#

Finuancial Management Systems and Processes 4" Quarter 2006 Tab,B:

UNCORRECTED WEAKNESSES IDENTIFED DURING PRIOR PERIODS

NONE
CORRECTED WEAKNESSES IDENTIFED DURING: ALL-{P,ERI’ODS
NONE




......

Description of the Issue: Like the Department of Defense, the Defense lmculguncc:
(DIA) financial management systems and busincss processes do not provide. accurdte
and timely information, thus hindering cffective management dc,c:lslon-ma]ung “The'cl
financial environment is comprised of many discreie systems. characterized by ‘poorintegration:
and minimal data standardization. This absence of an overarching approach to findncial

UNCORRECTED WEAKNESSES IDENTIFED DURING THE PERIQD
Financial Management Systems and Processes

management is i material weakness preventing DIA from passing financial audits und obtaining
a “clean” audit opinion.

Functional Category: Comptroller/Resource Manager

Component: Defense Intelligence Agency

Pace of Corrective Acrion:

L

Validati

(OMB).

Result Indicators: DTA was recently praised during the last quarterly brief Fgrath'éi'p_rogteg eyl

Year ldentified: 2003

Original Targeted Correction Date: FY 2006
Targeted Correction Date in Last Report: N/A
Current Target Date: FY 2006

ion Indicutors: Corrcetive action is briefed every 2 weeks to DIA Senior Execuuves,
Also, briefed the President’s Management Agenda (PMA) Itern #3 on “Improvtd Finangial,
Performance” status is briefed quarterly to the President’s Office of Management af

DIA’s Financial Statements are audited annually. In addition, ‘ﬁd'ﬁi’)’é'DIA:

.

being ahead of the initial schedule.

Source

Progress to Dare: The DIA has taken steps to correct this material weakness. These steps
include: o7 el

Documents: The following sources identified this issue:
. The President’s Management Agenda - Fiscal Year 2002 (Govcmmcnt—dee
Initiatives)

2. Department of Defense Performance and Accountability Report - Fiscal Yem"?OOZ
(Systemic Weaknesses)
3. Depanment of Defense Inspector General report on Financial Management —

Reliabtlity of the FY 2002 DIA Financial Statements and Adequacy of Related

Procedures and Controls

Accomplishments for 2003:

°

Continued participation in developing new financial managemert system.
Contracted CPA firm for CFO support

nigemen
reviews and Inspector General reviews have been conducted by DIA and.DoD Impector
Generals.

%
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» Established President's Management Agenda (PMA) Audit Committee: charter
Financial Mandgers Advisory Commitiee)
¢ Revicwed and updated detailed milestones

e [Established training programs

e Continued work with DOD IG on FY 03 Financial Statcments

o Instituted DIA Audit Committee Charter e
¢+ Provided support to program managers for tri-annual reviews R

*  Worked with CPA contractor to resolve issues :

o Continued participating in development of new financial management system

e Worked with CPA contractor to resolve DoD IG findings/recommendations

e Established FE-4 contractor staffing c s

o Implemented 2nd generation CFO Council financial performance metrics rcgert‘

o Established use of financial performance information for routine use:in evaluatlon and

decision making
o Develop automated tinancial and performance information for:
B Quarterly spend plan reviews
® POM submission reviews
W Presidential Budget Submission, Congressional Budget Justification: Book..au"«
Congressional Justification Book reviews
e Refined GDIP financial and performance info
o Automated, and made available online: G
® Financial performance metrics for reporting ¥
8 Duily financial performance metrics
¢ Tracking financial and non-financial metrics and planning to make available online- for
manthly reporting

Additional FY 2003 Accomplishments (Not Planned):
o Established Financial Intcgration Group (FIG) to begin integration of DIA. ﬁnancml
feeder systems
o Developing interfaces to integrate DIA financial feeder systems into! ofncral ag
system
¢ Began development of CFO Strategic Plan
¢ Conducted DIA imernal control training
o Begun automating best practice processes for risk assessments
Began automating best practice processes for annual Statement of Assurance. ;
« Established and wrote Audit Commiltee charter, which will be used to hc]p resg’ivef
auditor-identified deficiencies

Major Milesiones: The following identifies the major milestones DIA plans to COglpleteiileifilxgl» e
FY 2004: o g
o Completc CFO Strategic Plan
¢ Complete Audit of FY 2003 Financial Statements
o Complete Financial Feeder System Interfaces w/official accounting system (Phase 1)
* Resolve any Agency-identificd deficiencics in the FY03 CFO process to preclude
recurrence in FYO4 g
e Continue collaborative efforts with NSA for development of new: ﬁnancml manaaemcn
system (Phasc 2) ‘
« Continue work with CPA firm to resolve issues and DOD 1G identificd ﬁndmg.s and
recommendations

i




» Complete automating best practice processes for annual Statement ofAssurdnce imd fgr'

risk assessments

. melr,munt tasks detailed in the comprehensive roadmap in order to obtain "clean"
opinion

o Complete Phasc 1 of the three phased implementation of DIA’s financial systems
interface

o Begin developing a business enterprise architecture to include non-financial as. we!l asti

financial business information required for financial statements and othgr’ exicrnal‘_”
internal management reporting (Phase 3) L
e Conduct quarterly [n-Process Reviews (IPRs) of DIA financial system: enhanccmams‘
o Completed Automated Internal Control Self-Assessment Survey
o Automation of Best Practice Annual Statement of Assurance
» Coordinate Internal Control efforts with DoD and across DIA
o Conduct asscssments of large impact and probably risk areas » ;
o Begin automating financial and non-financial performance metrics and make available -
online for monthly rcporting : SRS
* Continue to improve and develop new performance metrics

1

UNCORRECTED WEAKNESSES [DENTIFIED DURING PRIOR PERIODS

NOT APPLICABLE
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MATERIAL WEAKNESSES CORRECTED DURING THIS PERTOD.

IDENTIFED DURING THE PERIOD: NOT APPLICABLE

IDENTIFED DURING PRIOR PERIODS: NOT APPLICABLE
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Management Control Program and Related Accompli's'hme_nits

Financial Management Systems and Processes

Description:
Like the Department of Defense, the Defense Intelligence Agency (DIA) financial management
systerns and business processes do not provide accurate, reliable and timely information;, thuts
hindering cffective management decision-making. The current financial environmentis -
comprised of many discrete systems characterized by poor integration and miniinal data .
standardization. This absence of an overarching approach to financial managemeént-is "major
obstacle preventing DIA from passing financial audits and makes this_'a‘m_z}(;ér;izil};\l‘veakqeg@

Accomplishments:
DIA is improving its financial management processes, systems, and information by « cngagmgm a
number of wide-ranging initiatives: =

DIA dev clopcd and briefed to OMB a plan to improve our hnancxal management, sy»tems,
information. This plan is to help implement the President’s Management Agenda goals of
Improved Financial Performance and Budget and Performance Integration.. ;AL the end: DF the
fourth quarter in 2003, DIA has accomplished more than planned.

lH‘lpl’O\ mg bummss pl’OLbSSbb and xmplcmwunc integrated ﬁn:mcml management .systcm &

DIA is also participating in National Security Agency (NSA) Working,Groilps as part:of NSA’s Lot

cttons to clewlop the lmc,lhgcncc hnanc:.ll Vi'amc'emem l‘nlcrpnse Svslem PllOl For DOD

hrms 1Y) dau.rrnme the nue»ary acl:on to receive a “clean” opxmon on audned fmancml i
staements. S

Attachment B4 toU—QS’B a’]?lfi‘
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Information Assurance (IA)

Description:

A successful attack on Joint Worldwide Tntelligence Communication Systems (IWICS '»;woulci
have a serious and immediate impact on the ability of Department of Defense. Intelhge ce
Information Systems (DoDIIS) to carry out its mission.

Accomplishments:

e Implement an enterprise-wide vulnerability assessment and risk analysisfo detamn}ne
Communily strengths and weaknesses

e Institutionalize metrics and measurement process Lo continue detérmining eﬁcchvencss &t
the Program

* Create a program (o assess compliance, overall effectiveness, and evaluate. future LA
initiatives

° Begin assessing an insider threat profile to give DIA a proactive capability-

o Provide security engineering professionals to design and incorporate security as partof hfe:
cycle management :

» Estublish a Community out reach program for knowledge sharing, incident coordmmcm Wik
reporting, and situational awareness ¥

o Provide training requirements for IA practitioners, sysiems administrators, opemto
users

Environmental Liability

Descriptioi: : :
Recent munitions acquisitions obtained from Traq. along with 6ther munitions- memcd as.part- 0[
the ongoing DIA FME program, require proper preparation before exploitation of the weapon, ;
systeins capabilities. To date, MSIC has met all the environmental requirerhénts set forth by th 5
Dob, U.S. Army and Redstone Arsenal. Certain environmental liabilities remain. with muleons
that were obtiined rapidly from the short Iraq war.

Accomplishients:

o MSIC has inventoried all FME equipment which may pose an environniental liabilit

This is particularly so with the large volume of equipment n,cently obtained fromlr«xq

o  MSIC has developed plans for properly disposing of all EME equipment (and/or. !
components) which may pose an environmental liability.

Personnel Security Investigations Program e LR i

Description: _
DIA and its Defense component customers will continue to suffer from extended PST complcno‘

rates during the divestiture process. As an example, the OPM completion'rate:for “guardnlued AN
75 day cases is currently running at 248 days. '

Accomplishments:
o Tn June 2003, DAC received QSD approval to expand the use of‘its contractBackaround :
Investigations Provider (BIP) through FY 04. The DIA BIP provides expedumus
securily investigation completion rates of 30-40 days for DIA applicant-cases. ; '
Expansion of this authority will permit DAC 1o effectively support the-gurrent. and SO TP
anticipated applicant surge demands. '




*  DAC has ulso extended the use of the BIP services 10 cover, on a shared: contract bagis; 4
Defense component requirement for expeditions complulon times.

*  DAC has recently acquired several contractor assets to increase the. respenaweness o
case management and control process. The accession of contractor pcmonnel pemnt

permanent central clearance staff 1o concentrate on direct adjudication: supporl and
clearance issuance.

»  More frequent use is being made by DAC of its Accelerasted: Clearance: Ehglbjhry
(ACE) procedure whereby expeditious National Agency Checks aré conduct ‘

access eligibility granted while the BIP is conducting the fast-track” bdckground
investigation, :

Real Property (Facilities) Infrastructure Program

¢
&

Description:

Faiture to adapt and incorporate an active facility maintenance program could fésult.in: um‘ehabl
infrastructure that would adversely affect the mission and personnel :.ffeuwcncse

L\r.mmnhshmnms

support caplml 1mprovemcm pr()Jeus In addition, DIA comp]clcd an cxlcnswe recaplt&hiamm
initiative that assessed the condition of all facility and support components. Each. -component
was given a facility condition index and cataloged into a data model-to provide. budge{ fon:cdst&
and assist in scheduling the preventive maintenance and replacement of facility. suppartassus

before components reach their designed life span.

Contracting for Services , . ‘3

Descrintion:

agency orgammhon pohcms processes training, too]‘; and referencw Lhat SUpport: lhc :
acquisition of supplies and services in light of bea.t practices. ‘T'wenty recommenidations an
me of action 'md milestoncs providcd a rcmdrnap for improx ,ement of sysrem:c w*a.knes /"'5, ;

establishment of a ( omponent Acqu:smon Executive (CAE) who rupons to the. DopuLy»Duectcr

and the subsequent realignment of the Contracting Office to the Command Element. reporting. -
dircctly o the (CAE). Establishment of a single point of leadership is a clear >1grm] ofD]A’q
commitment to a strategic approach o the acquisition of services-and the required enforc:.mum 3
of acquisition laws, policies and procedurcs.

Accomplishment;

To improve its intelligence support, add allernatives to deploying the right skill mix and
capability to operational requirements, and correct systemic contracung weaknesses, DIA ,
requested. and expect to receive next fiscal year, statutory authority to enterinto personal’ -
services contracts. DIA would use the authority sparingly and only when the agency must carry - -,
out wo:k r ora !empor'irv period Wthh cannot be dclayod bcc.mse of a crmcal need aud vthgs need ‘-




-The Defense Intelligence Agency has placed significant emphasis on the management: and

- p—— . P 1 rmw e I r s R Y W

would be useful in support of the hunt for WMD jn Iraq and similar operations in supporl of thes
Globul War on Terrorism.

é

Government Card Program

TRAVEL CHARGE CARDS

Description: I
Delinquency and misuse can impact an individual’s creditworthiness and trustfulniess, whgch are
major components when reviewing suitability {or TS/SCl-level security cléarances.

Accomplishments:
o Established points of contact in each key component {KC) to keep open-ines of ‘
communication between financial management personnel and staffers in the- duectoratec
This ensures that problems are identified and corrected quickly.

g

o Prepared, analyzed and distributed the monthly delinquency report to-each’ KC’ w;th
emplowcs who have past due accounts. Requested follow—up f rom each KC‘ toe k'pi'un

information to IG, DAC KC «md supcrvmor of meloycu for follow up Dzsmp]marjl
actions are taken, including removal for offenders.

IMPAC CHARGE CARDS 30

Descriplion:

controls over the IMPAC program. Annually the Inspector General focusesan dudit
IMPAC program. Recent audit reports have predominantly only noted:minot problem81 ‘Whlle
the potential for the abuse exists within the program, the DIA checks dnd balances make it inore’
difficult for the government lo experience a significant loss without being discovered. ngmﬁcdm
emphasis is placed on training both cardholders and billing officials on their duties,
responsibilities and financiual liability. Dol audits have indicaled Failure'of management
controls also undermines the ability of the Government to seek adjustments for bllhng errors or
fraudulent purchases that were not made by the cardholder. In addition, the failufe of TRE
munagement controls could result in the government not obtaining the best possible- pnce.

Accomplishments: ;
As the Agency pursues a constant improvement process with the IMPAC program, it has

recognized additional controls are required to ensure all billed purchases-are trye, Jnd‘ {
To date the effort has been to ensure adequate training and oversight is provnded to bot .
cardholder and the billing official. Future plans include an automated reconciliation performcd ;
by downloading the bank stalement and compariny the billed amount to the dmounl rccorded:,fa

the purchase in the automated purchase register. This same solution will'be used to- 1mprove tha*
processing time required to submit for payment the IMPAC bill. Improved bill processing will
enable the maximization of rebates for prompt payment. Additional training on,proper-t g dnd
controls for the IMAPC card program are planned for the next FY, mcludmg refresher training
and training on ensuring the government is receiving the best possible price for the goods (R
services received through the IMPAC program. The Agency Program Management. staff has becnv
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increased by two key positions, providing additional guidance and-an internal inspection
capability to the program. These actions wil| have a stabilizing effect on the program along with
increasing the visibility of the oversight funclion.
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