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)lj:j·{ 
As DirecLor of the. Defense Intelligence Agency (DIA), l recogni?,e·the i.Inpqn~¢.~{~.f':.,A;t 
managemenl con~ols . . I have taken the necessary steps to ensure :a ~ot~sei~ntf:9~i~~i?I(.r 
r.horough evaluation o! management controls for DIA. The resuHs mdrGale.thatf tli~) :>~ 
system or internal accounting and administrative control, in effectdur.io.g)qe_:fl~¢'ij\(y~,i 
ending September 30. 2003, provides reasonable assurance, with the exc~plion·oGuft? • 
materi~tl weakness noted, that management controls are in place, bejng'l.1$e_d, ari~ ··_· ' , 
operating effectively. Furthermore, DIA achi.eved the FMFIA objeal1ve's.~lthii~\Uie\lJpJ 
described in.Tab A, which also provides infomrntion on howDIA:~gn:<IJJ~.teptfre>•:'.' /'·(,f 
evaluation and cites any deficiencies found in the process. . . . \'}, 

... . :; • >}< -. . rr: ~r 
The evaluation did idemify a material weakness that still requjrQS '.COrrectjve :.ie~i~~,::q]~ l f;~i .·~~[U 
B-1 ). Tab B-2 is an individual ·narrative on this. weakness. Tab •• B'-:l sho\v,$_:J:!O ·Wa~~W~ ::}.J,~f~:t ., 
weaknesses were identified as corrected. Al Tab B~4 is a summary o·f _th~_/ig~F;~tj~,:,:X{{i!,{N~ r 
accomplishments and actions taken to improve Component managernenrdfotrq:ts(~!~nn:f!\ ;f~Jl '• 
the past year. . . • .. .c • ·. _k , : _.' r ; 

.Atr.achments: 
As st:Jted 

✓ . -') 

1~1~L~;· ,Sr 
Vice Admiral. i'Js. N,rvy 
Director 
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The Concept of Reasonable Assurance 
And How the Evaluation Was Con.ducted 

I. The system of internal accounting and ~dminislrative cOnlrOI of the.Defense.Intellige#ce 
Agency {DJ/\) in effect during the fiscal year ending 30 September 2Q03,was QvaluateiLin 
accordance with the guidance provided by Office of Management and B).ldge.i Ci'rclirai::t~t;. 
A-123 (Revised), Management Accountability and Control. 2 l June 19-95,. as}mplell}i • 
DoD Directive 50 I 0.38, Management Control Progrnm,.26 August"l.996 ~dDolti· .. : -~' 
5010.40, Management Control Program Procedures. 28Aug1.1st 1996. The-OMB.g,uf. , 
were issued by the Director of the Office of Management and Budget, in-con:~uH~µ<:>,~~f. 
Comptroller General, as required by the Federal Managers' Financial Tntegrify·A,qt ofl982. . . 
Included is an evaluation of whether the system of internal accounting·and::ad:mi.riistr*Lveco1;1ti'9J " 
of the DIA is in compli1mce with standards prescribed by the Comptrolle.f Gerter:ilf.. • ' 

2. The objectives of the system of internal accounting and admin.istrative c'ontrol pf,tti~JiIA:aj'~ 
to provide reasonable assurance that: \. ·• :li!;Ji 

,..: ,,,: ., 

a. Obligations and costs arc in compliance with applicabJe .law. ,, ti~f j :f 
., r ~J.{\ :~ l 

b. Funds, property, and other assets are safeguarded against waste, l9~s; unautbQj1;i~4't1st~{•l;1~-, t 
or misappropriation. •• '.; / 2< ,, 

• 'j• 

c. Revenues m1d expendirnres applicable to agency operations are properly'te.¢◊td.'.~i:l,,~rid 
accounted for to permit the prcp,lration of accounls and reliable.fi.nandai artd-statist,kal 
reports and to maintain accountability over the assets. •• 

3. The evaluation of management controls exLends to every respons.ibility and'.actiyity< i } ·- ;,}t~ ;;. 
undertaken by DIA and is applicab1e to financial, administrative, and oper~ii9rf~,';t.~oil~9J~;~L L .. ,1, 

Furthermore, the concept of reasonable assurance recogn!zes that (Ii thc'.c-~st.o(r(lari.a;;{~jjg~f;: • ' • • ;;,j •· 
control should not exceed the bcnefiL~ expected to. be denved and.(2) the b~llef1ts CC>Q§, ·, • • • 

reductions in the risks of failing to achieve the stated objectives. The cxpectedberi~fif 
related costs of control procedures should be addressed using estimates and manag#il¼! .... ,,,, 
judgment. Moreover, errors or irregularities may occur and not b~ de~eGt~d.lie't:~~-~:.Pf'ijr.iJ!'¢~?: 
limitations in any system of internal accounting and administrative conrrol, iilduding.thpse ... · .,·, ~,-• , 
limitations re.suiting from resource constraint!i, Congressional restrictions~ a,nd,~th~p·fa~t~rf·•t y·n-J} 
Finally, projection of any evaluation of the systc.ril to funirc periods is subjec't t<"> ris~· tli.<Jt. •·• •• f ),'r} ~ 
procedures may be inadequate because of changes in conditions, or that the•degre~ Qfc;·orrfpJi~~1~t,~ 
with procedures may deteriorate. Therefore, statements of reasonable assuram\f ai.e:.ptki~id~B. : ·:;f.j 
within the limits of the preceding paragraph. , 



'· ·:_)• ·._ :_-_t: ,).- __ ·_ :'.: i.)'.:::_ :•.:,:<~· 
4 . The evaluation was performed in accordance with the guidelines identifi¢..d)o9.,vf. ~lt~_l¼fw{}t'~ 
indicate that the system of in1emaJ accounting and administrati,:e controloft.heBIAJn'..~m~ct ,':•/:'.{):>, · 
during the fiscal yenr that ended 30 September 2003, taken as a whole, ~61llplfo$, with th'~:· ::,:·/f "i ,_ 

requirement co provide reasonable assurance that the above mentioned objeclives,,_we~e.adhii;v:~f,:" • 
with the exception of financial management systems and processes. °Th.i.s :position;9p re~o!'i~~i{,'. 
aswrance is within chc limits described in the preceding paragri1ph. ,.,, .. :;"/f 

5. DIA is divided into assessable units along organizationaUine~reflect:ingJl,lt! ·majpt,'._ ·, 
components of the Agency. This assessable unit strncture is reflected in ·tfie-blA, ~n{uµ( 
Management Control Plan. DIA will evaluate the assessable unil struccure aipng functtonal lt ncs • 
in FY04. 

.. ' • ::, . 

6. In addition. the General Account Office (GAO') has issued its "Standards forlmernatC.pn~l,\ ./ : 
in the Federal Government" (GAO/ AIMD-00-21.3.1, November 1999). T~c;>s~~~.t-an~s-, ici4~~);'. ·;: • 
the overall framework for establishing and maintaining internal control ~d:fod,dtntifyirt'g<1.n:~.· '' •• • • f ; 
addressing major performance. challenges and areas of greatest risk for fraud. ,w.~1e,}1b.t,1S~:,i~rt,p : :·\r:'.rf : ,; 
mismanagement. The GAO also has issued an ''Internal Comrol 1\ifanagement]~valµaij~'.ri\t[o15}tt}:'.:tf) 
( GAO-0 l -1008G, August 200 l) to assist agencies in mai n_taining'or implell.1~nti~g:e.fif,4~f+Yt! ; t "',',,~ f} 
internal control. OJA used this tool in performing our selfsassessme.nr. • ' LiI'UJt?t · 

· <1~,Jrt, -r · ,, • 
Office of' theSecretarv of Defense (OSD) Systemic Weakness Disclosure:· . . . . .. _.· . . . . , 
DoD Directive 5010.38 requires that OSD Principal Slaff Assistants (PSAs)identifyarici;re'.po~t '·t~ '. 
"systemic weaknesses" that fall within their area of functional responsibility~ ·ss,.M~m.i~·;; :·. ... .'i: ' ;- • •/ 1 
weaknesses are management control problems identified by more than one DOD Ctinip'~h,in,.i that ' ' 
are judged to be of -.uch consequence as to potentially jeopardize the Departmen("~.9~-~~.ij1t,$.( ! ,1 .: ,• 'i•' 

result in significanc incidences of fraud, waste, abusc or other vioJations ~f (~'.fp).i9)!_¢;~~L J :: t ,-lt: i} .. }{ 
OSD Principal Staff Assistants (PS As) forwarded narratives identifying osn:·systein:i~-'. ~ .i • • • • • •• •• • ! ··• 

weaknesses. Th9sc systemic weaknesses applicable 10 DIA are addressed b~_l,g\V; • 



Defense lntelligcnce Agency 
Finuncial Management Systems and Processes 

' •.. ·' •• :,:);,.:,, ./;;.' · <: .• •. 
Like the Depanmenl of Defense, the Defense ImcJJigcnce Agency (DIA) :fin.an·~•~l ,~:~#,.~l~~tj.{;4J(:}J',: 
s~sten~s and bus.iness processes do n?t,providc. accurate, reliable. an_d ~ime1Y"}-~!orm,at\giif,Ji oi, }fi{iJfl\, 
lunder~ ng cf feet, ve m_anagemcnt dcc1s1on-ma~rng. The cun:em fina_ncial . ~nv.lfQpm.MfMi.,. ;'-' . ... Jf,if~ 'I:.'. 
comprised of many d1scrcte systems characterized by poor mtegrauon and nurumalda.!!t ;· 

1 
•. :.t f 

standardization. This absence. of an overarching approach to finan~ial IDf.llag~~rm ,isJ1.waJ9r- ~ . d, : 
obstacle preventing DTA from passing financial audits and 1nak:~$ this a rriate·riaLw.e~n~~~i' '··} 

Impact 
DoD continued, an inferior financial management ic1format.ion infrastructure ·binders the'. . 
efficiency and effectiveness of DIA' s operations and prevents managers·from mal..ing.~11:'P!e.i _i f\rc v 
timely and cosL-effeclive decisions. The substandard financial managemcn't::p,'f9~e.s~-~*:~-6~t ·: :- : :,,.'J:t+ 
information infrastructure, and the previous absence of an agency-\vide,,inregi:atcfd appr,<ii<fato~:J:;-, ( 'j•. 
financial management, also contribu1ed to the following diffictilties: • );-};-~ ·: , 

• Overly complex data requirements that ,ire driven by appropriatioi:i·.'funtl.ih,g.i.rµlesr ' ' ·,. "i')iil\ .. 
elaborate policies and procedures, and outdated guideline.s for ex·cessi.v,ely, detailed/>. • , 1 '!.· , 

tracking of expenditure~. 

• Convoluted business processes that fail to streamline excessive proces.~,-&t~ps tha~;~ 
fun her compUcatccl by aged and disparate systems (accounting, firiancfo\J iUld ~!~Ofinancfa{_!: 
( "feeder")_ • • , :,: .'' 

• ·};:i_;:•.~ 
• Inability to mceL evolving federal financial management standards. ··: 'I, 

• 
• 

• 
D 

. ,., . - \, l ,,, ~ . , 

Difficulty in obtaining financially based, outcome-oriented, metrics for • •;, .• , . . jI/1; t ·k 
Decision makers. Many of the metrics currently in use reflec( \lie* Hn~s b.~~W,¢'~#I~ li, •,-: i (' 
pe.rfomrnnce goals and outputs. .J1,( ~- .~•; .::; '.: 

. ,, . -~), t;/ -:::: ._.:-;·_:~. .; __ • 

Inability to produce annual financial statements 1hat result in.an unq~alifi~,d~a.ll_~ t~-1!»:~-,:,rt, ~i(' 
Personnel. who lack the technical skills necessaryto support and milif!_lai~)r,tt¢~~t~4 • • ' i}/; l 
financial managcrncnt systems and operations. 

1vtanagemenl Response: . . . . . . . . . ( . . • .· . ,.\ )~ . 
DLA is improving i[~ financial management processes. systems. and infoa;n;.tionor,,engag,~g•Jt;iJef.:· H 
number of wide-ranging initiatives: • • • • ; , i 

DLi-\ developed and briefed to 0MB a plan to improve our financial managetr.1¢µt, ~ys_t.¢.@.i 
information. This p.lan is io help implement the President's Management~gt?_o·9a'.gQat)t?,~.: 
Improved Financial Performance and Budget and Performance Integration. Atttie end Qfiit'he 
fourth quarter in 2003, DIA has accomplished more than planned. 

DIA is participating in the Sec Def s recently c~lablished Financial .tvfanageme1il Modemi~ation • , ., 
Program 10 direct and oversee financial management reform wi1hin the Department. ·:DfN.~:as " 1 . / · 

rep;esen!alives in the Accounting and SLrategic Planning and Budgeting Dop-iru~-~~ P~Ji~i~d ;< ,1} ;; 
rhe DoD members of the Intelligence Communily in a Classified Line of_A.,~cou'n.tin~lll,;~,tip'g,Jt~(, '\t, 1 
pan of lhis initiative. DIA continues suppqrting this DoD-wide manageme1it'appro;:lri~!t9 ' ·: \ • 1 

improving business processes and implementing integrated financial management, srsten?~:;; fiH.i ·' 
• '•" ''• ;· 



, -._, _, 

·· :·· i~:,f:>-:,\ f f" ' 

for DoD. DIA is improving_its own processes and legacy systemsto'. hn_pr,ove.:"tfi~~r:: ;t::~XL:'Jfr 
timeliness , accuracy, and relevancy of its financial _man<)gement inf~t11iaJi<;>n·afjt):.;t<fiii~i.i~l@'2 ,t!-i:': 
transitioning to the NSA and/or DoD enterprise archir.ecture. Sigrtiµ•cajit .. .. / '. ·. ff,9; · 1 : 

accomplishments within the last 30 days include standardization. andf).!tUft avru;t~liilitfi;if }; 
integrated programming, budgeting and execution data. DLA. is. dependent--t>n NS·A~.s • • _, ,,., 
successfuJ implementation of a new accounting system. • • • ·: - · ,, t, 

' · .• '_. ~ " 

0 DJA recently began obtaining outside advice from other fcderaJ agencic;s· and]>r.9fes$.ij:,u~·hl;·\ ) • tr 

audit firms to determine the necessary i-tction to receive a ;;cleijn";opiiiie>ti'Qti •ai~d:(~¢'.~,:_ ' • • 
financial staiements. 

0 D[A is obtaining the com;ulting services of a professional audit- firm t0\li~lp'._d~~e:lbp-~1·j' 
road map to implement all standards .required for a ';clean" financiaLopinfon:: ll~_Lb:e<: ' 
carJiest t"Jpponuni1y. -~,; 

• DlA is firmly committed to resolving auditor-idcntifie.d and Fedei:al ... Man_ag~ts F.~r,i'aQ<:;i.aJ ' ... 
f ntcgricy Act of J 982 materiel weaknesses in internal controls. • . • ··' L+~iJJ: 

• DLA ha.s already implemented internal control rccommendat;ions~onta,i~~9, ilit!'0\l~1~•¢.<:{- . f: tr? 
DIA Inspector General (TG) report on Lhe.Iniemal Control Manag~mentP✓rogr~'.- . ~•.1'1: J J /;.t • ••• • 

• . ·• . ··<·r;:::~;: : . >., '.~':>f l,, 
• DlA has already begun .implemenling the internal controls for ir~prov:in'~ .fuild;~ ~,Ul~b,~i\}i--J · 1. 

and rcdncing potential erroneous payments contained in the Aptjl,20qf_Dep~f~F~t:tt~}{(tf 
Defense (DoD) Inspector General (JG) Report. • • ' f :~: ••• ' 

.,. i;,r i" .· ,, 
• :i. . ' •• ::/•.it. " .· _,..,(-_\ :.-~/ ,r 

o DIA established a new division (FE-4) io develop, track, nnd rep9,ri::In9Jj.~hl5.:1µI:~ i l;f\J '~ ,g:::' 
performance information for routine use duri·ng operational evaluation and cli~cis}<;>ii• • • • ' •· • ~ 
making. 

• DIA has developed financial perfonnancc metrics and General.Defense In(ell}geric,e . 
,_, ►1•-~ : , , ·:·,. ' Cl 

Program (GDIP) pcrfonnancc metrics and plan to make them· availablc\on);i'r:i~ \f@r".ih'¢ .. ... M. 
DlA Director, Chier Finan~iaJ ~xe:utiv~ (CFE), senior managers:; andpro~:M,~; :, .:.;~ \;f[);,/ 
bt1dget analysis. Included m this effort 1s contractor support to aut9.ma_t~ ~~ cq.p~ue;,ntof,;;;;;. :; 
daily financial perfonnance metrics .-ind make it available on line. \ /2,J'. .i 

1. ~;: t_:~ i-rt~.'i o/- .: 

Planned Ac1ions: :i ,: ·'t: i '~' ' 
o Complete a DIA Cltief Financial Officers Strategic Plan to deveJQp, ru1d 'begjl! ., , ,. • • • ~~ :· .,'.'_;, '.: J ; 

implementing a complete road map for DIA enteqJrise archite.cture· ~v.ith,1n~~g!.!t'S~· :r• it .,;:; ~, 
syste.ms, improved processes. and srnndardized data. 1n order tp:obtrun~,,~cc.ur~i~{:(~l;i~9t,~?\' ;-. : 
~rnd ti,~ely in.fom1a1.ion supporting effective manag¢!~11cnt decision~Inakin~ apd:~~sipit .- :f~· :; . 
financial aud11:s. . · t,-: · 

!· 
<~~~l( -~-- ·;+'.:i::_ ):_ -__ :' 

• Conlinuc participating al Planning and BudgeJjng Domain Wor\dng·,_Gr9UJ?.s) ~iR~ ;~~~~ Of :{ ; 
Office. of the Secretary of Defonse, Comptroller's FinanciaJ ManagemerifErite,rp;t3~e. ::-~ .<: }A ... 
Architecture. · J .: : 

, l;tli:tf r-
conlinuc participating at NSA workshops for developing a replaee.ment oE:exisiwt .. 
budget and nccounting. systems and an enterprise architecture.. ; ?'' 

0 

e Cominuc developing c1n interface be.tween NSA ·s financial system and I)lA's 



programming and budgeting systems. 

• Conduct second gunrterly in-process-review (lPR) of DIA .financial system 
enhancements. Include a review of the contractor's financial stai~m~nLr~;faq ma,p .. 

• Review implementation of interface for two of DJA's manpower syst!;!,m_s; Be~~- . 
devdoping an interface for the third manpower system. • • • • •• 

• Begin Phase I of a three phased impleme:ntation of the interface. f:t?_rDJA{s {~a.Qgifil 
- . ··. . ::·- .. , .. 

systems. 

• Begin implementing lhe independent audit contractor report cqnlaf11trrg)ii.qet4iJ~!~~o.cl;' ., A,.:::c,m-·•,r<, .. 

comprehensive road map of the work required to obtain a "clean":opiniont:>'n:Q,.y\1~ ') 
financial statements. • 

o Review standardized DJA line of accountjng and begin development of:an rntea:a"t!C;ti::> .. ~, 
eliminate double data cntdes. • 

• Cominucd bi-weekly meer.ings with DlA managers to implement aiL~tcgr_a(e(l.:QJ:A: 
financia.1 statemem cmerprisi.: architectttre. 

° Continue to reengineer DI.A's financially related business procGss¢s ·tqeiisure-r;Qtjiinif ':::t 

availability of reliable, accurate and timt:ly financial managemenLinf0rmatio_n: • , ;i~~: 
,' .• ~ '; .. . , ., .. , ' ' . . . . , . t ~· ., ' ' 

,, . _. _ _, ,. _ :. ·f\-,:--:~:,. .:/ :,·-- ~- _.f )1/:i,r.~~.: 
• Begin using automated financial perfom1ance metrics<and make avaifable on\1:rii,6jliti~\ ;?!' }' 

for Director to CFE 10 senior managers to budget analysts. •• •••• • '. • if:.'. 1f <.; 

' . ' ' ., \,},"' :,f':/J.,JJ' 
• Begin automating financial and nor1-finar1cial performance metrics:and'ph1~,to,,1rjj)f~, " ; _.:1:i '. 

available on line at DJA for Direc10r to CFE to senior managers rP buqgc_l:,~,:U:Yii{-ft§'t ).,,., .:.·5 

monthly reporting. . ::.:·ft;/{%, / 
0 Develop a capilal investment strategy and invesune11r plan that i1Jcl~10,¢sJ~.ost.$'1[)~~.eJ1( .) j.:~;f >'f 

policies, processes and systems for Lhe Department's transilion to:a.fuUy ·1ntegfai~-ar . • ': 
financial management system that is compliant with applicable federaj ,arfd:poD 
standards. 

• ":-,~!::.; 

-~,. ; 



Defense Intelligence Agency 
Information Assurance (IA) 

• ' ,'.; '..'., ,, <,.,: :t /,:;:~ t ~I '_ • 

Defending our infonnation systems and ensuring rheir integrity is an ongoing cffort_:µ;alris,¢.cr.u¢j,~J . •·: . ' 
to the. success of our missions and the security of our Nation. This ··_eJfc;irt 'fa~es inie.h'si:fi~::• ; 
challenges as a result of the changing environment in which we work. '(:)µr. go.v6tn)¥~iit;ltijti,\ ·•· ; 
minimized the ownership of its information infrastructllre and expanci~q Jt~ ~J'.fr,µf~e;; ·lt iJ.:- o.L. 
commercially based information environment . These actions, in conjuncti¢~fvJi(h.lh~1r gr,~l ft'\ 
sophisticatlon and availability of technologies that can be accessi:;d antf:-us,¢.d 1ag(µQ ,,... . , ,· ~J i ; • 
potential adversaries , have heightened our information networks' vuh1erabilityto. .Iio$HJe)aqtip;~s '.il} , 
by e.,1emal and imemal parties. In order to address these issues, as well :as .aiiy\otpei; :rehl: iff1~:;'.;;~ •: 
pcrce.ivcd threals lO achieving and maintaining our information superiorit)' over curr;tjt ap~ .. ;n 
future enemies, we must develop. institute, and aggressively enforce informanfion assurancieii ;, 
programs. ' '~ ,_J ~~, 

lmpacl: 
A successful anack on Joint Worldwide IntcUigcncc Communication Systenis {JW{G,S) Woul.~., 
ha vc a sccious and immediate impact on the abi.lity of Department of Deforise Intel11ge.9ce • 
lnfomrntion Systems (DoDUS) to carry out its mission. 

Management Respon::,e.: . . . . . ::, •. , )+}~J'·:,~ ,, 
In order Lo irnplement a well-designed, enterprise-wide TA program which ensures thUct.;pr9per; j:. \n1t 
security controls are consistently appl.ied across the community, DlA will: • ,· : ... ;.yj{ ; • 

• • i. ' -~-~ • • " 1 .- • • 

~- \ ·:'· ·--;Jr\ .A;f: .. ~/:rt· 
o [mplcmem ~n enterprise-wide vulnerability assessment and risk an_alysis t?" d~tc~h~, :,i.' ,);1Jl 't 

Communny strengths ,md weaknesses . . , ••. 'fl >;•' y 
• Institutionalize metrics and measurement process to continue dete.gnininfreffcctj,,Y,l}~~~S·Of':·' ''1": >' 

the Program ·: .,· • .· · ; • ; •• 
• Create a program u.1 assess compliance. overall effectivene.ss, and ~valu*~'"fq\ut~;~.,, , r : 

in.itiativcs ,_; ·> )'. 
•.Begin assessing an insider lhre.al profile lo give DlA a pr<)ac~ive ~apa,l?ijjty •. ': ,·, 
o Provide security engineering professionals w design and incorporate ·se~uritf~,p~i;f:9f :}.if.~/ 

0 
!: 

cycle management . . •. . •. •. /•• ' ,.:hn,r 
• Establis~ a Cornn~unitJ out reach pJOgl'am for knowledge sharing, incident-do.1ir9fn'«'.itle·Q;;n Jf 

rcponmg, and s1Luauonal awareness . . . , .. . ;, .· f11!'1 .' 
• Provide training requirements for IA prncLi[ioners, syste1ns administrators.- operatot.siaua • T • •• 

users 

Planned t\ctions: 
The DIA will: 

• Update D.LA LA Policy document, DlAJvl 50-4-by FY04 . . ... . .·.. , :. 
• Create a repeatable set of Certification & Accre.ditation {C&A) b.us1nesq,:r,o~f!,S$~,~

1
~Vi_t.µ ; {,{: 

I.A vulnerability tools supporting centralized management and decentr~liz~·µ IA.;~~~c.i:~H~"t{;t ': , 
for lh1: by FY04 . . . . . . .. ,;}~{· t ,,:·.JM~U J.~,, 

o Deploy vulnerability assessment and risk analysis technologies w DoDTIS site$ ~y:~~JQ :q~';i,ii:1 :f 
FY04 . . . . / :{6'1 ,,f~·.f\i:i<:Y~i,,,f 

• ldcn{ify ~n~ correct SANS/FB~. (Sys Admin, Audit1 ~:twork, Securjty) I~pJW,~t(~I(g.Q):f·::of:j) 
vulncrab1bucs on Lhe Do DUS SCI nccwork bv end pt rY04 . . '\ •··. \'.' ., t -::·}ii;.:,: ·· 

• Increase the number of trained personnel for iA by 40% by en~ of FY04 ,: , ;}.}~ • : '~k:'.J·'.t ff .. 
• Provide means for DlA NIPRNet account holders ·toget class 3 PKl ·softAY.are~.~f}~cjJJ!,>,~!1J~,j/r:-

by FY04 ' ' r>:>· • ~·-u/J '11? 
o DIA will continue. to publish an IA Annual Report • Ii : ;Y 

; 1·],' 
il&.,,,.euinin:~!~·,~·:: .. ·- . 



Defense lntelligcncc Agency 
Environmental LiabiUty , 

The Defense Intelligence Agency (DTA). Missile and Space lntelligcnce Center(NlSIC)'obtains; 
munitions samples as pan of it Foreign MacericJ Exploitation (FME) program .. S_~p~g~•rif91S~;e.- : 
nrnniLions ilems is in accordance with DoD guidelines and in conjunctioi1 \\l,ith lJ.-S. _;._\t:'q:)J i > ; •• , , 

facil.ilics available al Redstone Arsenal, Huntsville , Alabama. Many ofthe munitions olitfijned:;i tr i 
', ' ,/. ':• ::"','_ ' :· ,_ ·: ·~ '. ~_: .. \ ':.) 

under the MSIC FME program could contain hazardous chemicals. (i.e., roc~~tJ~el~ ~-~~:\, y ";!H~\kJ 
cxplosi vcs (e.g., warheads. squibs. etc-.) a) wel.l as hazardous materials (e;g,, radio.lqgical;d.~.1c~s-,)';J J'· 
whict, require. proper handling, storage and disposal in accordance. with D.oO Jlllci A.ntjy, • • • • . t: ~.! { 
regiilations. • , \ }- • • 

Impact: : .. L , ;· i ?;; • 

Recent n~unitions ~cquisitions obtain~d from Iraq, alon~ with other mun~cio~s o~t.i1ne~;_~} .ar,i:;?,t:;fJ]?t 
the ongomg DIA hME program, require proper pre.parat1on before exploltatton oqhe.\lle,<1g,on· -; , 11,iff •• 
systems capabilities. To dace. ~11S1C has met all the environmenlal requirei:nenisset forih;;J>:y,ll{i}~t •. '.' .·• 
DoD. U.S . Ar~1y and ~cdstonc Arsenal. Certain envirnnmenlal liabilities rem.ain·with:•J!l~~'i,~P~ f. \.M , 
that were obtained rapidly from the short Iraq war. • }:, :,;>} 

, ., .·• :. '·i .. ., ', ~. 
,, •;; -,'.,:; : .. 

\ ;, -,._ ! ' ,,. 

Mana!:!emc.nt: ·.· ;. ?¥\' =#- ' 

Management actions to dale include: . ; ii 
• MS IC has invemoried all F:vfE equipment which may pose an environmenta!'rii.i.pility; ... , i : . 

Th is is particularly so with the large volume of equipment recently pbtJ;lthed.tro_rp,l.raq .. ,}, .: . '. ' 
• MSJC bas developed plans for properly disposing of all FME equigmcnt.(and/bf • • - t >J .. 

componems) which may pose an environmental liability. - Uoif{ 

~:~~~r~~~!:~:tions include: _ - .. · ... ·•· · ·• [?<{ ~:) •· 
o tv1SIC will concinut to inventory any newly acquired lraqi equipmcnJ'?tl.O'o_t:b'~ ,~~~ • yr; •fJt ,, , 

:~ .. : :-• ,{;,;·:~y ~: ~:/P-)· '.'.;.t/;:,~'~i'f.~.: t 
acqu1s1LJons. . _ • c ,Y, ,. /' ,yJ,Jt 1 :if ; 

0 l\•1STC will develop plans, as needed, for propc.rly dis_posing of'anr -hazardO~f '.I~,m~i~, l\l!lf~*';1{ 
l.raqi equipment and at.her FME systems which may pose an eiwironme)it41. ljaiji!iJY:: ., ;,J ~\ f} , 

o In accordance with newly established DoD policies, MSIC wiJJ cstimale-th'?:C-8~\..!:i:{% ., .} (">,f ;t} 
disp~sing (and/or rendering environmentally safe) the.newly Jraqj ~·goiph'l~liJ:f1_:~~;~~,~~.A~•f~.f'}·> 
FIi.Ai:.;' S"S(·•,□15 ·t;-/,.· •• -•·..f..;. f.·,:;~ I:<' • 

n·J..L .., • ~ • • _ . . . . .::: :r:· .::,: .:-. ,_,. • ::"".-:if .. ~::.:,,:::':~t:•f •· --
• MSIC ,viii continue to work with U.S. Army Rcdscone Arsenal personnel LO e~'.$,.~.f,y . f\if.; 

compliance with all c.i1vironmental liubilities guidelines. • l} .:'r,;; [ 
r·1 -·<{: i:';: 
,:"J'.•:· 



, ' 'y~:ti,' 

Manag~~:t":r~:::~::: ~:~•;;~li>~ives , . . }~l~f"? 
, . .· , . ,,, VHiJ .. ~f)2!f ~rf.;: 

I. Not Applicable. DIA is fully cognizant of range management issues inv0lving muriifionsfan&Nii i: 
we conduct our operations on the Anny's ranges to facilitate, range c9mpJiaiiA~ Wltl! .. LQ~fr ., , : ·,,o, ·: .. ~j}, 
munitions management responsibilities. \· ·-~\'}, { , :::>SiJ::r,, 

• .r. -'1' 
! \i 

~-·,·,~~ t 



Defense lntelligcncc Agency 
Personnel Security Investigations (PSI) Program 

DoD continues lO ~rrnggl~ to achieve an efficien: ,Uld ef1:ec.ti:c persorin~l ~ep.~ptY::: j~Y-~~~i,~t.!pij~ i;~{ftr}J .. ! 

program. In pursull of this goal, the department 1s transform mg lhe process v1a·.tfi'e. ttJn~f~l"Qfitii~h &·t ' < ' 
security background investigation mission to OPlvL effective 0l October2Q0!t· •• • · ' • ··:,:, 

Impact: . > • 2 

DIA m1d its Defense component cuswmers will continue 10 suffer from extendtd;P~l:qbt11pi~.tiJnt. ) 
., • :, ' • .··, . ·1-- , ' ·:· ,· . , -~;-1;1: ,: .•-:•~.; '(•?.:<.:> ,- ~- s 

rates during the divestilllre process. As an example, the OPM completion ratefoi;: "-g:i.1n.t#lte~d'.';° ·,:t t.; ,,, 
75 day cases is currently run~ing al 248 days. •1 

• • i:~(f;,:;1:f ¥: 
/ }.:1i / '.-.i . ),-h;f: ,, ' 
_ _,;;'~ ;, 

Management Resoonsc: . . •.• .. ··•· . > ·;;,;: .. ,h'· 
Counterinte.lligence and Securit~ Acti:'ity (DAC) has uhdenakenseveral initfa.ti;~~~:'tJfp;},gPf{~lf{f 'l; 
the clcacance delays caused by cited circumstances: • ·•• • ,:'i ··+ d-; f .'. 

0 ln Jun~ 2~03, DAC. received OSD appr~vaJ 10 expand theuse:o·f-~t.s, c~J1i:f;'.i~~:~a~~~i~1if ;'i~ . ,, 
lnves11gauons Provider (BIP) 1hrough FY 04. The DIA BTP prov1des.cx;ped1t1ous· · • ','. 
security invesligation completion rntes of 30-40 days for DJA applican~.¢.~.~s.1 • .. 

Expansion o[ this amhority will permit DAC to effectively support the·cur're.'ntiaiid · • 
anticipated applicant surge demands. 

• DAC has also extended the use of the BIP services to cover, on a shared contractl',,M'isr tt i 
Defense. component re4uircmcnt for expeditious completion UnJe.s. ' ~ ~ • 

,, , 1 . . , 

'.··, , ... , ,_ . :,- i ?:<>~ 
• DAC has recenLly acquired several contractor assets io incre~e th.e~~~P,Onsiv~~~~/pf,,~Nlt , ,. 

case managemen1 an<l control process. The accession of contract0r p~rs.oµp¢,l :p~t~9,it:f .; ( / '. ) 
permanent central clearance staff co concentrate on direc1 adjudicatiO!l support-and • ' • ·it · 
c lcarance issuance. • ' • ·, ;J • ., , 'Ji.. : , .; 

' •.•·.• .. •· .. ·•·• ...•. •,J;. 
0 More frequent use is being made by DAC of iLs Ac~elerate~ Clearance 'eyg1bi~t~(. \,rJ ;i,.,,f j 

(ACE) pwccdure whereby expeditious National Agency Checks are,cdntj,:@e,ciJfn~/ • ;:, f Tr j 
~~~;:~:;~f~~i.lity granted while the HIP is tondutLing the fasHrackbac~~otipd;._ Jj.;:/,}~t 

• 'i 
Planned Actions: . .·. . . . . . ... , > f !· •': · . · 
DAC continues lO explore new. improved methods to streamline clear~ccfd~aj~g!.rft~\rl{J ,1Ji;i£} ( 
unan1icipated surges such as sta:ffing of the lraqi Survey Group. In FY 04, additlonal:99!1J!~At9;i rtt':. • 
personnel will be added to !he central clearance office io handlcadministrativ,e .. :p.ortic;fll)i:L?[tJt:eif-::". ; • 
clearance process. Discussions ,u-e also undenvay with one customer defense compon~pt'tbat:.(: " 
:;eeks 10 fund a contractor billet to administer the DAC workload pertaining .t9,fbat ~u~tq'.mer :; 
agency. Separately. two customer defense components hav(! indicated inte1'esdn ,~Lllii1:tjg4he ) • 
services of DAC's BlP to conduct, on a shai-cd conrract basis, backgr~mnd 1n.v~stiga~Jo'.ns ·,on •• 
limited numbers of high priority cases in lhose agencies. DAC is also ·adding\a:~QQ~~~f9{(Q·. 
facilitate a review of the cradle to grave business process review of the.Personnei,Secrir.ity 
Jnvesrigations Program. 



Defense Intelligence Agency 
Real Property (Facilities) lnfra~fr.ucture 

The Defense Intelligence Agency (DV\) recognizes the importance of.mainraini'r:igil1s 
infrasu-ucture to support the mission. health and safety of personnel and r.ectip'Hajli_aq~n 9f'~~e,~:. · _ 
Currently. the agency ha" an aggressive preventive maintenance program that-pro:vides,fo~li#e:' • " - · .. 
inspections. repairs and replacerneni of worn operational components and ~b.it!!cfur-.µ /f~rn_:te,s:· ·:' j' + 

. '. _, •• , , .• · •; : ' '' ,'.: 'ft 

1:, ·: ".., ; ::/ _; . 

Impact: _ _ _ , , __ , ,~ ·t,: •:_ ~ ' • 
Failllre to adopt and incorporate. an active facility mainte:nance prognuh c,Qul~·--~sµl1fJ~T~?t~:!~:~P:!~'/f ,':} 
infrastructme that would adversely affect the mission and personnel effectivene~S, ' , : !' 

Mana~cment Response: _ _ __ . 
'Uvcr the last year the agency made a significant: investment to enhance fa¢tl(o/mai~r,~:n~9~:,~q);fA 
suppon capital improvement projects. In addition, DLI\ completed an e~rens~:ve:re.¢.i\pjta;ti,iatj,ei6¾" f; i 
initiative that assessed the condition or all facility and support: components. Each comp~:menf __ .. -.. 
w:L~ given a facility condition index and carnloged imo a data model tq proxid~ bu9g(?t:for,e,cru.t~. • 
and ilssist in scheduling the preventive maintenance and replacement of facility!suppprf:m1Se;t~ 

before componems reach Lheir designed life span. • >•ll?JHJ!' 
In FY04, the agency plans to continue. investments to fu1ther recapitri:Uze,.fts-infrastn1cturei •f t~ J:,t} ) ••• 

• ' - ,~- i~ . 

Planned Actions: . _ __ . , 
DlA continues to enhance iis facility maimenance and maoagl?ment operati~ns: 9Hrr$Rt!X..~ aj:~~: 
agency has severn.l on-going projects that arc designed to optimize rhe·eff:iq_iency-offac4ity ,) , 
maintenance and facility operations. " · • 

, 
• • ~ ' • • . • . ' J.• : , ' xr· ::\, 

Adopt the Regional Base Opennjng Support (RBOS) contract for facility .0petati9.)1s',aifff ; •• • 

• 

maintenance in ApriJ 2004. RBOS will improve operational support andpfcvcntiye : 
maintenance at the DIA headquarters facility on BAFB. • • • 

lncorporaLe resLJlts from an on-going Comprehensive Fr1cilitX Main_t~_nan_ce Pfqgt,@:.i;; }i5:11 
(CRvfP). The CFMP is designed to review and compare existing. fac'tlityn1?,i,nf~~a11ee,{ 1 

procedures and processes with industry standan.ls and_provide recom:tne·odati9ns-.fo 4 
·•. 

enhance overall facility maintenance and operations. . 1 

ci Complete procurcrne111 of the ,veb,based software-that will pro.~•ide.;.w~·.tiJ:ii~:clri{n;or.i 
facility conditions. 

• Manage several scheduled capital improvement projects such as-repladng)iss~J.µtq~, 
UPS system, Power Distribution Units, upgrading lighting and HVAC:ij1J,the?Cafeteri~;:t 

• ' • ·, ·- ' 

,,'f;<:·~' ji 
~ l 



Defense Intelligence Agency 
Contracting for Services . 

I.mp act: 
An ~ssc.ssmcnt of DIA's Acquisition System was complcred in 2003. The ~s~-~Snj~nt:~~'11¢1~~-g-;f: .. ,1 

agency organization, polic.ies, processes, training, tools ,Uld refercnces0 tl:)at-supportt_h¢, • ·, .ji_ ·• • 

acquisition of supplie~ and services in light of best practices. Twemy recommeniiationslai,d:~ -1 • •1' 1 

plan of action and milestones provided a roadmap for .improvement ofsys[¢.1t1j_6· .,~e~q;l ~§;;'." :;: , ::._L[f"' 
One recommendation thm the agency implemented to improve the contFacting of ·ser:v;~;~iis;:~~ , t! l j ,'.•' 
establishment of a Component Acquisition Executive (CAE) who reportS to th.~J?~puJy(P~~tt:JJf : ~( t,\ 
and the subsequent realignment of 1he Contracting Office to the CommaridElcm.ent;'r~poitrug' ~,,,;)\\.ii; : 

directly to the (CAE). Establishment of a single point of leadership is ·adear: s)gnal;o}ig_k\{s,, .. ··':, 
commitment to a su·::ncgic approach to the acquisition of services ai1d the requii-e-a 'cnforte.ineyif • 
of acqui~ition lawii , policies and procedures . 

.il.faone:emenr Response: .. 
To improve its intelligence support, add alternatives to deploying the righ1:;slcill m.iJ(3:D.~\, 
capability to operational requirements, and correct systemic.contracting :w~wai4Ss~,S,.~ Jg};~\ . 
requested, and expect lo receive next fiscal ye.ar. statutory authority to enter.intb'pers9D,<iifi : )f ~••l ··' .-::. 

services contracts. DJA would use the authority sparingly and only whch:the::~Mnc~:7.tju~ti~-~•J}ff .~·,::; ~ • 
out work for a temporary period which cannot be delayed because of a criti_~al' n~~~;-~~/,lh,i:ri~~~)i])_ .. 
cannot be mer with current employees or through the direct appointme.nt o.f t!!inpora~ye)Jip]o"¥~l '.' t" 
within rhc time ava.ilable, and the duration of time, help is needed. For cxarnple,:tbejaµil:i'Qfii& • 
would be useful in support of the hunt for WMD in Iraq and similar operations. in-su~pcirtofth~ . · 4, ;; 
Global War on Terrorism. • • • '-i i 

Planned Act.ion: _ . _ • _. __ ·.• . i _ .· t ·S\ 
Recent proc.ureme111 legislation increa-.ed the. single use Ii mit of the GoveriµJ\eQt p;tifqhg~~-~r.d\] t:•.- ', 

from $2,500 to S 15,000 in time. of contingency and up to $250,?00 in ov~rseas.conu~,~aG· 1~\' t _._ :~.: 
contracting simations. This limit increa.-;e has multiplied the u~ility, ofJh~ .. r.li.r,th!lS~,9$-4 '?; ;1: t: _ 
and commercial sources. In fac_L. a DIA lesson .learned ~rom Opera~ion IraqtF~eqp_~{~ ;ic,J,~~~~ • ,/flt :: 
PurchJsc Card was not on! y an nwaluablc tool lo expedite contract mg suppo_i:t m.t.P~,~~,t )~Plt " , <.SI .. J, • • ' 
t.he preferred method of contracting by local sources there. DJ.A's approaGh ·t~fm:pi,'gipitJi~:{'. l ~: ~;- K:t? 
Purchase Card prograrn includes vesting accountability for the Purchase Card authonty'Xo/ith -~hi·"'ffvJ· 
Head of 1he Contracting Activity and assigning Purchase Card ProgramMan~g~.IF~ll~ (t_p;,, _ i "-}.f ) 1 : 
designated program manager in the DIA Office for Logislics that is a separate_of:fice,:'fi#tj:l~the\ l •1\( , ... 
Contracting Activity. This management control system, along with vigorous,;fina!l:~.i.al. ,,.: -~ .• •• ,'. . J:(: f 
manngemeni oversight by DIA 's Accounting Division, provides n very robust ~h~,ck-ind~b~~n,<?~ f:, '. 
system to fac-ilitatc acquisition planning, streamline the accounting processes. and 0prev~nt. • ·• 
poLcnti~ll abu~e of the purchase card. • 11 .,, 

• .'i •,. -4. •1M+M .Y S 



Travel Charge Cards 

Defense Intelligence Agency 
Government Card Program Management · 

·'.'-.~r ,;::_ '. ·-: 

The areas of concern with tht~ DoD IndividualJy Billed Accounts'(IB·i\) travel cbarg,ei~~~\'· 
program are misuse and late payment or non~payment by military members·~ng civiliM

1 
••• 

personnel of travel charge card debt owed to the vendor bank. DIA 's perfortrnince: l1as'b:~.en 
progressively improving. As of August 2003, past due accounts which are 60.or-toored~~ 
overdue represent I .2<io of open agency ncc.ounts (adjusted for accounts iri.niissi<rn c:citjt~ ; 
status). Also. inappropriate use of the travel charge card has been documented.-·TravclcI1~ge: 
cards are to be used only for expenses incurred in connection with official g9v~_r11n1~ftj(l'r<1j¢l .. 

lmpact : _. • • ; . ::;;;, 
Delinquency and misuse tan impact an individual's creditworthiness an~ tru_stl\i.ln¢ss;:whicb~a®\.· 

' ' 

major components when reviewing suitability for TS/SCI-level security clearaneesi 

ivlana~emenL Response: 
FE-3 is working aggressively to monitor a.ll agency accounts to ensme t~al theyare·usidr'.)r, . 
appropriately ancl balances due are paid in a timely manner. As ·part of oucpiog~; willa,vet 

: ~;: ;:: ' 
~ -

• Established points of contact in each key coaiponent (KC) to -k~~PJ~p~'ri.nn;e·~:{of/ . 
communication bet ween financial management personn~I and ·staffcri'.in -the di~etorntw;sJ;· ' 
This ensures that problems arc identified and corrected quickly. ' f_;, • .•

1 

f)t;)_ .. . 

• .· ... , . .. ·. "'• .}l.Htill,, 
• Prepared, analyzed and distributed the monthly dclinquency-reporL·to·ea~l}K(l}.fsVith.. 'f{\<)J ;· f ~; 

empl~yees who have past due accounts. Requested Jollow.:up frpr!n e.~l'ch ·.K<:(~t::J)tp1,amt •i:;~ • •• 
t_he reason for the delinquency ~nd steps taken to correct the problem. ,,_ , : \. i; , 

·• ····•· ··· . : .:_J'i}il ; 
o Performed data mining activities via softw,uc scans to look for susplt:io~J:a¢:~;{i:i_ty;,Se.i1~~>> ti 

infom,ation to IG, DAC, KC and supervisor of employee for follow-up. D.1scip!fo~y • . 
,~ctions are taken. including removal for offenders. • •• • • •• •• • ; 

Planned Actions: 
F£-3 will continue to monitor c,lJ'dholdcr accounts for any improper usage an:d·cQ'.rit_in'i:ie_rQ;:Wo.r.~; 
clclinquency lists to keep to a minimum past due aecounts, while providing timeJy•cU~JO.m,~r ·., J ;- • ',I • 

service LO he.Ip cardholders with problems. We are rescarch.ing the possi9ility.}).f:tumf~.gP.~Y~.lb:{:" 
day charge card program opcr::tlions over to a. contractor. This will allow FE-J ·pcrsonpelhcJcclo { ... 
more extensive darn mining and other account mainrenance projects, as well.~s:.p~pi;p~!°~IQ.9r~-, /<,t 
fully at DoD/DFAS level in the process. • • • - •• ·' :' k2(\:':,;:/t · • 

11\fPAC Program i U,;,~:1~::· 
J. .' 

,::,., .: 

The Defense Intelligence Age.ncy continlleS to improve the nrnnagementand ton:trol, µf'jrh;e • 
International Merchant!-: Purchase Authorization Card (1MP AC) progrmn wh,iJe: expanqirigJ\s} ~­
use. During the past year, the program management has been increased thr9ugh:tlJ~--fot(9g):#:tl:oh 
of an ass.is tam program manager, and ;111 internal review inspector. The Agency has m~cle' '• . . ,-,. 
avajlable this past year the use of an web enabJed purchase register to track fun'ds ,aJJq_satip1.1s ·~@'.;1io\ 
cxpendi rures by the IMP AC cardholders and approving officials. Use or the ·au_q:>p1al~d.p9i-o_ba\~;>~ 

,{(i ' Ittt:il 



.1: . . 

register will be made mandamry for the nex.t fiscal year, permining data 0mining 4qcl~a.~q{jijp~(%:Si'.~•;fif,, 
programnrntic oversight previously unavailable to the program tnanager. ' •. ·_. ; ·: : ::.;:); , • 

Impact: _ 
The Defense Inrclligence Agency has ·placed significant emphasis on the maru:1g~menn.~~:. 
controls over the 111PAC program. Annually the lnspector General focuses ai(qudit ofrjbe 
IMPAC program. Recent audit reports have predominamly only noted minor..problemsi•'WhiI~ 
the potential for the ,1buse exists wiLhin the program. the DIA checks and .l),ilaiice$:p)ake1t mar~ i 

difficult for the government to experience. a significant loss without being .ctjscove~,d,-.Sigp{ftri~t 
ernpktsis is placed on training both cardholders and billing officials on their dutfes, • '· 
responsibilities and financial liability. DoD audits have indjcaled Failure of111aJi!(r;~r.rtenf 
co11rrvls also 1mden11i11es the ability of the Govemmem to seek adjustments fin: billing errori; or ! 

fra11d11/e111 purchases 1hm were llOt made by the cardholder. ln addition, the/a(lL,treiJj< 
managemenr controls co11/d result in rhe govemme111 nor obtaining the best po:r.l·ible price. 

rvtan::uiemcnt Rcs2onse: , . i',t '.;~\ " J;i: 
' . . • .. ', ;, , t -<~"l't: ·-:, , • . 

As the Agency pursues a cons tam improvement process with the IMP AC program, .a hast/ • f:1 ;A,l 
recognized additional controls are re.quired to ensure a.ll billed purchases ~e tf1,le·an.~:3-c;c.,pt~t!,tJf·tt t 
To date the effort has been to ensure adequate trnining and oversight is _pro•./iaed to hniq:µte· _., _, i;flt t ·• 
cardholder and the biJling official. Future plans include an automated reconciliation p~r:J;qrined;J.: ~,:,. I 
by downloading the bank statement and co1~1paring t_be billed am~□nt I? tne:¥f10:~Lf:~Pf,~e4ii9fffftt . 
the purchase 1n the amomated purcha.c;e reg1sccr. TtllS same solution will be.-used 101.n~pro:y~Jhe,.'f_ :Ji: ·l 
processing time required to subm.it for payment the IMPAC bill. Improved·p,.ill'_P,(~q'.ess~)t.:¾Y,lt ~/t?t:r: 
enable the maximization of rebates for prompt payment. Additional training on,',p(t>per/t.f# ;;itn~;;;L.~\.J.,j 

. ' . "' > '' . ' ···:,':·· .' ··i" :, •··-- ·.; ; , ,\1~.-: ,•': ;,.· \ -7 1-_·. ( 

c<JnLrols for the L\'.IA PC card program arc planned for the next FY. indudi11g·refre.59~~~~4,jp:jagf*{,}*t --~ ,, 
and training on ensuring the governmem is receiving the best possible pqce forthe g·o.p;~*/aj:{~, , j"'.\ .~--- :., 
services received through the HvtPAC program. The Agency Pt·ogram M'anageme-ntst9ff;~~-9e~,tj(i ~d '"· 
increased by two key positions, providing additional guidance and ·an jntertj~l -in~_pectj9frf ' c.ir',,/:,if r,.: 
capability to the program. These acLions will have a stabilizing effect on the prdgran(alo~g'W:ith}~;;\:} ' 
increasing the visibility of the oversight function. i.,~ 
Planned Actions: 

0 Make manda1ory the use of the web enabled [MPAC purchase re·g1ster 

• 

• 

• 

Develop and implement an automated reconciliation of the banksLatemenL otlleqat.noµl'.l~.: . . J . . .. ,:: 

to the purchase register ' Jj\ ., 
,, <~ ; \ . 1, 

~;·r.! ' -{· 'i f( 

fmprove the payment processing through use of an automated I"\!CO~,cili~tion'. p~1:&~§S.• . :\{::'.!f,~} •• ---
. . Jf' ' • ·.• ':,.·,, ,1.i:i\J it J,, 

Enhance the refresher training and increase tn1ining onol;,tainin~be.sq,ficc,pp,r~~~~~~:J~~';);.i'fi: 
the government • • ,: . :,',: ;: 1~.,i;,,,:t~ ·. 

,':: l ;,:;t;~'.tl· ;-_~· 

• Conduct [l_ review of lMPAC card use during operations in lrnq 
•·! ' .: ->'l::,v(· .. ~ 



UNCORRECTED \VEAK.NESSES lDENTlFED DURING'fHE'PERIO'.D 

TlTLE TARGETED CORRECTION DATE· 

Financial Management Systems and Processes 4'1t Quarter 2006 

UNCORRECTED WEAKNESSES IDENTIFED DURING PRIOR.PERI©DS: 

NONE 

CORRECTED WEAKl'IE.SSES IDENTIFED DURINGALL,PERIODS;~~'\'. 

NONE 

> ~. fJ:::· \ 

'. i . 
:: , ):.; t : '.;,:' ' 



UNCORRECTED WEAKNESSES IDENTIFED DURING Tl:IE PERI(.)ti';:;:. 
Financial Management System!) and process<¥i 

Description of the Issue: Like lhe Depart..mem of Defense, Lhe .Defense lt1tctli:~ence ,'~,?~P,~:~i!\J~;;:;:} (.i(" . · 
(DIA! ftna~cial ma~agement s~ste~s an~ _bu~incss processes do ~-b~provitj~Jci:~.ra.~½f1j;iRr~:,~-·:;r'.i~Jl \;; . • 
and timely mfonnat1on, thus hrndcnng cffccllve management dccis1on.mak:i.ng:· Thecµ~nt .: ,: .: 'f( j . 
financ!a~ environment is c~m,~rise~ _o~ many discrete system~.c_harac.terize~ )?I:~C??,r;!~J~~f,&U{}~f f~j1r: 
and rnm1maJ data shmclard1zat1011. l his absence of an overarching approach ·to.fimmc111l · • • ' ,. ,; 1 • 
managernem is a m.iterial weakness preventing DTA from passing financial audhs and ob'tain'ing, 
a ''dean" audit opinion. 

Fwrcrional Category: Comptroller/Resource Manager 

Component: Defense lmclligencc Agency 

Pace of Corrective Acrion: 
• Year Jdentijfod: 2003 
• Original Targeted Correc1ion Date: FY 2006 
o Targeted Correction Date in Last Neport;· NJ A 
• Currem forger Date: FY 2006 

\lolidmion lndiwturs: Corrct:tivc action is briefed every 2 weeks to. DIA.;'S,ef1i9tEx.e;~q_tjJe.5• 
Also, briefed the President'sManagenicnt Agenda (PMA) hem #3 on"Improv~_dd,in~pl~ljt,.: T.: --~{: 
Performance" status is briefed quarterly to the Presidenl'sOffice ofMaf!ag~m~nt/~n,·4~\!~;i!~\ f k,;;f .. •}",, 
(0MB) . DTA's Financial Statemems are nudited anmmlly. ln additfon; ·ad 'hqc.))ltVrii{m?8,~IIl.~ll{i,ff,tz ' 
reviews and Tn::;pec.tor General reviews have been conducted by DIA and .DoDinspectpr, ;, :,. • . / :,;:; \ J 
Gcner·ils ·,. .. . ,s'· , •. ,;:.,,,.,, 

• , • • • . - . •. < :;i.;If> I 'JJ]t;: { ;: 
Result Jndicalors: OTA was recently pra.isect during the last qpa1terly brie'f. f9.tth6:,I?roij~is1:~1fr&li{lj, 'f 
being td1eacl of the initial schedule. • • -: L , 

S011rce Documents: The following somccs ide.mifiecl this issue: 
l. The President's ~vfanagement Agenda - Fiscal Year 2002 (Govcrnmcnt-Widij . 

Initiatives) , 
2. Depa1tmem of Defense Performance and Accountability Report -· Fi:Sii:W 'Y,ear20.Q2::.,': 

(Systemic Weaknesses) 
3. Depanment of Defense Inspector General report on Financial Mal)agi:::rnent­

Rcliability of the FY 2002 DIA Financial State.menL~ and Adequacy-of R¢lated, 
Procedures and Controls 

Pmgress to Dare: The DI A has taken steps lO correct this maierial weakness. These s~~P,!i" 
include: • '\:·· 

Accomplishments for 2003: 
• Con1inued participation in developing new fin:mcial management system. 
• Contracted CPA finn for CFO suppon t:•' ., ~ 

,! i'''f.• 

,~ ;-;~:,' I;_ .l 
.f ;-;-.•·. 
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· . <;~tlf }'2~ittf 
• E~tabli~hcd Pr~sidem' s t-:1anag:mcnt _Age_nda (Pi'v1A) Audi[ Corhmittee'9hwt~t{~l~r:i.}Tt:,?tw:;:1 > 

F1mmc1al .Managers Advisory C.omm1neeJ , /'' ; \ l f:.fi:l ; • 
• Rt:vicwed and updated detailed milestones • ,,. :-, •,r., 
• Established training programs 
• Continued work with DOD fG on FY 03 Financ.ial Statements 
• Instituted DIA Audit Committee Charte.r 
• Provided support to program managers for tri-annual reviews 
• Worked with CPA contractor to resolve issues 
• Continued participating in development of new financial managemenfs.y~tcm 
• Worked with CPA contractor to rcso,lve DoD IG findings/recommendatfons 
• Established FE-4 contractor staffing .. . ·,: .1: 
• Lmplerncntecl 2nd generation CFO Council financial performance metrics rep.oft\: :;,! · . 
• Established use of financial performance information for routin•e u~•eirJ¢_v.~i.i~µ9.q;:'an~. :; 

decision making • • • . ' , • '' 
o Develop automated financial and performante infomrntion for: 

■ Quarterly spend plan reviews , . 
■ POM submission reviews .· .. -,., }\·_,:f i; .. 

■ Presidential Budgec Submission, Congressional Budget Justification·:a0,p¥,.,~~ (f ,l;,\ i ) • 
Congressional Justification Book reviews • • '. ( , :··1 ff; 

• Refined GDIP financial and performance info ' ' ':; •: 
• Automate.d, and made available on line: 

■ Financial performance metrics for reporting 
■ Daily financial performance metrics . . 

• Tracking financial and non-financial metrics andplanning to make available o:n·:ti,ne<:for . 
monthly reporting 

Additional PY 2003 Accomplishments (Nor Planned): .· 
• • Established -Financial Integration Group (FTG) to begin integration o:LDJA f.in•,111<ii9;I 

feeder systcn1s ,... . • 1: ·.~. ~-
, '. ,. ' . 

0 Developing interfaces to inregrnte DIA financial feeder systems iino:·o~)~i'ajla.t.s~t9.ndh 
f.b;;i,_ ·_, · . ,: ._' .~, :-;"'. • I sysrem r, ' ·· " • • • • 

o Begnn devdopmeni of CFO Strategic Plan 
• Conducted DIA imcmal control training 
• Began at1tomating best practice processes for risk assessments . . , :. . 
• Began automating be.st practice processes for annual Statement ofAss\irm1i.~:_· __ 1J, ; : . • 

' . . . .• ' • . . • J _-'.'" · · ,., .. , ., . 
• Established and wrote Audi, Committee charter, which will be·usea to help re.ss?JY~· • 

nuditor-idcntified deficiencies • • •• " • 

Major Milemmes: The folk1wing identifies tl1e major milestones DIA ·plans to co.[llp]et~'. cfofh1g: 
FY 2004: ••• ,. f 

: ~~~::::: ;::~,s~~•~ji;~l;•;inancial S1atemencs . . f/{H,ii 
° Complete Financial Feeder System Intetfaces w/official accounting SY,stem:(Ph~~e 11 
• Resolve any Agency-identified deficiencies in the FY03 CFO pr~c~ssJo prcclud~ . ... . 

recLtrrencc in FY04 • • • • .• • ; • . <>} 
• Continue collnbora1.ive efforts with NSA for development of new fin~nci~_lmi\n~~erririiI#t H 

system (Phase 2) • • • • ' ' • : ;. •. • 

• Continue work wi1h CPA firm to resolve issues and DOD IGidentt'fiedfindfi'ig~ ~~· I (} J.'i 
recommendations • l • • ... • 



• Complete automating best practice processes for annual Statement of.As~,ura:m::_¢ .an,~[..f9t 
risk assessments • 

• implement tasks detailed in the comprehensive roadmap in order to nbtm.n.~tl~~-n,:''. . 
opinion 

° Complete Phase I of the three phased implementation of DIA's-financial sxst~IT!S 
interface 

• Begin developing a business enterprise architccmrc to include uv,,-u,~• 

financial bu.~iness information required for financial sratemems and 
internal management reporting (Phase 3) _ . _ 

• Conduct quanerlyln-Pmcess Reviews (IPRs) of DIA financial systcm;enhanc~µierit$ 
o Completed Automated .Internal Control Self-Assessment Survey 
o Automation of Best Practice Annual Statement of Assurtmce 
• Coordinate lnternal Control efforts with DoD and across DIA 
° Conduct assessments of large impact and probably risk areas 
0 Begin aucomaling financial and n(m-financial performance metrics and make ~,uulablf 

online for monthly reporting 
• Continlle to improve and develop new performance metrics 

,:. : ".')~, 1 
;,~f j 



i\'lA TERJAL \YEAKNESSES CORRECTED DURING THIS.PERIOD . 

IDENT[fED DURING THE PERIOD: NOT APPLICABLE 

fDENTfFED DURING PRIOR PER[ODS: NOT APPlJCABLE 



Management Control Program and Related Accomplishmen:ts 

Financial Management Svstems and Processes 

DesctiQt.ion: 
Like the Dcpanmcm of Defense, the. Dc.fense Intelligence Agency (DIA) fi_n(lncfa.l trt.an~tgeiJiej:IL • : 
syste.rns and business processes do not provide accurate, reliable and: timely-in.formlltiQ.fl;. ,t~J)s . L,· ,· 
hindering effective management decbion-making. The current financial environm!!n,Lj_s •· }\\:,,, (;. 
comprised of many discrete systems characterized by poor integration _aiidminim~-.9~~., .•·•· • .... ; ;;}:' ·:- :;J: 
s1andardiza1ion. Th.is absence of an overarching approach to financial managementis:•a;i'ITT~Jpr'., ,{;{tf JJ . 
obstacle preventing DLA from passing financ:.ial audit!> and _makes this a 111~~~er:ial-.~v~alcci:~s. • · {j/~lJ >; 

• ', ·,· ' ,·: .. :-._-;r::::: 

Accomplishments: • . , •. •·· .. ·, L~~i.:b,.;:.~,:~•J . 
DIA is improving its tinaucial management processes, systems, Md infomi~ti(i11 ;by~ng~;g:iJtit~ ~V'At\t, 
number of wide-ranging initiatives: '.,-'h • ,· . '"( i';'' 

~ • ' 

DIA developed and briefed to 0MB a plan to improve our financial management; ·fil'st~1n~. 
information, This plan is to help implement the President's Management A_genq.~t,~al~/p_f_ 
fmproved Financial Performance and Budget. and Perfonnance Integration .. :Atth'e:¢adiof;tbe 
fourth quarter in 2003, DIA has accomplished more than planned. • • ' 

DI.A is participating in 1.he SecDef's re.cently esLablished Financia1 Manag~me,nt_M9.~~Wi~a:ti~1rt .{i;f :s 

Program to direci and oversee financial management refo1111 within the Depru;).men.UDJ:A;fois :: , r,:;i',: 
representatives in the Accounting anci Strategic Planning and Budgeting D.omains::. BI❖h~~$t~tf;"/ ;. ,.;:, 
rhc DoD members of 1he lme!Jigence Community in a Classified Line of Acc~~~tihi~~~~~q:g{~ 't:.i(: " 
pan of this initiative. DIA continues supporting this DoD-wide managcm:t!nl}lP,P,f~~~)l/!~t\ ' .i :., 'if ' 
improving businc.ss processes alld implementing integrated financial mantjg~m,¢nt :,;y'i;te,m,:i', t'}ny} 

.: ·; , ~ .. ,i · -~ 

~ 1 I _ _r; ; ·,t: ~•• , .:. 
DIA is also participating in National Security Agency (NSA) Working,Groups •. as_part,.c.i.f~NSA~$/ .: • ·: 
efforts to clevclop the Lntelligcnce Financial Management Enterprise Systenf PilQ(for :pql): ; 
DIA is improving its own processes and legacy systems lO improve the \imclincs.s,acc.#i"i,pi:,)ind\t,.·!t' 
relevancy of its financial management information and to aid in transitioning.to th; N~:A::~~g/pr ~ (> 
DoD ente.rprise architecture. Significant accomplishmen1s withintheJast 3~fd.a'ys':iqc)y~~ ~': _\. ·\rf[:;: 1 
standardization and fur.ure availability of integrated progrnmni.ing, budgeting anclexep,yttQprnaia~;_\)} \ 

' ;: ',1 ' •. '' ',, • " ' 

,.'·, '•,, !1· '' 

l?IA reccncly b~gan obtaining outsid_C advice f~om other fe~era.t~gencies an.~•pi:~f~~i-~V-~l,,,f1d.il.1:::·');{j.Ji 
bm1s ro deterrmne the necessary act10n to receive a "dean' op1mon on aud.rted fmnno1~L,\-t -:,:At{.:,t!// 
siruements. • ' .•. ,·,,~j~ll'{A 

.j'·.:. · 
; 



Information Assurance (IA) 

Description: 
A successful aitack on Joint Worldwide. lntelligence CommunicationSystems (i:w:tcstwtmlil, 
have a .serious and immediate impact on the ahilily of Department of Defemtelnte\J.ige11~; • 
Information Systems (DoDUS) to carry out its mission. • • 

Accomplishments: 
• Implement an entcrpris_e-widc vulncrnhiliiy assessment and risk .analysis·to .det,~},11~ 

Community strengths and ,veaknesses •• 
• Institutionalize metrics and mea<;urement process Lo continue dct¢rrnihing iff~#jyene.s{ 

rhe Progrn,11 , 
• Create a program lO assess compliance, overall effectiveness, and eva:luat~;.ftitul.1!:JA 

initiatives 
o Begin assessing an insider threat profile lo give DIA a proactive capability- __ 
• Provide securi1y engineering professionals to design and incorporat~ se_cuntY asp~-of:lt{~;.,;'.<: . 

cycle managt:ment . . . . ..... • . : . _· . . :'., ~~;: {; j •._. 
• Establish a Community out reach program for k.nowkdge sharing,jncjd~p('cOo.~f:~m:itftl:,· :! ;_;,:::,: l 

reporting, ,,nd situational awareness • ,, .. ....... ·.·· . ·L'! L 
0 Provide 1.rainiJ1g requirement<; for lA practitione.rs , systems administrat~rS,:9P~f it~~}~,di1[:J~fa:j}I 

users it}{·/. ", II?t:r· ·. 
Environmental Liability .;,{t;:?\;'. ~::/: : • 

'( .; ii 1 • 
De.script.ion: I 

1 
=- · -:;:::·_.~~ 

Recent munitions acquisition~ obta.ined from lraq, along with other munitions-obtn-incdm$,,piu:t-·of> 
the ongoing DlA FME program. require proper preparation before ex.pJoitarioP. of lh~'-W.~i::fori\ /, ,,{ 
systems capabilities. To dat<:., MSIC has met all the environmental requin::rrienl.$i$~tforf.n;by lhi il'-: ~ 1 
DoD., U.S. Am1y and Rcdswne Arsenal. Certain environmental liabilities remain withn:it_,m.iti~11~t. , • • 
that were obtaint!d rnpidly from the short Iraq war. 

Accomplishr11en1:;: . . . •···• · . . . . . ( ,>, , 
0 MSIC has inventoried all FME equipment which may pose an·enViro.no)en'.tij)j~~[HY.\ }Ji,:,{'. 

This is partieularly so wiLh the large volume of equipmcntrccentlyeobhiin~d. fto:m:fi;~ .. ~/{\ ~ 
o MS£C has developed plans for properly disposing of all FME equfpmcnr (f:111dJ'.pf • •• -,·,,r ;;•,_~ r 

components) which may pose an environmental liability, • • • •• ,., ' 
,!-;, 

'r; ,:;:..- ..• 

Personnel Security Investigations Program , ''· • ·: 

. . ;:?]l·J\ -
Dt.'!scnpuon: . . • __ ·._~: ··~ .. :.·.J~::·::~·\;: r (r-~-;.< 

DIA and its Defense component customers wi.11 continue 10 suffer fiom,cxtc.mded·Pst'¢9J;npl~~.Qhrt:):I l 
rates during the divestlrnrc process. As an example, the OPM. completiorr.~~t~-;fq{"g_llar~rit~!ii,.,1 ','c 

75 day c.ises is currently running m '.248 days. ., ·:,'.h;i~ikff:f' 
Accompl.ishmenLs: ••• '.. , :,'.,·.';J ". 

• fn June 2003, DAC received OSD approval to expand the use ofits contr,act,Ea~kgroun~_•: ' 
lnvcs1igario11s Provider (BlP) through FY 04. The DIA BIP proVid~_fe~f>e~,ifi6tis , J::tJ 
security, investigation completion rates of 30-40 days for DfA applicant:cases. 
Expansion of this amhority will permit DAC to effectively support cqe::9tu:r~n.k~9rci: . 
anticipated applicant surge demands . ·'' : 

. .. · _·'j __ , , 
5AtHi MWtt« ... aM9Mftre'·1•• - • ':--



• DAC has also extr.::nde<l Lhe use of the BJP services to cover, on a shared-contract-basis'- a ' ..... ·' ·•· ,,, . 
Defense component requirement for expeditious completion times. • • • • • ., •• • • 

• DAC has reccncly acquired :several contrc1ctor assels to increase the.resp,otisiv~nessi9t~jb.; i,;,.{A J., 
case management and control process. Tile accession ()f contracto_r p~-1'.SPijqe(pA~ti f ' :'.Tt/(. 
pcnnancnt central clearance staff to concenln:lle on direct adjudicai.ioa .support~cf • ~<:.(ii( -::·· 
clearance issuance. • - • , • •I .. 

._ :'i-:{,:?' ; 
·. -: . .':,).r .. ~1·.··'. f 

• More frequent use is being made by DAC of its Accelerated ·Clearanc_c.Ei1giP,pjty: ;:: \'• ;fft. 
(ACE) p~o~e?~rc whereby e~peditious ~ational A_g~ncy ~hecks •¥-e ~'onQ,4¢f~-~i~9 .. ,.Cft i:~;\':t} _ 
access ehg1bil1ry granted while the BJP 1s concluctmgthe fast-traclc"bad~gr9u:r@':'.,~. i }tL;\ 
investigation, - • • • • Ct;"-:: \: 

Real Propertv (Facilities) lnfrastructure Program 

Descr~gtion: 
Failure ro adopt and incorporate an active facility maintenance progrnm c9µld_.ic~l!lUn up.tefl:ap.l~{,<,, 
infr:1structure that would adversely affect the mission and personnel effectiveness. , • ;t:t: 

••1>\.- :t_;t'."",· 
",.. 1 • I ~ '~·(-.:·, ..... ..:tomp1s1ments: ,.· . . •.· .... · .. , ;, ;.., 

Over the la.~1. ye.ar the agency made a significant investment to enhance facility, maihr~~a~~~XD1l4' '":,:'i . .. 
support caprlal improvement projects. In addition, DIA complet'ed an cxterJ~ive ,1·¢_c,apitaljz~tlo;r{ tJ ii, 
initiative that assessed the condition of alt faciJjty and Sltpport components:. Eaeh-coillponent •• • 
was given a focilily condition index and cataloged into a data model to pr(?Vj_Q_e, ~i.ld$~f:f~J-Cf~~; 
and assis1 in scheduling the preventive maintenance and replacement oLfii~"ilily s_ilppQ'it-iis"se.,i:s ' 
before components reach their designed life span. • 

Contracting for Services ., 

d ~::. -: 
Descriotion: -.. . _ : p\: - ~~ . .. ~ 
An assessment of DIA 's Acquisition System was completed in 2003. The asst:s"srien_t· eyiµu,at,i;:cff f.6~~i',}-.-: ~ 
agency organizalion, policies, processes, trnin.ing,tools and referencqs that.Sqpp'9cy,Qie,. .... it ' , t, · '1\ ! • 
acquisition of supplies and i,ervices in light of best practices'. Twenty Iccom.m.enda~ions.:an:¢~4/ ·::t:: 
plan of action and milestones provjded a roadmap for improvement of syscem1c• wc~'!l~~~~• • : • i; ' }· , 

One: recommendation that the agency implememed to improve the contr~cti_.ng ofs_e:rv:ice~.- i~the . .. " , 
establishment of a Component Acquisition Executive (CAE) who r:eporis t9 thcDe,pi.ity.J)J1:ector,<.i/;: 
and the subsequent realignment of the Contracting Office to the Command Elemenl-~_p,9#,J~g,. ,: , 
directly {O tht: (CAEJ. Establishment of a single point of leadership is µ.de~r-sH:~*~l;~ff Pl:t{f.; 
commitment to a strategic approach to the acquisition of services and the requ'ired'. e11(0,tg,91:n~n,t , 
of acquisition laws, policie~ and procedmcs. • ·' • 

Accomplisbme.nt: , . 
To improve its intc:lligcncc support, add allernarives to deploying the righfskiltmix at\d;'·?l::f> 
capabili1y to operational requirements, and correct systemic contracting wea.kn~_se~, qt·(:: · 
reque.sted. and expect to receive next fiscal year, stalutory authority to ~ntednt6 ·pµ.rs:oJia): ,· 
services contracts. DIA would use the authority sparingly and only when the agency mustcar.ry': ~.;'. 
ou1 work for a temporary period which cannot bl\ delayed because of a.critic;ll 11¢"ed~_ 1'qQ: .. tfa~ne~~> i ': 
c:annot be met with current employees or 1hrough the direct appointment of temporary t.!"99,~0~~>) 1; 

within che time available .. and the duration of time, help is needed. FoLexan~p_le~ the•,,q~~~#iJr<.}'\ ,:, { : 

---rc:i·1:~ l t ...... _~~•-"-~ 
.-. ·' !! -; ,:-ntttE&¥t;;;m· . - ■-- ... _ 



would be useful in suppon of Lhe hunt for W~tfD in Iraq and similar ope.rations ln 
Global War {lll Terrori~m. -· 

Government Card Program 

TRAVEL CHARGE CA RDS 

Description: , ,. , 
,:r.'. > , " 

Delinquency and misuse. can impi:Lct an individual's creditworthiness ;1nd ~1'.Uslftilrie~s •. ~vli,cl:i are 
mujor components when reviewing suitability for TS/SCI-level security cltimiances_.,, 

Accomplishmenls: 
0 Esrablislied points of con1ac1 in each key component {KC) to keep openAines·o( .. , 

communication between financial management personnel and staffers·~µ, th~ dil'.e:~tC>f;.t,t~~., 
This ensures that problems arc idcnlificd and corrected quickly. • 

• Prepared. analyzed and distributed the monthly delinquency report to:each::R.,",C\~,jt)r . .. ,, . . •. . 
employees who have past due accounts. Requested follow-up from each Kt:ro ·e~~!~p?;: ·< Jr·,, 
the reason for the delinquency and steps taken to correct thept6bl¢f!1, . 1:1~ • • .·:½ p 1:,'t:·r· 

;, kW~,,· :·· 
0 Performed data mining activities via software scans to look fqr sp_~P~riO\iSi.f\FtWjtf;IS~rl~~i}i)' k) • 

information to IG, DAC, KC and supervisor of employee forfoUQw~l.ip,_:P.isciip]iil:ag,. ' <-., ~ ,, . 
actions are taken, including removal for offenders. • • • • • • • 1 • ' )',,., • 

IMPA C CHARGE CARDS 

DescripLion : 
:r~e- DcJense lnlelligencc Agency has placed significant emphasis on the managemen,F~~4 hi 

comrols over the IMPAC program. Annua.lly the Tnspe.ctor General fo,~i.J.$~·s·J~p,ri.,~dit:Q.p{t1,iij , . , : ;; ~-•·: '.< 

IMPAC program. Recent audit reports have predominantly only noted-minpt_pra,blemS:.·:::w@e ': :ii:f; 
the potential for the abuse exists within the program, the DTA checks and balances·Jll~ke·it.,#}0r:~ ¥::J/ 
difficult for the government to experience a significant loss without being 9is~over,¢d. $ig111fic;,l;qt ' 
emphasis is placed on training both cardholders and billing officials on their duties, 
responsibilities aml financial liabil.ity. DoD audits have indicated Failure·ofll}l:ir1~geinfii1 
controls also undermines the ability of the. Govcmmcnl to seek adjustments forhilling crr:ors or ' 
fraudulent purchases that were not made by the cardholdcr. In addition, the failut(; of 
management control~ could result in the governmenL not obtaining the. besl po&sible;pnce. 

Accornplishmcnts: . . •·· < .·· ... ··•· , 
As tbe. Agency pursues a L'.Onstant improvement process with the IMP AC. pr~gram~ iJ±i.~,t , . "·· ·,-t,.j ,/:.:Ji,A, 
recognized additioMI controls are required 10 ensure all ·billed purchases·,ru,-~_~f;-:AAl~-'.tiffP.fe'Ct},)'·1t::;! :¾/f ::­
To date the effort has been to ensure adequate training and oversightis pi:ov.iile.dto bott½:~&~( '.:.:{:f':Jf} 
cardholder and the billing official. Future plans include an au1omated re<;:pnciliaLion. p~,t;fggp:~~H't, •;: 
by downloading, 1he bank statement and comparir1g the billed amount lei the funb:unti~~hrded:f~f .... 
the purchase in the automated purchai;e register. This same solution wi!Lbeuse&to·in,;ipt0~ ~~-~0i1l,1;, r ·• 
processing time required to submit for payment rhelMPAC bill. Jmproved~bill,pr:0q.~~t~i'.wlll+ '. :.;'.t: / 
enable the maximization of rebates for prompt paymenL Additional Lrainin; on,proper--~$i:aAtf r :;,t{ / , 
cont.rols for the lMAPC card progrnm are planned for the next FY, :inc_lud.ini,,r_e:fti;sh_er.:tt,µ,~tngi)i!'i \d ,::; 
and trnining on ensuring the government is receiving the best. possible price for _the goo¢;_aiid:, . r; ' ' 
services received through the UvIPAC program. The Agency Program Man~gemem.staff'.°lias;l:iecJt 

' :, i 



increased by two key po.sit ions, providing additional guidance and an internal inspection 
capability to the program. The.se actions will have a stabilizing, effect on the program along with 
increasing the visibility of the oversight funclion. 


