
-~-a~:/---· .. :· .... ~~, -J 

i '.· .• ..... • • :t,. 
A, • • ' ... 

' - • . 
~ . • • 

DEFENSE INTELLIGENCE AGENCY 

WASHINGTI>N, D.C. 20340-

30 September 2004 

U-157/FE2 

MEMORANDUM FOR THE SECRETARY OF DEFENSE 

:111111: ~'ilimERsECRE'fARY'OFDEFENSEFORINTELLIOENCE ~ 
Subject: Annual Statement Required for Fiscal Year 2004 under the Federal Managers' 

Financial Integrity Act (FMFIA) of 1982 

1. As the Director of the Defense Intelligence Agency (DIA), I understand the importance of 
management controls. I have taken the necessary steps to ensure a conscientious and thorough 
evaluation of the management control program for the agency. Our evaluation enables me to 
provide reasonable assurance, with the noted exception, that DIA's management controls, taken 
as a whole, were in place, operated effectively and were being used during the fiscal year (FY) 
ending 30 September 2004. Our controls provided reasonable assurance that we achieved four 
FMFIA objectives by ensuring obligations and costs complied with law; safeguarding assets 
from fraud, waste, abuse and mismanagement; achieving intended program results; and using 
resources consistent with the agency mission. Details of our evaluation process and its 
limitations are provided in Tab A. 

2. Our evaluation confirmed that we remain unable to adequately achieve the FMFIA objective 
of reliable financial reporting. Tab B provides material weakness details. Unreliable financial 
reporting results from our dependence on the Department of Defense (DoD) systems with 
systemic weaknesses, and from our inability to fully support the data underlying our inputs to 
these systems. Dependence on unreliable DoD financial reporting systems, first reported in FY 
2003, continues to be a material weakness. Unreliable financial reporting also results from our 
inadequately supported and reconciled financial data. We have decided to include these in FY 
2004 as management control weaknesses and added a supplemental at Tab C. Management 
control weaknesses differ from material weaknesses because they are within our ability to 
correct, are fully planned for correction, are scheduled and are in the process (?f being corrected. 

3. I believe DIA personnel are fully committed to using strong management controls to achieve 
the mission entrusted to us and to protect our personnel and our homeland. Tab B contains a 
summary of the many significant actions and accomplishments taken to improve DIA's 
management controls during the past year. Management controls are accepted as an integral part 
of efficiently and effectively achieving our objectives and of discouraging fraud, waste, abuse 
and mismanagement. 

enclosures a/s Kd 
Vice A 
Director 



TABA 
THE EVALUATION PROCESS 

Evaluation Criteria. The Defense Intelligence Agency's (DIA) senior management 
evaluated the system of management controls in effect during the fiscal year (FY) ending 30 
September 2004. The evaluation was done in accordance with the Federal Managers' Financial 
Integrity Act (FMFIA) of 1982. The FMFIA directs Office of Management and Budget (0MB) 
to provide guidance, which it did in 0MB Circular No. A-123, "Management Accountability and 
Control," 21 June 1995. The FMFIA further requires that 0MB guidance conform to 
Government Accountability Office (GAO) standards. GAO provided standards in "Standards for 
Internal Control in the Federal Government," and "Internal Control Management and Evaluation 
Tool." The Department of Defense (DoD) provided its implementing guidance in DoD Directive 
5010.38, "Management Control Program," 26 August 1996, and DoD Instruction 5010.40, 
"Management Control Program Procedures," 28 August 1996. This evaluation was part of 
DIA's complete revision of the entire management control process during FY 2004. 

Evaluation Objectives. The objectives ofDIA's evaluation were to determine whether 
management controls were in place and working to provide reasonable assurance that: 

• Programs achieved their intended results 

• Resources were used consistent with agency mission 

• Programs and resources were protected from waste, fraud, and mismanagement 

• Laws and regulations were followed 

• Reliable and timely information was obtained, maintained, reported and used for decision 
making 

Evaluation Limitations. This entire evaluation process is limited, and this limitation is 
acknowledged in the term "reasonable assurance." Assurance may be either absolute or 
reasonable. With absolute assurance, the result is guaranteed under all circumstances. With 
reasonable assurance, the result is an opinion of a likely outcome. The opinion on which the 
reasonable assurance is made must include consideration of the evaluator and the testing, the 
characteristics of fraud and the cost of controls. 

The evaluator must be qualified to judge the results of the evaluation and exercise professional 
care in performing the evaluation. The evaluator must obtain sufficient, competent evidence to 
provide a reasonable basis for forming an opinion. Evidence comes from testing a sample. 
Testing involves judgment regarding the areas to be tested; the nature, timing, and extent of the 
tests to be performed; interpreting the results of the tests; and predicting the outcome of future . 
events (results of taking differing courses of action). Predicting future events is complicated by 
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the risk that procedures become inadequate or compliance deteriorates. Further, errors or 
irregularities go undetected because of inherent limitations in management controls, resource 
constraints or congressional restrictions. As a result of so many instances where judgment is 
required and circumstances are beyond control, the evaluator relies on evidence that is persuasive 
rather than convincing. 

Further, the characteristics of fraud, particularly those involving concealment and falsified 
documentation, may prevent a properly planned and performed evaluation from accurately 
reporting the true state of events and detecting a material misstatement. 

The concept of reasonable assurance also implicitly recognizes that the cost of management 
controls should not exceed expected benefits. Therefore, statements of reasonable assurance are 
limited statements, the evaluator is not an insurer and the evaluation is a reasonable opinion and 
not an absolute guarantee. 

Evaluation Methodology. The 2004 evaluation was supported by an entirely new 
management control (MC) organization and a new MC process. The organization is described in 
Tab B, "MCP and Related Accomplishments." The new process included assigning new 
responsibilities throughout the organization and having each DIA major organization produce an 
organizational statement of assurance (SOA). Each organization appointed and had trained an 
organizational Management Control Program (MCP) coordinator. Each of these coordinators 
used an IBM-developed MCP Self-Assessment Survey Tool to self-assess their organization. 
The survey tool was designed to provide an objective "current state" measurement of the 
organization's MCP. The survey tool's objective was to help managers evaluate their program 
and answer internal control questions about whether: (1) internal controls were designed well, 
(2) internal controls were functioning as designed and (3) further improvements were needed to 
internal controls. The survey tool was based on GAO's "Standards for Internal Control in the 
Federal Government," and "Internal Control Management and Evaluation Tool." The survey 
comprised three areas: (1) progressive environment, (2) business risk environment and (3) 
management control environment. The progressive environment assessed whether management 
had established a positive and supportive environment toward internal control and conscientious 
management. The business risk environment assessed identification, analysis, ranking and 
mitigation of risks. The management control environment assessed whether controls are carried 
out. A performance score was provided for each section. Scores ranged from a Level O (new or 
poor understanding of requirements) to Level 3 (advanced organization). 

The 2004 evaluation also included several contributing considerations. Every major organization 
participated in providing an organizational SOA certified by the organizational head. The entire 
agency was inundated in multiple media with information about the MCP. Current employees 
were reached with our organizational publication, the Communique (July), which included an 
understandable two-page article explaining the MCP. New employees will be reached because 
that two-page article is now included in the training manual that all employees receive in their 
DIA 101 orientation training. Further, the results of internal and external reviews were included 
and are discussed in CORROBORATING INDICATORS, and various organizations have 
undertaken multiple significant improvements to the program, which are detailed in Tab B, 
"MCP and Related Accomplishments." 
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Evaluation Conclusion. This evaluation, performed within described limitations, resulted 
in a limited SOA. The results indicate that DIA's system of management controls in effect • 
during the fiscal year that ended 30 September 2004, taken as a whole, provided reasonable 
assurance that DIA achieved four of the objectives of the FMFIA by ensuring obligations and 
costs complied with law, assets were safeguarded, programs achieved their intended results and 
resources were protected from fraud, waste, and mismanagement. 

DIA was unable to adequately achieve the FMFIA objective ofreliable financial reporting. 
Unreliable financial reporting results from our dependence on DoD systems with systemic 
weaknesses and from some inadequately supported data underlying our input to the systems. 
Dependence on unreliable DoD financial reporting systems is beyond our ability to correct and 
continues to be reported as a material weakness. This DIA material weakness is also reported by 
DoD as a systemic material weakness that applies across the department. Weakness details are 
provided in Tab B. The unreliable financial reporting resulting from some inadequately 
supported and reconciled financial data is locally reported as a management control weakness. 
Management control weaknesses are those that do not require reporting and assistance from 
outside of DIA. Management control weaknesses are within our ability to correct and are fully 
planned for, scheduled and in the process of being corrected. Tab C provides details of our 
management control weaknesses. 

The self-assessment tool scoring indicated an overall 9 percent increase over 2003 in the level of 
DIA's performance. The progressive environment and controls assessment each improved over 
2003 and remained at the intermediate (moderate) level. Risk assessment improved significantly 
over 2003 but still remains at the low (basic) level and is specifically targeted in 2005 for 
correctives. 

CORROBORATING INDICATORS 

Internal Reviews 

Office of the Inspector General, Audits. During FY 2004, the Office of the Inspector 
General (OIG), Audits Unit, published 11 audit, evaluation and review reports. Under GAO and 
DoD JG audit procedures, OIG audits address management controls as part of their assessments. 
None of the 11 reports identified a material weakness in DIA's policies, procedures or practices. 
However, their "DIA OIG Response to Federal Information Security Management Act" report 
(Project Number 04-2320-OA-006) identified weaknesses that the Chief Information Assurance 
Officer (CIAO) addressed as "management control weaknesses." This was included as a 
management control weakness in Tab C. There was no other separate OIG input that would 
require a further limitation on the Director's SOA. 

OIG, Inspections, Intelligence Oversight and Investigations. The OIG, 
Inspections, Intelligence Oversight and Investigations Unit, published 23 inspections, 
assessments and investigations. OIG investigates specific allegations of wrongdoing rather than 
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evaluating entire programs or processes. Therefore, their investigations may not address the 
adequacy of internal controls. Property management at the U.S. defense attache offices was a 
recurring issue that is included in the "Reliability of Financial Information (Property, Plant and 
Equipment)" management control weakness in Tab C. There was no other separate OIG input 
that would require a further limitation on the Director's SOA. 

External Reviews 

DoD IG. DoD IG issued one audit and one evaluation report to DIA during FY 2004. The 
audit report identified material management control weaknesses in DIA. 

"Reliability of the Defense Intelligence Agency FY 2003 Financial Statements" 
(D-2004-079, 29 April 2004). The report stated, "Although DIA made improvements in the 
presentation of its FY 2003 financial statements, the reliability and accuracy of information used 
to prepare and report annual financial statements continued to be questionable. DIA 
management has recognized the importance of the accuracy and reliability of its financial 
information and began to take actions during FY 2003 to enhance the reliability of its financial 
statements. Despite significant challenges, we believe that DIA is making progress in improving 
its financial reporting, and in moving toward the goal of producing auditable financial 
statements." 

"Most of the deficiencies relating to property, plant, and equipment identified in the prior 
Inspector General of the Department of Defense audit reports have not been corrected. Also, 
during FY 2003, we identified additional deficiencies related to accounting for and reporting of 
property, plant, and equipment. Specifically, DoD did not complete an inventory of all property, 
plant, and equipment; maintain proper support on acquisitions and record the acquisition cost 
correctly; complete investigations oflost property; report all capital property; and record 
depreciation correctly. Until improvements in internal control over accounting for and reporting 
of capitalized property are made and fully implemented, the amount reported for property, plant, 
and equipment on the balance sheet will not be complete and verifiable." 

"To improve the reliability of the DIA financial statements, DIA needs to implement 
recommendations from prior Inspector General of the Department of Defense audits and fully 
comply with the Office of Management and Budget and DoD guidance when preparing the 
annual financial statements. DIA should establish controls to ensure that deficiencies relating to 
accounting for and reporting of capital assets are corrected. In addition, DIA should train 
property personnel responsible for accounting for and reporting of capital assets." 

"We identified material management control weaknesses as defined by DoD Instruction 
5010.40, "Management Controls Program Procedures." Management controls at DIA were not 
adequate to ensure that the financial statements were an accurate and reliable representation of 
the financial operations at DIA. Specifically, DIA lacked adequate management controls related 
to the reconciliation of Fund Valance with Treasury, Obligations, Accounts Payable, and PP&E." 
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"DIA did address the material weaknesses related to the financial system in its FY 2003 
Annual Statement of Assurance. However, DIA did not address the material control weaknesses 
related to the financial statement preparation process, the reconciliations, and the review of 
unliquidated obligations. Also, DIA did not acknowledge material control weaknesses with 
PP&E in the FY 2003 Annual Statement of Assurance." 

"Effectiveness of the Joint Reserve Intelligence Centers' Support to the Warfighter" 
(04-INTEL-13, 30 June 2004). This report was an evaluation report and did not contain any 
comments on management controls or material weaknesses. 

DoD SYSTEMIC WEAKNESSES 

Reporting Requirement. DoD Directive 5010.38 requires that the Office of the Secretary 
of Defense (OSD) principal staff help identify and/or report the status of"systemic weaknesses" 
that fall within their area of functional responsibility. Systemic weaknesses occur from two 
sources. First, systemic weaknesses result when management control problems are reported to 
the Secretary of Defense (SECDEF) by more than one DoD component and the weakness is 
determined by SECDEF or his deputy to potentially jeopardize the department's operations, 
which can result in significant instances of fraud, waste, abuse or other violations of the public 
trust. Second, the OSD principal staff can identify new systemic management control 
weaknesses for inclusion in the DoD annual SOA, either because the weakness in management 
controls cuts across areas of functional responsibility or is occurring in more than one DoD 
component. All DoD components are required to list each OSD systemic weakness reported in 
the FY 2003 DoD SOA and list any of the components' weaknesses that are related to the 
systemic weaknesses. 

DoD Financial Management Systems and Processes. "DoD financial and business 
management systems and processes are not fully integrated and do not provide information that 
is reliable, timely and accurate. The estimated correction date is 4th Qtr FY 2006." 

DIA has identified the absence of an overarching approach to financial management as a 
material weakness preventing DIA from passing financial audits and obtaining a "clean" audit 
opinion. This reporting is done in Tab B. Related financial management systems and processes 
management control weaknesses are listed in Tab C. 

Management of Information Technology and Assurance. "DoD needs to better manage 
information technology and needs assurance that information technology is adequately protected. 
The estimated correction date is 3rd Qtr FY 2007." 

The DIA CIAO has not declared this to be a DIA material weakness. This decision was 
based on some of the many improvement initiatives that are detailed in Tab B, "MCP and 
Related Accomplishments." The July 2004, DIA OIG Federal Information Security 
Management Act independent evaluation (Project 04-2320-OA-006) did identify two weaknesses 
but did not categorize them as material weaknesses. The CIAO identified these same 
weaknesses as management control weaknesses and these are included in Tab C. 

A-5 



Environmental Liabilities. "The DoD has not developed the policies, procedures and 
methodologies needed to ensure that cleanup costs for all of its ongoing and inactive or closed 
operations are identified, consistently estimated and appropriately reported. Site inventories and 
cost methodologies to identify budget requirements and financial liabilities continue to need 
improvement. The estimated correction date is 1st Qtr FY 2004." 

This issue does not apply to DIA. At the single location that could have a potential 
liability, there is an interservice support agreement that transfers responsibility for environmental 
issues to the host installation. 

Personnel Security Investigations Program. "DoD hiring is adversely affected because 
personnel security investigations are backlogged. The estimated correction date is 4th Qtr FY 
2004." 

This issue does impact DIA, but management did not declare this as a material weakness. 
This decision was based on some of the many improvement initiatives undertaken to help offset 
the clearance delays, which are detailed in Tab B, "MCP and Related Accomplishments." 

Real Property Infrastructure. "The department has not adequately managed the real 
property infrastructure to halt the deterioration or obsolescence of facilities on military 
installations. The estimated correction date is 1st Qtr FY 2006." 

This weakness does not apply to DIA. Over the last year, the agency invested millions of 
dollars in recapitalizing the support infrastructure and renovating portions of the DIA 
headquarters facility and surrounding structures throughout the DIA campus on Bolling Air 
Force Base. In April 2004, DIA replaced the previous maintenance force with a contracted 
maintenance force under the Regional Base Operations Services and Support (RBOSS) contract. 
Since April, DIA has developed an extensive preventive maintenance and recapitalization 
program under the RBOSS contract. 

Contracting for Services. "Acquisition oversight is not always adequate when 
contracting for DoD services and can result in failure to obtain the best value on individual 
procurements. The estimated completion date is 2nd Qtr FY 2005." 

This weakness does not apply to DIA. The Chief for Procurement retained a private 
company to perform a Quick-Look "AS IS" assessment of DIA's acquisition system, including 
adherence to federal acquisition regulations and external regulations and policies. The DoD
wide systemic weakness was not specifically noted as one of the 20 weaknesses identified in the 
final report. 

Government Card Program Management. "Instances of misuse, abuse, and fraud in 
respect to purchase and travel card use have been attributed to inadequate DoD emphasis on 
proper use of the cards, poorly enforced controls, and lax oversight." 
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For travel charge cards, this area does not apply to DIA. The areas of concern with the 
travel charge card program are misuse and late payment, or non-payment, by military members 
and civilian personnel, of travel charge card debt owed to the vendor bank. DIA's performance 
has been continuously improving. As of July 2004, past due accounts, which are 60 or more 
days overdue, represent only 1.6 percent of open agency accounts. Inappropriate use of the 
travel charge card has been documented and disciplinary action taken for repeat offenders. 

For purchase cards, this area does not apply to DIA. To reduce mail delays, DIA 
incorporated U.S. Bank's Customer Automated Reporting Environment (CARE) to allow users 
who access statements online. This reduced delinquent accounts over 90 days from 120 to 5 per 
month, and increased management resulted in DIA's rebates increasing 10.8 percent above that 
for FY 2003. Management controls were strengthened by performing data mining via CARE 
and the Purchase Request Electronic Support Systems to identify transactions or patterns of 
activity that may look suspicious. Also, a position was established whose sole function is 
assistance visits and identification of potential problems. 

Valuation of PP&E on Financial Reports. "The valuation of general plant, property, and 
equipment is not always correctly reported. The estimated c01Tection date is 4th Qtr FY 2006." 

This DoD weakness does apply to DIA; however, management has chosen to designate it 
as a management control weakness and report it as an area under our control in Tab C. 

Valuation of Inventory on Financial Reports. "The valuation of inventory is not always 
correctly reported. The estimated correction date is 2nd Qtr FY 2008." 

This weakness does not apply to DIA. The agency does not own stocks for resale; 
therefore, the inventory weakness does not apply to DIA. 
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TABB-1 
LISTING OF UNCORRECTED AND CORRECTED MATERIAL 

WEAKNESSES 

Uncorrected Weaknesses Identified During the Period 

Targeted Correction Date: NIA 

Page#: NIA 

Uncorrected Weaknesses Identified During Prior Periods 

Title: Category: Comptroller and/or Resource Management 

Unreliable Financial Management Systems and Processes 

Yr First Report: 

Correction OTR and FY Date: 

Per Last Annual Statement 

Per This Annual Statement 

Page#: 

FY 2003 

4th Qtr 2006 

4th Qtr 2006 

Tab B, page B-2 

Corrected Weaknesses Identified During All Periods 

Title: None 

Yr First Report: NIA 

Page#: NIA 
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TAB B-2 NARRATIVE FOR UNCORRECTED MATERIAL WEAKNESS 

Unreliable Financial Management Systems and Processes: The Defense 
Intelligence Agency (DIA) financial management systems and business processes do not provide 
accurate, reliable and timely information, thus hindering effective management decision making. 
The current financial environment is composed of many discrete systems characterized by poor 
integration and minimal data standardization. This absence of an overarching approach to 
financial management is a material ·weakness preventing DIA from passing financial audits and 
obtaining a "clean" audit opinion. DIA receives its accounting services from the National 
Security Agency (NSA), which is in the process of implementing an enterprise solution. The 
Department of Defense (DoD) financial management systems and business processes are unable 
to produce reliable financial reports and this weakness is reported as a DoD systemic weakness 
that applies to multiple components. 

Functional Category: Comptroller/Resource Manager 

Pace of Corrective Action: 
Year Identified: 2003 
Original Targeted Correction Date: 4th Qtr 2006 
Targeted Date in Last Report: 4th Qtr 2006 
Current Targeted Correction Date: 4th Qtr 2006 

Reason for Change in Dates: N/A (no change) 

Appropriation: 

Title 
O&M 

Appropriation 
97x0100 

FY2005 FY2006 FY2007 FY2008 Cost to Complete Total 
$10.8M $11.SM $10.2M $5.4M $18.2M $56.lM 

Validation Indicator: Annual DoD Inspector General (IG) financial statement review as 
directed by the Senate Select Committee on Intelligence. Monthly updates to the Office of the 
Secretary of Defense (Comptroller) Mid-Range Financial Improvement Plan. Congressionally 
directed action to complete an "Annual Report on IC Compliance with Federal Accounting 
Standards." DIA Compliance Plan Working Group quarterly and annual review. Quarterly 
update to the President's Management Agenda scorecard. 

Results Indicator: The benefits will eventually be reliable, auditable financial statements. 
Appendix B to the Chief Financial Officer (CFO) Compliance Plan provides the measures 
reported quarterly to the Chief Financial Executive (CFE). Those measures relating to 
integration include the percent of feeder systems interfaced to the accounting system. NSA (who 
will support us) currently projects an initial operating capability (IOC) for core financials of 4th 

QtrFY 2005. 
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Source Documents: The following sources identified this issue: 

1. Department of Defense Inspector General reports on the Reliability of DIA Financial 
Statements and Processes (Report Number D-2004-079, 29 April 2004; Report D-2003-74, 7 
April 2003; Report Number D-2002-117, 25 June 2002). 

2. Department of Defense Fiscal Year 2003 Performance and Accountability Report 
(systemic weaknesses). 

3. DIA CFO Act Compliance Plan 

Progress to Date: DIA has taken steps to correct this material weakness. These steps 
include: 

1. CFE establishment of a Financial Integration Group to oversee the planning, development 
and implementation of financial system improvements and integration activities 

2. Automation of the Directorate for Human Intelligence accounting into the DIAINSA 
accounting system 

3. Automation of the Missile and Space Intelligence Center accounting into the DIA/NSA 
accounting system 

4. Automation of overseas accounting into the DIA/NSA accounting system 

5. Automation of the DIA/NSA accounting system into the General Defense Intelligence 
Program system 

6. Automation of the Quarterly Execution Review 

7. Establishment of the CFO Compliance Plan goal 7 

8. Full-time liaison at NSA 

9. Construction of a Financial Executive (FE) Capabilities Model 

10. Data Quality offsite 

Major Milestones: 

1. Milestones for FY 2005: NSA currently projects an IOC for core financials of 4th Qtr 
FY 2005. 

2. Milestones beyond FY 2005: Targeted Correction Date in Last Report: 4th Qtr FY 
2006 
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TAB B-3 MATERIAL WEAKNESSES CORRECTED DURING FY 2004 

There were no material weaknesses corrected in FY 2004. 

r 
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TAB B-4 MCP AND RELATED ACCOMPLISHMENTS 

Management Control Program Organization. DIA embarked upon a major 
commitment of resources to support the program. A new branch, DIA Internal Controls, was 
established under the CFE. The CFE, as the senior management official, sets policy, procedures, 
guidance, training and support for the agency's annual statement of assurance. The new branch 
reports to the CFE's Director of DIA Resource Management. 

Satellite Resource Offices. To ensure that all applicable financial guidelines and 
appropriations laws are followed, the CFE embedded qualified headquarters staff in the satellites, 
who then provide expertise to support program managers with their financial operations. By 
having qualified CFE financial personnel working alongside project managers, funding issues 
can be resolved and approvals can be made on the spot. This eliminates five or six steps in the 
process and reduces comptroller approval timeframes from as long as 45 days to as short as 1 
day. 

Management of Information Technology and Assurance. The Chieflnformation 
Assurance Office implemented an aggressive strategy in 2004 to identify and mitigate 
vulnerabilities. It conducted over 1500 vulnerability assessments, expanded the deployment of 
sensors to the Joint Worldwide Intelligence Community System, enrolled over 9000 users in the 
Intelligence Community Public Key Infrastructure, handled over 370 security incidents and had 
100-percent compliance with Information Assurance Vulnerability Alerts. It also created and 
implemented a mandatory web-based Information Assurance Awareness training program for all 
agency personnel. To date 3,083 DIA personnel have completed the training. 

Personnel Security Investigations Program. DIA expanded the use of its contract 
Background Investigations Provider (BIP) program. The DIA BIP provides expeditious security 
investigation completion rates of 30 to 40 days for DIA applicant cases. The Office of Personnel 
Management completion rate for "guaranteed" 75-day cases is currently running at 248 days. 

Government Travel Charge Card Program. As an enhancement to monthly 
delinquency reporting, the Finance and Accounting Division provided a report to the military 
personnel office showing, by branch of service, those military members with delinquent Bank of 
America travel charge card accounts. This is in addition to the delinquency list provided to the 
organizations. It will increase the involvement of the military personnel office in efforts to 
reduce delinquency and to resolve issues with delinquent accounts of military members. 

Mandatory Training. The Chief Training Executive, to strengthen all employees' 
understanding and use of resources, has added a mandatory training block on the management 
control program to all employees as part of their on-the-job training program. 

Program Assessment Rating Tool. The Directorate for Measures and Signatures 
Intelligence and Technical Collection completed input to the Office of Management and Budget 
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evaluation known as the Program Assessment Rating Tool (PART), a tool to evaluate program 
performance and effectiveness in four areas: Program Purpose and Design, Strategic Planning, 
Management (including financial management), and Results. The purpose of PART is to enforce 
good planning and improved management and accountability as required by the Government 
Performance and Results Act and the President's Performance Management Agenda. 

Acquisition Executive. The Office of the Chief Acquisition Executive (CAE) was 
established in February 2004. The office consists of a senior executive and a 10-person 
Acquisition Policy and Program Management Office. The CAE reports to the Director of the 
agency and is responsible for providing leadership and management of acquisition for DIA and 
the General Defense Intelligence Program Community. The CAE partnered with the DIA Office 
of Inspector General to initiate a strategic evaluation of acquisition planning within the agency. 
The results will be used to supplement the ongoing acquisition improvement effort. 

Acquisition Program Improvement Team. A team was established to review existing 
acquisition and procurement processes for the purpose of streamlining the end-to-end process in 
coordination with implementation of the agency's CFO Compliance Plan. The team was tasked 
with evaluating establishing centers of excellence, updating policies and procedures, reviewing 
the workforce and conducting an Enterprise Spend Management Assessment focused on 
providing assistance in evaluating where and how new process and technology infrastructure can 
best be leveraged to transform the procurement process. 

Audit Advisory Committee. DIA established an Audit Advisory Committee to oversee 
reporting processes and keep abreast of new and/or accelerated reporting requirements. The 
committee is composed of a select group of DIA offices as well as representatives from the 
Office of Management and Budget, Under Secretary of Defense (Comptroller), Intelligence 
Community Management Staff and the Defense Finance and Accounting Service. 

Business Systems Integration Office. DIA established the Business Systems Integration 
office in November 2003 to coordinate the development and deployment of CFO Act Compliant 
business systems. The office oversees deployment of the auditable accounting information 
systems necessary to receive an unqualified opinion on the annual financial statements. The 
systems will be jointly fielded with NSA. 

CFO Act Compliance Plan. DIA developed a CFO Act Compliance Plan as a roadmap for 
accurate, relevant and timely financial information. The plan consists of actionable goals, 
objectives, and tasks tied to resources and timelines in a work-breakdown structure format. The 
goals are organized into eight functional areas: the five audited financial statements, financial 
systems, internal controls, and the DIA Strategic Plan. 

Appropriations Law Training. In FY 2004 more than 30 percent of the FE workforce 
completed contractor-provided Appropriations Law training. 
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TABC 
LOCAL MANAGEMENT CONTROL WEAKNESSES NOT REPORTABLE 

TO DoD AS MATERIAL WEAKNESSES 

1. Reliability of Financial Information (Financial): Financial information used to 
support the amounts reported in financial statements did not have sufficient audit trails and 
lacked supporting documentation. Specific balance sheet items identified were Fund Balance 
with Treasury and Accounts Payable. 

Functional Category: Comptroller/Resource Manager 

Pace of Corrective Action 
Year Identified: 2004 
Original Targeted Correction Date: 4th Qtr FY 2006 
Targeted Correction Date in Last Report: 4th Qtr FY 2006 
Current Target Date: 4th Qtr FY 2006 

Reason for Change in Dates: NIA (no change) 

Appropriation: 

Title 
O&M 

Appropriation 
97x0100 

FY2005 FY2006 FY2007 FY2008 Cost to Complete 
$7.2M $9.7M $9.8M $6.3M $19.3M 

Total 
$52.3M 

Validation Indicators: Annual Department of Defense (DoD) Inspector General (IG) 
financial statement review as directed by the Senate Select Committee on Intelligence (SSCI). 
Monthly updates to the Office of the Secretary of Defense (Comptroller) (OSD[C]) Mid-Range 
Financial Improvement Plan. Congressionally directed action to complete an "Annual Report on 
IC Compliance with Federal Accounting Stan~ards." 

Results Indicator: In process--not yet identified. 

Source Documents: The following sources identified this issue: 

I. DoD IG reports on the Reliability of DIA Financial Statements and Processes (Report 
Number D-2004-079, 29 April 2004; Report Number 2003-74, 7 April 2003; Report Number 
D-2002-117, 25 June 2002) 

2. DoD FY 2003 Performance and Accountability Report (systemic weaknesses). 

Progress to Date: Items were identified in 2004 and are included in the Chief Financial 
Officer (CFO) Compliance Plan. 
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Major Milestones: 

1. Milestones for FY 2005 ( compliance plan goal 7): 
Fund Balance with Treasury: 4th Qtr 2005 
Accounts Payable: 4th Qtr 2005 

2. Milestones beyond FY 2005: None 
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2. Noncompliant Financial Management Systems: The Defense Intelligence 
Agency (DIA) uses the National Security Agency (NSA) General Accounting and Reporting 
Subsystem (GAC) to accumulate and report its budgetary and expenditure transactions. DIA 
also receives a significant amount of expenditure support from the Defense Finance and 
Accounting Service (DF AS). DF AS information was not always received on a timely basis and 
often must be manually entered into DIA accounting records by DIA personnel. In addition, 
some expenditure transactions were recorded in the GAC only at the summary level rather than 
at the transaction level. 

Functional Category: Comptroller/Resource Manager 

Pace of Corrective Action: 
Year Identified: 2004 
Original Targeted Correction Date: 4th Qtr FY 2006 
Targeted Correction Date in Last Report: 4th Qtr FY 2006 
Current Target Date: 4th Qtr FY 2006 

Reason for Change in Dates: NIA (no change) 

Appropriation: 

Appropriation 
97x0100 

FY2005 FY2006 FY2007 FY2008 Cost to Complete Total 
$6.2M $6.3M $6.4M $4.7M $14.8M $38.4M 

Validation Indicator: Annual DoD IG financial statement review as directed by the SSCI. 
Monthly updates to OSD(C) Mid-Range Financial Improvement Plan. Congressionally directed 
action to complete an "Annual Report on IC Compliance with Federal Accounting Standards." 

Results Indicator: In process--not yet identified. 

Source Documents: The following sources identified this issue: 

1. DoD IG reports on the Reliability of DIA Financial Statements and Processes (Report 
Number D-2004-079, 29 2003-74, 7 April 2003; Report Number D-2002-117, 25 June 2002) 

2. DoD FY 2003 Performance and Accountability Report (systemic weaknesses) 

3. DIA CFO Act Compliance Plan 

Progress to Date: DIA has taken steps to correct this material weakness. Steps include 
hiring contractor consultants and partnering with NSA. NSA is in the process of procuring and 
implementing a new commercial off-the-shelf Joint Financial Management Improvement 
Program (JFMIP) compliant accounting system. The system will serve as a DIA core financial 
system. NSA's first phase of the project is expected to be completed in the 4th Qtr of FY 2005. 
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Major Milestones: 

1. Milestones for FY 2005: Estimate for NSA system initial operating capability is 4th Qtr 
2005. 

2. Milestones beyond FY 2005: Estimate for another module, the Asset Management 
System, to assist with property, is 4th Qtr 2007. _ 
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3. Reliability of Financial Information (Unliquidated Obligations): Information 
used to support the obligation amounts reported in financial statements did not have sufficient 
audit trails and supporting documentation. Further, OIG reports stated that triannual reviews did 
not adequately verify unliquidated obligations, obligations and in-transit disbursements (related 
to dormant obligations). 

Functional Category: Comptroller/Resource Manager 

Pace of Corrective Action: 
Year Identified: 2004 
Original Targeted Correction Date: 4th Qtr FY 2006 
Targeted Correction Date in Last Report: 4th Qtr FY 2006 
Current Target Date: 4th Qtr FY 2006 

Reason for Change in Dates: NIA (no change) 

Appropriation: Not yet identified. 

Validation Indicator: Annual DoD IG financial statement review as directed by the SSCI. 
Monthly updates to OSD(C) Mid-Range Financial Improvement Plan. Congressionally directed 
action to complete an "Annual Report on IC Compliance with Federal Accounting Standards." 
Triannual reviews performed and certified by the Comptroller. 

Results Indicator: In process--not yet identified. 

Source Documents: The following sources identified this issue: 

DoD IG reports on the Reliability of DIA Financial Statements and Processes (Report 
Number D-2004:..079, 29 April 2004; Report Number 2003-74, 7 April 2003) stated that 
obligation balances had not been verified in triannual reviews and that reviews were not correctly 
performed. 

Progress to Date: Not yet identified. 

Major Milestones: 

1. Milestones for FY 2005: None 

2. Milestones beyond FY 2005: None 
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4. Reliability of Financial Information (Property, Plant and Equipment 
[PP&E]): Information used to support the amounts reported in financial statements did not 
have sufficient audit trails and supporting documentation. Specific balance sheet items identified 
as requiring support were PP&E. For PP&E, deficient items included: (a) government-furnished 
equipment, (b) software, (c) computer systems, (d) Iraq Survey Group equipment, (e) real 
property, (f) personal property and (g) defense attache office property. 

Functional Category: Supply Operations 

Pace of Corrective Action: 
Year Identified: 2004 
Original Targeted Correction Date: 4th Qtr FY 2007 
Targeted Correction Date in Last Report: 4th Qtr FY 2007 
Current Target Date: 4th Qtr FY 2007 

Reason for Change in Dates: NIA (no change) 

Appropriation: 

Title 
O&M 

Appropriation 
97x0100 

FY2005 FY2006 FY2007 FY2008 Cost to Complete Total 
$7.SM $7.SM $3.0M • $I.OM $3.0M $22.0M 

Validation Indicator: Annual DoD IG financial statement review as directed by the SSCI. 
Monthly updates to OSD(C) Mid-Range Financial Improvement Plan. Congressionally directed 
action to complete an "Annual Report on IC Compliance with Federal Accounting Standards." 
DIA OIG Site Inspection Reports. 

Results Indicator: In process--not yet identified. 

Source Documents: The following sources identified this issue: 

1. DoD IG reports on the Reliability of DIA Financial Statements and Processes (Report 
Number D-2004-079, 29 April 2004; Report Number 2003-74, 7 April 2003; Report Number 
D-2002-117, 25 June 2002) 

2. DIA OIG Inspection Reports (multiple) 

3. DoD FY 2003 Performance and Accountability Report (systemic weaknesses) 
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Progress to Date: DIA has taken steps to correct this material weakness. These steps 
include the proposed schedule: 

Property, Plant, and Equipment 

1. Software 
1 June: Policy on accounting for software 
23 July: Capital software inventories 
30 August: Post all capital software items to the property accounting records 
1 September: Agency-level instruction issued 

2. Computer Systems 
21 May: Policy on accounting for systems 
26 May: Process and procedures guidance and task the inventory of systems 
13 August: Complete Administrative Adjustment Reports and posting to the property 

accounting records 
1 September: Agency-level instruction issued 

3. ISG Equipment 
• 5 August: Complete sample physical inventory of property 
30 September: Complete entry into accounting records of all capital assets 

4. Real Property 
21 May: Policy on real property accounting 
26 May: Process and procedures guidance and task the real property inventory 
25 June: All results of the real property inventory in the Office for Engineering and 
Logistics Services (DAL) 
23 July: All applicable real property posted to the interim property accounting records 
1 September: The Property Accountability Support System with the real property 
inventory 
30 September: Complete entry into accounting records 

Major Milestones: 

1. Milestones for FY 2005 (CFO Compliance Plan goal 7): 
2nd Qtr: 2005 Radio Frequency Identification Device (RFID) contract anticipated 

a. Government-furnished Equipment 
4th Qtr 2005: Amounts involved are anticipated as not material 

b. Software 
2nd Quarter 2005: Complete inventory and reporting 
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c. Computer Systems 
2nd Qtr 2005: Complete inventory and reporting 

d. Personal Property 
3rd Qtr 2005: 100-percent wall-to-wall inventory 

2. Milestones beyond FY 2005: 
4th Qtr 2007: Property Asset Management Module 

C-8 



5. Information Assurance: Information Assurance is the function of protecting and 
defending information and information systems by ensuring their availability, integrity, 
authentication, confidentiality and non-repudiation. This includes providing for the restoration 
of information systems by incorporating protection, detection and reaction capabilities. The 
weakness involved an incomplete inventory of information technology (IT) systems and 
exceeding the 3-year re-accreditation requirement. 

Functional Category: Management of IT and Assurance 

Pace of Corrective Action: 
Year Identified: 2003 
Original Targeted Correction Date: 4th Qtr FY 2004 
Targeted Correction Date in Last Report: N/ A (not reported) 
Current Target Date: I st Qtr FY 2005 

Reason for Change in Dates: NIA (no change) 

Appropriation: None identified. 

Validation Indicator: Annual Federal Information Security Management Act (FISMA) 
evaluation. 

Results Indicator: Not identified. 

Source Documents: The following source identified this issue: 

DIA OIG Audit Report, "DIA OIG Response to FISMA (Project 04-2320-OA-006)." 

Progress to Date: DIA has taken steps t<;> correct this material weakness. These steps 
included the establishment of an Enterprise Risk Management System to encompass a repeatable 
set of automated certification and accreditation business processes that streamlines the process. 

Major Milestones: 

I. Milestones for FY 2005: 
1st Qtr 2005: Complete a registry of all systems 

2. Milestones beyond FY 2005 : 
None 
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