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DEFENGE INTELLIGENCE AGENCY

WASHINGTON, . F0sag. 5100

o BI20E/OMO-1 16 November 18994
T, Miestribution List

SUBRIBECT, Measuremsnt and Signature Intelligence [(MASTNT
Handhook for the Warfightex e

1. The MASINT Handbook Ffor the Warfighter is designed to
demystify the world of MASINT and provide focumad information on
how MBEINT doss and can support the warfighter now and in the
future. Ths Handbook will be an effective companion document bto
the new MASINT Users Guide, DIAM 58-8 now in production.

4. MASINT is not just polentific and technical intelligenoe., I
parceive MASINT as "Intelligence for the PFuture Batilefield.”
MASTNYT ig the absclutely esgential threst, performance,
gignature, and profile information reguired to support force
modernization and the effective emplovment of our increasing
arrvay of smart, brilliant, high-techoology weaponsg. In the
future, the gathering of this information will reguire strong
intelliigence and operational partnerships to include cooperative
uge and integration of collection resources.

3. The MASINT Handbook for the Warfighter wag prepared dointly
Ly INCA and members of my staff in the Cenrral MASINT Orfice. I

~and my stalf requ&at_thaﬁ-yﬁurﬂa:ﬁfullyqﬁ&ﬁuﬁagpﬁgyﬁagﬁ@ﬁﬂk~fmr
information of value Lo-you and your mission.  Please provide ug

candid, explicit feedback aboul what in the Hamdbook vou Like,
cdimiike, or would like o know more aboub. Our prime objectives
are improved comminication with and support to the warfighter.
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.................................

(U} "We interrupt this broadeast o bring vou an
mmportant announcement, At 2:00 a.m. eastern stan-
dard time, December 21, 1997, Libania launched an
all-out air and ground altack against Kurzenstien.
Li5. forces stationed in Kurzenstien are engaged.
Updates will be provided as they become available. To
repeat. L,

(b)(1),1.41 tc),1.4 (e),1.4 (9)

-

(b)(1),1.4 (c),1.4 (e),1.4 (9)
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(11 The MASINT Handbook {or the Warhghter was
prepared under the direction of the Intelligence and

Communications Architectures (INCA)Y Project Gilice,

Inteiligence Program Support Group (1PSG), OASD
{ {_’_‘.H‘i}‘_ in coordination with the Contral MASINT
Office. The principal smssion of the ENCA Project
(yfice s the development of an overall Intelligence
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Architecture with planning and techmcal guidance for
cach theater of operation and command area of
responsibility. This handbook was developed o edu-
cate and familiarize the warfighter with MASIN'T
capabilitics and provide technical planmng informa-
tion in support of the development of architectures and
associated reguiremen stabements,
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tical operations. In some cases, Service or Unified

CHAPTER 1 Command MASINT capabilitics have not been recog-
: e e e - sizod 46 MASINT. These MASINT capabilitics have
THE MASINT HANDBOOK FOH THE cvalved over time (o support particular combat or
WARFIGHTER OVERVIEW operational information needs. Many of these sensors
un provide intelligence information without mterfer

(L} PURPOSE ence with tholr primary missions.

(L1} The MASINT Handbook for the Warhghter

(MEW ) s designed to create o greater understanding (U} Theater and lower echelon command anda stath ele-
by a military user of the relevant MASINT systenss, ments may not be familiar with MASINT resources or
capabilities, and infrastructure that support, or could with their uiility to specific tactical problems. This
support. military operations, Some MASINT cupabili- document will provide a basic understanding of MAS-
ties have been utilized For vears by the warfighter. INT including applications of MASINT capabilities
(b)(3):10 USC 424 and technologies for possible solutions to a broad

range of intelligence and combal information needs. H
s also intended to assist in the development of MAS-
INT statements of need for future reguired operational
capabilify

‘;i;;%xmpi}nusuna f¥ J,EHE} DEOV idm nn‘m mation on how 0

ﬁ"\- _q.'x"".i;.-' "'-\.\, g
ER R T

“eresearch and reguest MASENT support,

(U) SCOPE

(U1 The MEIW serves as a tutornial tor the non-techni-
cal mihtary planner or collection manager. It 15 pub-
lished at the lowest possible classification to permi
distribution (o the widest possible sudience and o cre-
ale an understanding and appreciation of MASINT
- . capabilities that support the tactical commander's
zf’éfﬁ%%g{i%amm learned from DESERT needs.
1D and DESERT STORM, a general lack of
1 E"Lmdmc; and awareness of how existing (or (U} Fundamental MASINT disciplines and technigues,
:‘;f.’f:-'- MASINT capabifities could be applicd in sup- frends, collection reguirements and operalions myn-
port of military operations prevaids. There are nomer- agement, tasking, data processmg, exploitation, dis-
ous MASINT collection and exploitation systems, but semination, systems, technologies, and research and
few have been directly employed in the support of tue- development are discussed. The Handbook cxplains

1-2
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(031,14 (c), 14 (e)1.4 ()

Figure 1-1, The MASINT Influence

MASINT capabilities and distinguishes between cur-
rent and potental MASINT contributions to warlight-
mg information needs.

(L} The Defense buelligence Agency (DIA) Central
MASINT Ottice (CMO} 15 the authorfiative source for
information on MASINT management, policies, and
processes imcluding existing and programmed MAS-
INT assets, planned modifications or improvements,
and Rescarch, Development, Test and Evaluation
(RDT&E)Y activities,

(U) READER’S GUIDE

(L) This book s a primer deserthing basic MASINT
concepts, provesses, and sysicms. Whitle the {ocues is
on current and near-termy capabilities, prograrmmed
capabihitics will also be identified.

(U} Chapter 2 presents an overview of the MASINT
fundamentals by defimng MASINT and intoducing
the MASINT disciplines. techniques, and terminology.
Potential applications and functions are identified in
the context of support to the warfighter.

(Li) Chapter 3 identifics the principle structure of the
MASINT system, its place in the Intelligence Commu-
niry and Defense Department, and the associated col-
fection, processing, explottation, und dissemination

management ahorites and activities. An overview
of the MASINT process to acquire support 1s dis-
cussed from collection requircent origination
through dissemination of information to the originator.

(L]} Chapter 4 describes the tactical, strategsie, and
techmeal MASINT relationships that support a mili-
tary commander’s mlormation needs, The experience
m DESERT STORM provided recognition of current
und futire MASINT contributions o the warfighter’s
arsenal of capababiies. There 1s also g realization tha
tactical MASINT sensors can provide valuable com-
phmentary intelligence.

(L) Chapter 5 contains a description of MASINT sys-
tems and capabilities, These collection and processing
systems are described o facilitate assessment of appli-
catton 1o particular operational information needs,
Each system is described in terms of collection plat-
forin, type of information collected, general applica-
tions, and timeliness of information. A MASINT
Applications for Military Support table (Appendix A)
is provided o assist i situation analysis and MASINT
collection capability selection,

(L) Chapter 6 contains a description of key advanced
lechnologies that may facilitate and enhance the appli-
cabtity of MASINT to the warfighter needs. The
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intent is to facilitate the submission of statemens of

need and requirements that support the inplementa-

tton or acquisition of high payoll MASINT warfight-
ing capabifiies.

(U3 Chapter 7 describes the unigue contribugons of
MASINT information to the warfighter, the intell-

gence plunner, and the decision maker to assist i their

assessment of MASINT requirements in support of
tuctical missions.

UNCLASSHFIED
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(11} Chapter 8 contains the appendices of the hand-
book.

(L) The ast two sectinns of the book ts an annotated
slossary of terms and acronymys ands a comprehensive
index enabling the reader to focate topical information
more eastly,
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CHAPTER 2

FUNDAMENTALS OF MASINT
(U) WHAT IS MASINT?

(U A MASINT sensor collects energy emiled by or

Qﬁfiﬁiiiﬂﬂ R ] reflected from an object or event of interest for the
— yurpose of identi{ication and characienization. bEncmy
(b)(1),1.4 (c),1.4 (e),1.4 (9) pury |

weapon systems have physical characteristics and,
more importantly, a characteristic performance when
iy used, A weapon $ystem in use constituies a
dynamic source or an event changing m tine,
Drvnamic targets and events are primary candidates for
MASINT exploftation. These dynanue sources pro-
duce energy emissions across the electromagnenic
spectrumm, cartying information about its charactens-
tics and perfonmance via waves or particles. This
iformation is the stgnature collected by MASINT
sertsors which are optimized for spectic target and
cvont interactions with the physical cavironmment.

(U3 MASINT s ke using sensory perceptions i
addition to cves and ears to provide valuable {iﬂ SOTRL
ases urngue ) information about a target or event of
interest. A helicopter {lving nearby s heard h}-‘ i
human and is also deteeted by a MASINT sensor. The
______ _ _ _ ear, simtlar in concept to a MASINT acoustic sensor,
e ﬂirm:twe 211, ﬂemmb&rﬁﬁ? S e e detects the sound waves generated by the helicopler.
A human interprets the sound waves and wentifies the
distinctive rotor beating sound as associted with a

AR i ] P e e

o e o S R R R T R R e B e B R A A S e s e
-

A R AR AR N N S i e m
A L B B e L A,

22




helicopter without having observed it. The MASINT
collected sound waves are processed to not only iden-
tly the source as a helicopter, but to classify the spe-
ctiic type of helicopter based on comparison of the
acoustico signature (o a database.

(L} The human eve and a MASINT sensor can
observe the hight from a shooting star. The human eve
detects and identifies this point source of light as a
stiooting star. MASINT infraved cotlection of the star
hght provides the same information, however process-
ing and analysis can also provide the temperature of
the shooting star and 1dentification of its burning mate-
rials. As a warfighting application, missile faunches
appear (o be shooting stars 1o MASINT sensors which
can detect, wentity, locate and track these point
sources of energy in order to provide warming 1o speci-
fred users.

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

Higure 2-2.  Observation Through Multi-hasing
Coliection Platforms

(U} Observation of the planet Saturn through a high
power telescope reveals a definable shupe, complete
with rings, wdentifiuble by the human eve (i.e., Hteral
mnage). [F not observed with a high power telescope,
oy a potnt source of light from the planet is visible to
the human cve. MASINT analysis of this point source
of hght requires processing prior to interpretation.

The light is broken into separate color components
(wavelengths), similar to Jight passing through a
prism, and mio brightness or intensity profiles. Dags
explottation is applied to determine what materials
make up Saturn. In a similar way, the performance of
& rocket motor is determined through the identification
ot the chass and/or type of fuel materials used. The
practical significance of knowing a missile's (or other
WEAPOn systems) performance is to delermine how to
infescepl or counder the threat.

Figure 2-3. Prism Spreading a Light Source into its
Spectral Component

(LU} A final example of MASINT data is 4 radar return
from a combat or air traflic control radar - reflection
from an observed target. The radar operator visually
detects the blip or reflection and determines the targets
refative position and direction of Hight on his display
scope. 1 the radar 1s designed properly, MASINT
analysis of this blip can be used to provide size, shape,
and flight path of the observed target. A primary use
of vadar in the tactical role is for surveillance., detee-
tion, warning, and targeting based on larget signature
(C.g., radar cross section, jet engine modulation) rec-
ognilion.

(b)(1),1.4 (c),1.4 (e),1.4 (Q)




(b)(1),1.4 (c),1.4 (e),1.4 (Q9)
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Figure 2.4, MASINT Discipline Taxonomy

plines: 1) Electro-Optical, 2) Radar, 3} Radio-fre-
guency, 4} Geophysical, 5) Materials and &)
Muclear Radiation. Bach discipline and its associated
exploitation techniques will be deseribed in relation 1o
the typels) of mformation provided and the curvent or
potential support provided to a warfighier,

(U) MASINT DISCIPLINES

(1) BMASINT is comprised of six primary disci-
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SECRET—

{U} Electro-Optical (EQ) (U) Another type of EO data is spectral data, previ-
ously descnibed as data provided by a prism that sepa-
rates Hght from the targel into component colors.
Spectra or spectral (sometimes referred to as spectro-
radiometric) data is a higher resolution information
source which permits the assessment of detailed rarget
characteristics such as a chemical composition of the
target to determine materials used in the weapon sys-
T,

(RRIRT O G el A1) (U} Electro-Optical Sensor Classification

(031,14 (c), 1.4 (e)1.4 (q)

(U} Electro-Optical intelligence is the collection, processing, exploftation, and anaiysis, of emitted or reflected
energy across the optical porion (ultraviolet, visible, near infrared, and infrared) of the etectromagnetic spec-
trum. MASINT EQ may provide detailed information on the radiant intenshties, dynamic motion, spectral and
spatial characteristics, and the materials composition of targeted objectives. Clectro-optical data collection pro-
vides broad applications to a variety of military, civil, economic, and environmental issues. Data may be col-
lected by a variely of opfically sensitive devices, such as radiometers, spectrometers, non-iteral HRaging
systemns, lasers, or laser radar (LADARS). The MASINT discipline does not include the collection. Processing,
and interpretation/analysis, of literal imagery products (IMINT), communications (COMINT), electronic (ELINTY
ar foreign instrumentation signats {FISINT) intelligence. | e - .

(Note: COMINT, ELINT, and FISINT are subdisciplines of SIGINT.

(U} Infrared intelligence (IRINT) is a subcategory of electro-optical that includes data collection across the infra-
redt portion of the electromagnetic spectrum (short - long wave infrared). |

{U} Optical Intelligence (OPTINT) is a subcategory of electro-optical that includes dala collection across the |
uitraviolet, visible, and near-infrared portion of the electromagnetic spectrum.

(W) LASER Intefligence (LASINT) is the integration and specialized application of MASINT EC, materials, and

other collections techniques to gather data on laser systems. The focus of the collection is on detection of a
laser, laser threat warning, and/or precise measurement of the frequencies, power levels, wave propagation,
determination of power source, and other technical and operating characteristics associated with laser gsystems

- strategic and tactical weapons, rangefinders, and iluminators. (This definition should not be confused with the
broader usage of the term LASINT which includes an overalf knowledge about lasers and laser developments
derived from multiple data or collection sources.) - -~ - - . T a0 T w4
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PAGE 2-7 IS DENIED IN FULL

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

J\ (313,14 () 1.4 (e) 1.4 ()

(313,14 (), 1.4 (el 1.4 (qg)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(L} MASINT EO Information Products

(b)(1),1.4 (c),1.4 (e),1.4 ()




(b)(1).(b)(3): 10 USC 424,14 (c). 1.4 (e),1.4 (Q)
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rack radars are representative military applications of
the radar technigue. In some cases, military radar sys-
{erns such as the LS. Space Command Spacetrack

(U) ﬁ&iflﬁﬁiﬂﬁ of MASEMT Radar Network provide data on ballistic missiles and space
inteligence taunch vehicles 1o complement dedicated MASINT
radar collection i(:rr il LHI”LHL exploitation.

(U} HRadar Intelligence is the collestion, process-
g, exploitation, and analysis of radar energy
retiected from a target or objective. Instruments
for active target lHumination may include mono-
static or bistalic, phased array, synthetic aperiure
radar {SAR), and over-the-horizon radar systems.
RADINT collection provides information on radar .
cross sections, fracking, precise spatial measure- i’fff'f o
rents of components, motion and radar reflec- L
tance, and absorption c:haracfertshﬂa for dynamac
targets and objectives.

MASINT DefinBions 17 Decembser 1880

(L) MASINT collected by radar 1s the result of iHumi-
praking 4 target with a radar stenal and collecting the
radar enerey refected (actually reradiated) by I'hf.i‘. Lar-
e, The target reflects radar energy tn a unigue radia-
tont patiorn or radar cross secton (signature} that 15 6
funciion of the shape and maicrial properties of the
target. Ditferent types of objects produce different but
definable pattoms o signatures which can be mea-
sured {0 determine shape and size, and used o Wdentdy
and classily tarsets of mnterest. Battlefield and space-

Fawr& Euﬁs'

RADHG WAVES

VISIBEE

HADIOD WAVES L IGHT

h“‘-‘“ f =~x i "ﬁﬁ{“

R {xnxh“:-;-_.-x-q..- s 5':""" W 1 I

B)1).1.4 () T2 (O T2 )




{lJ) Radar Sensor Classification

(L) Radar systems can be classified in multiple ways -
by the radio-frequency used (HF, UHF. VHE . X §&-
bunds, cte. ) by a collection geometry {(monostatic,
bistatic, over-the-horizon, line-of-sight), by an antenna
type (dish, phased array. synthetic aperture) and by the
data coltected (metric, signature). Radars typicall y
provide three dimensional target location, cross-sec-
HOR OF signafire measurements, and moton of
dynamic targets.

(U} Radar systems are primarily active monostatic
systems (collocated transmiter and receiver) that are
mechanically or electrically steerable o provide line-
of-sight coverage from horizon to horizon.
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Figure 2-14. Radar Collection Technigues

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(L2} The type of antenna used by a radar varies with
mission and application. Phased array antennas with
elecuically steered beams are used (o detect and track
nundreds of targets at a time. Mechanically steered
dish radars are used to detect and track o nhy & few tar-
gels at a time, The size and mobility of the collection
platform is also a primary consideration for battlefield
type radar Systems, Airborne systems such as JOINT
STARS and AWACS are state-of-the art tactical appli-
cations of radar 1o support the warfighter's needs.

:
B

Figure 2-11, AWACS Aireraft

(U} Synthetic aperture radar (SAR) creates a farger
apparent antenna than is actually used by consistently
adding together (coherently integrating) the radar
returns as the bost platform moves along u teack with
respect to the larget. The leagth of the ground track
during the integration is the length of the synthetic
aperture, and the more returns added together, the bet-
ter the resolutton. A SAR system provides high reso-
lution, day/night collection capability which is




exploitable by advanced MASINT processing meth-
ods Tor change detection, terrain mappmg, underwater
ohstacle detection. dynamic imuging of moving tar-
gets, and radar Cross-section SIgNAlUre Measurements,

(L) MASINT Radar Information Products

(11} The primary radar contributions are surveil-
lance, detection, tracking, identification, and size
and shape characterization of moving targets. Tar-
get position (range, azimuth and clevation, ) as a func-
ton of time, provides accurate target trajectory (fhght
path) prediction and reconstruction inputs that are CTH-
ical to combat operations, Tactical waming und target
intercept of a hostile aircralt in the theater of opera-
tions s routinety accomplished by radar technigue
applications using a network of sronend and airborng
sensors. Sipnature data, the radar crogs-section or jet
sneine modulation profiles developed from tech ETAEEY
colleetion and dircat assessments, aids in the identiti-
cation and clussification of hostile targets. From
rracking datas speed, direction. and locabion are

(1]} For example, from reflected radur targel returns.,
an experienced radar analyst can reconstract tac SE7E,
shape, and location of the observed target, mctuding
length, diarneter, direction und speed. This imformir
tion is eritical in the determination of target perlor-
mance assessments for missifes. Currently.
fricitigence Commumity radars Hke COBRA DANE
and COBRA SHOE, LS. Space Command early
warning and space track radurs such as the ¥FP5 /79,
and other Service/organization collectors such as the
Army Kwajalein radars, provide the bulk of radar
information for intelligence exploitation on missHes
and space objects. There are tactical radar Systems
quch as the Navy's ABGIS rudar that are capable of
nroviding intchigence data. The proliferation of deliv-
ery systems for weapons of mass destruction ACCESSE-
ttes the exploitation of all potential collectors (o
provide sufficient duta to characterize the threat Lo

combat oporations,

derived to help dircet aireraft or point grousud based

‘(b)(1),1.4 (c),1.4 (e),1.4 (9)

weapons at the target, Strmlarly, mussites, shps, vehi-
cles, artilfery shelfls, spacecraft, and othoer targcts are
Sluminated for both tactical operations and threal
assessments, The body of knowledge represented by
the technteal and tactcal collection supports Foree/
strategy planning and decision makimg as well as the

WCADOT SYSTE AcqLUSToN PrOCCsy.

varicty of MASINT problems. The nature of the TG
lem, avaiiability of assets, and the collection geomeiry
will affect how well bistatic systems perform. In gen-
eral. bistatic radar systems can perform muny of the
MASINT tunctions: detection, tocation, and wentifi-
(b)(1),1.4 (c),1.4 (e),1.4 (9)

rracking data op aireraft and missile launches, and

catton of targots,

therefore, provide a tipofl to other sensors or defenses.
Because of the separate focation of the recerver and
the transtnitter, o bistatie system has some mmmenity 1o
jamming countermeasures and the abihity [0 operae
under conditions that would negate monostalic sen-
SOTS. Pariig‘.ui{:‘n‘E}-'._‘(b)('l), 1.4 (c),1.4 (e),1.4 (Q)
raptd information on tracking of targets; however,
non-real-time anatysis may be needed for wdentilica-
on, classification. and characterization of e target.

(b)(1),1.4 (c),1.4 (e),1.4 (9)
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[ B146)1.4 (63,14 (0 | B Py (AF)ASINT

(U} Definition of Radio-Frequency (RF) -
- MASINT

(U} _Hadio-Frequency/Electro-Magnetic. . Pulse
Intelligence {RE/EMP) is the collection, process-
ing, and exploitation of radic-frequency electro-
magnetic pulse emissions associated with nuclear
testing or other high energy events for purposes
of determining power levels, operating character-
istics and signatures of advanced technology
weapons, power, of propuision systems. MASINT
applications specifically exclude the collection of
COMINT and ELINT intelligence which are func-
tions encompassed under SIGINT. |

{U} Unintentional Radiation inteliigence (RINT) is
the integration and specialized application of mul-
tiple MASINT collection, processing, and exploita-
fion subdisciplines and technigues against
uninfentional radiation sources that are incidental
fo the design propagation and operating charac-
teristics of military and civil propulsion uniis,
power sources, weapons systems, glectronic sys-
tems, machinery, equipment, or nstruments.
These techrigues may be valuable in detacting,
tracking, and monitoring a vanety of activities of
interest.

(b)(3):10 USC 424

57 A rupid change m a material or medium, resultine
i an explosive toree, produces radio-frequency emis-
sions. [(B)(1),1.4 (), 1.4 (e),1.4 (Q)

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(b)(1),1.4 (c),1.4 (e),1.4 (9) ]
characterize, and target threats. A primary objective of
Ri* MASINT collection has been o diagnose the tech-
nical parameters of a targef device for purposes of
determming its power levels, operating charactleristics,
and signatures,

(b)(1),1.4 (c),1.4 (e),1.4 ()
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surprise, 1o prodguce etfective countermeasures, (b)“)! 1.4 (C): 14 (e)! 1.4 (g)
and to warn the warfighter, will be required.

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(D310 LU=C 424




Definition of Geophysical MASIN

(LY Acoustic Intelligenice iz the collection, pro-
cessing, and exploitation of emitted or reflected
sounds, pressure waves, or vibrations, in the
atrmosphere (ACOUSTINT), in waler (ACINT), or
i the earth's surface, (SEISMIC).  Acoustic and
sefsmic sensors may be valuable in measuring
aircraft and ship perforrmance characterisiics,
detecting weapons festing and large military
movements, and gathering data on natural and
environmental issues. MASINT applications spe-
cifically exclude communications intelligence.

555 Geophysical MASINT is the collection, process-
ing, and exploitation of earth-aimospheric trunsmitied
events including cmitted or reflected sounds, prossure
waves, vibrations, magnetism, or ionospheric distur-
hances in the Earth's atmosphere, water, surface, of
sub-surface: for example, an underground nuclear test
will result in both seismic and acoustical emanations
that can be detected by MASNT sensors.

() Geophysical Sensor Classification

(Ui The primary means of clussification of geophyst-
cat MASINT is by the medium through which the sig-
nal 1s transmitted, and by the type of geophysical
process exploited. ACOUSTINT, the ¢collection ol
sound waves, s divided into three categories: | under-
witer acoustics - upinfentional or mientional sound
from submarines, ships, underwater weapons, and
hydro-acoustic systems: 23 atmospheric acoustics -
sounds produced by artitlery ground ranging and wir-
craft or helicopter operation and overflight; and 3)
seismic {undereround acoustics) - subsurface vibra-
gons resulting from weapons, vehicolar movements,
detonations and testing--particularly nuciear Weapons-
-oF earthqguakes.

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

LT Py E T, Sl i A A R I S R A SR e e A m e Gy

RADIQ WAVES

il ISHELE
EHGHT

214




(1,14 ) 1.4 (el 1.4 (qg) J

mic/hydroacoustic montorng of subsurface nuclear
testing,

(L) MASINT Geophysical information
Products

(b)(1),1.4 (c),1.4 (e),1.4 ()




(U} Materials MASINT

(U) Definition of Materials MASINT

(U} Materials Inteligence is the physical collec-
tion, processing, and exploftalion analysis of
almospheric trace elemenis; gaseous, liguid, or
solid particulates; effluents or debris. Matlerals
inteligence has specific applications 1o nuciear,
chemical, biological warfare, military and givit pro-
duction, economic and environmental problems.
Data may be acquired by a variety of airborne,
shipborme, or ground-based collectors and sam-
pling stations. I IR .

(L Materials Collection Classification

(310,14 ()14 () 1.4 (g)

(U} MASINT Material informalion Products

(U From any given simple, various information ¢an
be derived based on the sample and the analvtic/Toren-
sic techniques used; for example, the type of matenal
cany be determined and characterized by 18 spoecHic
chemical or physical propoertics and the capabitity or
viinerability of the material can be determned. the
vidinerabibiy of o material 1n g weapon system can
wdicate an explottuble weakness or defect. Character-
istics of the sample also allow weapon system design-
crs 1o compensate For or redesign to mainiam
techrological advantage over the adversary's weapon
S¥SECI,

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

2=16




F’AGES 2-18 AND 2-19 ARE DNIED IN FULL

(b)(1),1.4 (c),1.4 (e),1.4 (Q9)

(D)3 10 U=C 424

B Determine composition of cloud obscurants
and smoke or chaff,

# . Determine materials effectiveness against U.S.
weapons guidance and reconnaissance sen-

SOFS, '

(U} Nuclear Radiation

Definition of Nuclear Radiation

(U} Nuclear Intelligence is information derived
tfrom the nuclear radiation and physical phenom-
ena assoclated with nuclear weapons, processes,
materials, devices, or faciliies. Nuclear monitor-
ing includes nuclear radiation detection, identifica-
Hon, and characterization of sources and avents.
Data exploitation results in nuclear signature of
weapons or materials. T R

RN TRy




pI(1),1.4 (c).1.
(b)(13,1.4 (c)14 (e),14 () (b)(1).1.4(c).14 (¢).1.4(q)

(U} Nuclear Radiation Sensor Classification {LJ) MASINT Nuclear Information Products

—

(bi(1)14 ()14 (e) 14 (g) (L)1 14 (c) 14 (e) 1.4 (g)
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(b)(1),1.4 (c),1.4 (e),1.4 (Q)
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MASINT ORGANIZATIONS AND
SERVICES

(U) MASINT STRUCTURE

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(03310 UsC 424
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(D310 L=C 424
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(D310 U=C 424

Dol MASINT activities and performs resource man-
agement responstbifives for MASINT collection, pro-
cessmng, exploitation, dissemination, and rescarch and
development (o support the operationgt commands and
defense policymukers. OASD/CI is an associate
member of the MASINT Committee.

(D310 U=C 424

(LU} Defense intelligence Agency (DIA)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(L) MASINT COMMUNITY PARTICIPANTS

(U} Assistant Secretary of Defense/CE

(113 The Assistant Secretary of Defense (Command,
Control, Communications, and Intelligence) provides
oversight of MASINT affairs of the Department of
Defense. The QASD/C provides broad guidance for




(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(313,14 (), 1.4 (el 1.4 ()

{U) Central Infelligence Agency
(b)(1),1.4 (¢),1.4 (e),1.4 (9) {U) Ballistic Missile Defense Organization

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(U) Department of Energy

(L) U.5. Air Force
(b)(1),1.4 ()14 ()14 (g)

(U} State Department

(313,14 (), 1.4 (e) 1.4 ()
(31,14 ()14 (e 1.4 ()

(U} National Sscuwrity Agency

(313,14 (c) 14 (e), 14 (q)




b)(1),1.4 (c),1.4 (e),1.4 :
(0)(1) (€) () (9) {L}) Defense Special Missile and Astronaulics

Center

(U) U.S. Army (b3(13,1.4 (c).1.4 (e),1 4 (q)

{U) Unitied Commands

(313,14 ()14 (e) 1.4 ()

(LI} U.5. Navy

(313,14 (), 1.4 (e), 1.4 ()
(313,14 ()14 (e) 1.4 (g)

{L}) 11.5. Marine Corps

(313,14 (c), 1.4 (e) 1.4 ()
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theater and command collection management process

prunarthy a user of MASINT mnformation to support ‘ =
can develop dynamic collection plans. MASINT con-

ihewr airlift, aerial refueling, and sealift missions.

(U) MASINT SERVICES

{U) The Reguiremenis Process ﬁ;ﬂamﬁm ey
e ‘*-‘f*_“?% p "
(L) MASINT encompasses the full ranges of collee- & Ty
(IOn requrrerments and operations management: data e
processing, unalysis, and explottation; and reporting
and product dissemimation activities. The variety of
techmgues has resulied g distributed network of
MASINT capabihities with talored reporting and dis-

SETLHION 10 Interested users.

e

}anemi;n

(L1} The MASINT collection requirgments mumge-
ment system provides the warfighter a full range of
standing, change, thme-senstive, amplihcation, and ad
hoc requirement Tormats (o express his infonmation i
needs with their associated timeliness For his mission. I 22220 |
Coblection managers from a deploved area through the Figure 3-5. MASINT Requivements Process

-'.--.

Standing Reguirement (MASIMNT-SMNY: A MASINT requirement demanding continuing, long-tenm, collection actions. The MASINT-SN iz sub-

ject to a mandatory review and revalidation by the originator at a munimum of every 3 years: otherwise, requirements will be astomatically
inactivated. The originator may simply affirm that the requiremeant is valid as written or propose specilic changes (see MASINT-CH below) to
update the requirement. Tne MASINT-EN revalidation process requires the same approvais and MASINT requirements subcomimitiee
(MRSC) review &@s the original validation process. if requirements are kept current, the review/revalidation process can be considerably
shoriegned. The CMO will provide periodic messages identifying requirements subject to review within the following 180 days. Standing
requirernants may become subject to review at any time # their continued validity or currency of collection chiectives are challenged.

W) Ghange Reguirement (MASINT-CH): A complete or partiad change to a MASINT standing requirement. The MASINT-CH is a mechanism

o facilitate permaneaentiy updating or modifying porions of a MASINT-SN without resubmitting the entire requirement. The MASINT-CH iz
appiicable to standing requirgmeants erly. i may be used 10 propose additions o, modifications to, or deletions from porlions of a MASINT-

oM. Approvat/validaiion of the MASHNT-CH remaing subject to MBSO review,

(U} Time-Sensiive Bequirement {(MASINT-TR): A MASINT requirerment requiring the initiation of collection actions immediaiely to within 72
nours of receipt. The MASINT-TR must be rejustified/revalidated at 7-day intervals to continue collection. The MASINT-TR may be a totatly
unigue requiremeant or the ampification of an existing MASINT standing requirement (MASINT-SN).

(Amplitication (MARINI-AMD A MASINT requirement {othar thar the MASINT-TR above) requiting a temporary or short-duralion amplii-
cation o modiication to an existing MASINT standing requirement. The MASINT-AM may be used to reques? initiation of collection actions
from 72 hours 10 6 weeaks after receipt. {Reminder: alime-sansitive requirement may be extended up to 10 weeks on reqguest of the con-
sumer. Further extensions at 10-week intervals must be rejustified on the basis of requirement non-satisfaction and/or continuing activity of
intarest. Concurrent with the second 10-week extension, a permaneni change to the MASINT-5N must be submilted unless the consumer
can provide strong rationale to justify continuation of the MASINT-AM).

(U} Ad Hoe Beguirament (MASINT-ArF) A totally new, shor-duration, MASINT requirement for which there is not an existing MASINT stand-
ing reguirement. The MASINT-AMH may request initiation of collection actions from 72 hours to 6 weeks after receipt. Like the BMASINT-ARM,
after the inttial B-week coitection penod, the MASINT-AH may be extendead up io 10 weeks on request of the consumer; further extensions at
tl-week ntervals must be rejustified on the basis of requirement non-satisfaction and/or continuing activities, Conclrrent with the second
H-week extension, a MASINT-GN must be suamitted unless the consumer can provide strong justification for continuation of collection on

an ad hoc basis,

3-7
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tributions by organic, theater, and national assets can MASINT User's Guide (new DIAM 58-5 10 be com-
provide information on the enemy target, such as pleted in FY Y5).
warning, location, heading. type, and number.

(LJ} Coliection

(L1} The warfighter's requirements are primarity for

; e e . ecti _ i g B T A R o
Rending e e e current imformation: however, lopg-term information
G hange BRSO O-T farmnplete ar pattial modidication of & standing requicanseni ”{:E{E S dle O Li{TEEI i‘Ed E IR EE d 1 Hg idf:q Hii‘ﬂiﬂt‘:ﬂ bs Hilhﬂ'i I L ':.i
Fime Sensitive | CHO- fofiection milialion roeodlrad within 7 houwrs. Extendaile hi } g{jﬂ{f‘.]'ﬁ! ”_’[] iﬂa}"}' } ﬂff_‘,! ! 1EE Fhires OF HUIGIH] ﬁ L. cb ﬂd. fec h =

Ampiification | CMOW Termparaey modificatlon of emphasis of 2 siending nresl mtel b g{_: I ij ol {:ti On agenc i{'ff;:;,, blﬂ (_‘f ; et ] ¥

regutreinernt. Exiendable

related to a warfighter’s planning, preparation, and
execution of his operational mission.

friHoo TR Mew shoet duration reguirement toe cottecticn evaiualion
| o T2 houwrs 1o G weeks., Exlendable
1 H

o e U e e e e e e e e o 8 R 0 -

ey

Ficure 3-6. Reguirements Tvpes o : , L
& 4 Ye £ Muany collection sensors organic to the Services

and LLS. Commuands use MASINT disciphines and
MASINT requirements arc handled in two primary technigues and have a fong history of performing tacti-

categories: fime critical (i.c., time-sensitive, ad hoc, cal missions. [(0)(1),1.4 (¢).1.4 (e).1.4 ()

amnplifications) and rowtine (i.e.. standing, change}. (b)(1),1.4 (c),1.4 (e),1.4 (9) The
For time-critical requirements, the onginator pro- MASINT process does not degrade these traditional
cesses his reqguirement through his organization vali- uses, but exiends “information” on a pon-pHerierance
dation process with submission to Central MASINT basis 10 other users that have a similar need. ‘The
Operations Center for taskmg. An originator subimits MASINT Requircments System provides the mecha-
routine requircments through his organizational vali- nisms for users to reguest mtormation {rom ikl sensors
dation process 10 DIA/CMO-1 for national validation that use MASINT techmques.

and tasking. A detailed description and guide 1o

MASINT reguirements submission can be found 1n the

I National
_-;-yaiidaiiﬂn_

i H s i
..............
.........

'-'.'_'_'.‘_{}riginamr_f_'_'_-.i_'-

Amplification R e
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2 Change o
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(SINFY The coordination of dedicated und non-dedi-
cated MASINT collection capabilities ix the responsi-
briity of the OMO, in partcular CMO-1, CMOC
{CMO-3) DEIA/CLAEB dfor Dol and Umitied Come
mand Submissions) and the MASINT Requirements
Subcommittee. Thewr responsibilities mchude recerv.
me, reviewing, validating, and priontzing user
reguirements and tasking them to the National, JCS,
service or Unihed Command entity with operational

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

Processing/Exploitation/Fusion

(L MASINT tends (o be a processing miensive col-
iection discipling, 1t requires the transiation of observe
ables into recognizable tareet features {e.g. location,
type of target). The evolution of computer, communi-
cations, duata fusion, and display processing technolo-
ates makes pear-real-tirne MASINT support to a
warfighter feasible. The collection requiremcnts man-
agement process will be in place 1o support a robust,
cftective application of MASINT to the warfighting
tunciions of the present and fiture. MASINT collce-
tron, processing, exploitation, reporting, and dissemi-
nation mirastructure will also evolve 1o ride alone on
e information lnghway being developed for the warf-
ighiers.

(b)(1),1.4 (c),1.4 (e),1.4 (Q)




(b)(1),1.4 (c),1.4 (e),1.4 (Q)

identification of nominality} to a quick-look screening
of the raw data for feedback in near-realtime for opera-
tonal reporting, for Bmited identification new or

unusual activities and for Sensor mainlenance.

(U} Dissemination

t5y Reporting by MASINT seasors hus evolved based
on Service, Unificd Command, and orgamzation oper-
ational directives for command and control. and for
ttellicence collection managements 1 addiion,
aogressive users working with the coliection opera-
tions community and specific user groups have created
thetr
MASINT reporting must be incorpo-

tatlored tnfrastructures to ensure the recampt of
formlion.
eated into the existing infrastrocture and accommaodate
a4 diversity of datg sources. applications, and Bser inker-

58S, \(b)(ﬂ 1.4 (c),1.4 (e),1.4(9)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(L1 ULS. Space Command could be a modet for Joint
fntelivence Conters or Fusion Conters for tactiead
csploifation of MASINT combai information (e,
raw, unevaluaied MASINT data)y or MASINT contr-
bution to tacticed mteligence producis. The Service
S&T Centers still provide a critical role i the overall
processing, analysis, and exploitation of MASINT
data, They develop the initisd processing techmgues
or algorithms, validate thelr performance and gecu-
racy, create signature profiles, and facilitatie ransiation
ko relinble fickd sensors which the warlighters can
use organically to satisty thewr itormation needs.

(11 Collection ground sites play varving roles in
MASINT data processing, The range 18 from a full-up
or prelimunary data processing capabihity (re., pro-
vides data for TACREP reporting or in standard engi-
neering terms ready for data explottation/anaty s and

3-10

(L) Product dissermnation by the primary MASINT
PrOCESSOrs support 2 varicty of users based on specific
agreements. To the cxtent possible, processed MAS-
ENT data 1s standardized for Turther data analysis pro-
cossing, corelation, and fusion. These users have
been primartly technical data analysts or all-source
systemn apabvsts who develop performance or threwt
asscssments for a weapon system. Their products are
typically handbooks, studies, reports, and briefings
wiich the warfighter sses m mssion planning. Blec-
rronic media products are becoming more avatiable: in
particibar, products such as models and stgnature data
gsedd by the weapons sCOuisiiion comimuy néh-' 1O
develop now SVSICMS 0fF COUNTMIeAsUTes are availuble
i computer compatible formats, Likewise, the war-
Hehter can be integrawed into product distribution

based on his speaific necds.




—SECRET

(b)(1),1.4 (c),1.4 (€),1.4 (9) connectivity o support timely submission of informa-
tron needs. Corrently electromic messages, B-Mail,
telephone, and fax make Ut possible (o submil time-
scnsimive, ad hoc, and amplification requirements (o
et time oritical conditions. Submisston of stunding
regquirements and changes by electronic message, BE-
Mail, and hardcopy by couner are timely enough in
most circumstances. A CMO Tocal area network with
a MASINT requirements processing capabihity 1s
being implemented in 1994 and 19935, By 1996, con-
nectivity through the Department of Defense hielh-
gence Iformation Svstem (DODHST wide-area
network s planned. Users, collectors, processors, and

(L1} The connectivity of collection, processing, and explotters witl, as the DODHS wide arca network with
E_;gp}_fgi”ﬂi{;;-; Eh;-{}ugh corrantenicanon must be devel- nti-tevel secur LY PROQOTESSES, have the Uijiptibﬂii}’ ¢y
oped to disseminate MASINT products to meet the enhance their connectivity, o reduce the timchines for
warfighter’s timelines. MASINT coliection manage- products, and (o mcrease dissemination of MASINT
menl v being improved through enhanced clectromc data.
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CHAPTER 4 (b)(1),1.4 (c),1.4 (e),1.4 ()

commander cun cnhance his offensive and defensive
options with MASINT, because it is nearly impossible
1o employ countermeasures to deny ali MALENT
collections against threat tarpets. MASINT technical
collection capabiiitics are used n & sirafegic sense (o
develop target signatores or profiles o detect threats.,
in the tactical environment, these target SIpnalres are

MASINT TACTICAL APPLICATIONS =~ A

used for mission plaming: precision guided missile
Larget recognition: hostile target detection, warnng.,
and interception {¢.o., theater missile defense); and
battle damage assessmaent.

sl i e

(L5 Obainiag timely, accurate information about the
encmy and preventing him from gammg an advantage
(ﬁ} Wﬁfﬁghmr information on 1E'1+':;: friendly f’ur::a'-f-f-_; 1S 1‘.Ihﬁ es5ence of mibitary
inteligence. As defined in JUS Pub-1 therc are
(b)(1),1.4 (c),1.4 (e),1.4 (9) several types of intelligence or information Hat exst
cach with its own characteristics. MASINT, bike the
other intelligence disciplines, contributes w combat
information. tactical intelligence, and strategie
intelivgence.

L ; e
SEERTE

A f *% SR e G 'ﬁeﬁﬁfﬁ?ﬁﬁ'ﬁﬂéﬁfeﬁf@g

(b)(1),1.4 (c),1.4 (e),1.4 (9)

42




tical intelligence, and Strategic intelligence .

(U Combat Information: Unevaluated data,
gathered by or provided directly {o the tactical
commander which, because of iis nighly perishiable
nature or the criticality of the situation, cannot be
processed into tactical intelligence in time 1o salisfy
the users tactical intelligence requiremenis. .

(U} Tactical intelligence: Intelligence required for
the planning and conduct of tactical operations.
Tactical and strategic inlelligence differ primarily i
level of application, but may also vary in terms of
scope and detail, i T

{U) Strategic Intelligence: Intelligence required for
the rormation of policy and military plans at national
and international levels. Strategic and tactical
intelligence differ primarily in level of application, bt
rmay also vary in terms of scope and detall, -

JCS Puin-1

(L1} in reabity, these defmisions vre arbitrary
distinctions for iformation conlinuum. A warlighter
urtder five or preparing for g mission docs pot
distingiish between a tactcal or strategic attack., To
mim, the time and related distance to a target or threat
cstablishes an mnmediste versus o longer term
mtelligence need. MASINT supporis the entire
contmum of iformarnon needs. MASINT
information, technique development, and target
stenatures are derrved across the information spectrum
HY PESpONSe (o user stided needs,

(L Because of the changing nalure of conflict and
advanced technology data handling capabilities, the
distinetion between sirategic and factical inteligence
hus blurred. MASINT contributions to threat
assessments, orders of baltle, IPB, and targeting
materials are likely o be both strategic and
tactical intelligence missions on today's complex
battlefield. The pnmary difference may be only the
nmehness factor--the update of tactical MASINT
information from continuous tracking to several fimes
a day, compared to update of strategic MASINT
tformation ondy a few times a day or weekly: for

example, target signature changes or denial and
deception are capable of negating the advantage of
smart weapons i not wdentified m time for
reprogramming. In this scenario, near-real-time
MASINT target stgnature collection and
dissemination can be crifical,

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(U} MASINT APPLICATIONS TO
MILITARY PROBLEMS

(L)) Tactical Applications

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(b)(1),1.4 (c),1.4 (e),1.4 (9) The fulure tor

MASINT support to the warhighter 18 ever expanding
as the complexity of weapon systems mnercase and
technology provides the capability 1o deny traditional
intclhigence capabilities.




(L) Land Warfare

(D)3 10 U=C 424

(031,14 (), 1.4 (e), 1.4 (g)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

{4} Intelligence Preparation of the Battietield

(313,14 ()14 (e 1.4 ()




(b)(1),1.4 (c),1.4 (e),1.4 ()

(D310 USC 424




(LD Currently the only capability to address [PB
requircments Tor terrin features/condiions, obstacle
detection, or vegetitive siress indications through
MASINT multispectral technegues s Landsal
however, enhanced spectral data processing andg
analysis capabthities and appheations should be
snderstood, developed, and implemented bused o the
tackical operators needs.

(b)(1),1.4 (c),1.4 (e),1.4 ()

Fig 4-3. Chemicat Monitoring Using a Laser

(U} Chemical/Blological Warfare

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(b)(3). 10 USC 424

(D)3 10 USC 424

4-&

(310,14 (), 1.4 (e 1.4 ()




(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(U} Battle Damage Assessment (BOA)

(D310 U=C 424

(b)(1),1.4 (c),1.4 (e),1.4 (Q)




(U} Air Warfare (b)(1),1.4 (c),1.4 (e),1.4 (Q)

(D310 U=C 424

(L} Non-Cooperative Target Becognition (NCTR)

(b)(1),1.4 (c),1.4 (e),1.4 (Q) (Specified by Unified Command) .

@ FPositive identification of target
ol OPMASINT Heguirements Survey

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

-5




(U} Naval Warfare

(b)(3):10 USC 424

() Bevond-the-Horizon Surveilfance

(b)(1),1.4 (c),1.4 (e),1.4 ()

4-9

(U Amphibious Operations

(U} Unconventional Warfare

(U} Hepresentative ﬂﬂnnnventiﬂrfarﬁ
Requirements (Specified by Unified
Commands)

B Detect enemy activity and movements
Dol OPMASINT Requirements Sorvey

{1} Upconventional Wartare 1s identified as Low
Inicnsity Contlict (LICT) and Special Operastions, Low
Intensity conthets are ofien localized, penerally in the
Third World, but contain regional and plobal security
inplications. Special Operations are conducted by
specially trained, cquipped, and organized forces
agamst strategie or tactical targels in pursoit of




PAGES 4-11 AND 4-12 ARE DENIED IN

FI1Il |
nattonal miditary, political, cconomic, or psychologieal (BY11.1.4 ()14 (e).14 (q)
abieciives.
(b)(1),1.4 (c),1.4 (e),1.4 (9) () Nuclear Explosions

| ot
o ...?1;-:"
ﬁ.-.'.,:-

i

(U} Strategic Applications

(1)) Tactical Warning/Attack Assessment
.1-_

(b)(1).1.4 (c),1.4 () 1.4 (g)

(313,14 )14 e 1.4 (g)

4-18




(b)(1),1.4 (c),1.4 (e),1.4 (Q9)

4-11




(b)(1),1.4 (c),1.4 (e),1.4 ()

4-92




(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(LI} Target whontification, classification, and
characterization are significantly improved when
sensors detecting ditferent phenomena collect data on
e sume targen: an example 18 an IR sensor detecting
thermat emussions and an optical sensor collecting
data that provides the composition of materials. Such
combimations produce signficantly more reliuble
tirget cnaracterization: additionstly, scenario
generation typically roguires data fusion from several
SENSOrS since 4 single sensor can not provide al the
cita required.

{L3) Target Signature Profiles/Templates

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(U} Tactical Sensor Support

(U} Tactical sensor development is driven by both the
targel signature parameters and needs specified by the
nilitary operator. As data collected against threat
weapons systems s exploited and critical analysis
performed. the criteria for desien of tactical collection
systems in support of specific military missions iy
ascertained. The support of the military operator in
the field to wdentify current and {uture needs is the
inchpin to hature tactical sensor development.

(U} Whether support fo the warfighter is provided
by national systems via tactical information
networks or by theater systems operated by the
warfighter, MASINT has contributions to be

made. The timeliness requirements for both
information needs are nearly the same. Technology is
shrinking the globe, turning previous strategic
MASINT applications into tactical necessities to meet
the warfighter’s needs.,
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(b)(1),1.4 (c),1.4 (e),1.4 (Q9)

B R B o ere——

MASINT SENSORS
(1) INTRODUCTION

(L1} This chapter provides a brief summary of the
major MASINT collection systems. A listing of key
MASINT apphications for milifary operators 1s pro-
vided for fanulianizaton, Chapter 3 of this handbook
provided o guide to request inbrared, radar, or other
MASINT sensors to address rulitary operational sup-
port needs, This chapter assists in understanding
winch MASINT capabiity i apphicable to support a
particuiar need,

(U} MASINT SYSTEMS

(U COBRA BALL (RC-1355)
(b)(1),1.4 (c),1.4 (e),1.4 (Q)




UNCLASSIFIED

Figure 5-2. COBRA BALL Abreraft

Figure 5-3. COBRA BALL Real Time Optical System Sensor

5-3
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(L} Defense Support Program (DSP)
(b)(1),1.4 (c),1.4 (e),1.4 (9)




(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(U The primvary mission of the TECURAS class of

MASINT sensors 1 to collect target stenatures to sup-

port development and targeting of Usmart’ weapons,
Collection capabilifies consist mostly of man portable
sensors that provide thermal signatures of combat
vehicles, airerabt, and cquipment; spectral signatures
of wctical aircraft; IR signatures of ground combal
vehtcles and arreralts and materials stgnatures of CW
effluents at production and storage siies. The sensors
are operated by USA INSCOM porsonnct wih data
processing and explonation accomplished predonu-
natehy by Army NGIC.

(1,14 (), 1.4 (e 1.4 ()

(301,14 ()14 (e) 1.4 ()




{U} United States Atomic Energy Detectlion

Systemy (US AEDS)

(b)(1),1.4 (c),1.4 (e),1.4 (Q9)

(L5} Hydroacoustic

(310,14 ()14 (e) 1.4 ()

(313,14 () 1.4 () 1.4 (ag)

(L)) Seismic

(U} The seismic system 15 used for telescismic detee-
tton and analysis of foreign nuclear detonations, Ten
seisie field arravs stridegically located worldwide
continuatly collect data and ransmit it o AFTAC Tor
analysis, Specihic tasking ol this system s {or the
detection of foretgn nuctear detonations. Also under-
way 18 rescarch and trainimng into regional detection
ard analysis of scismc activity focusing on the abdity
to detect local activities such as vehicular movemoents.
This capability is Hmited o within seversl hundred
meters of the actual struments because of naturyl
atlenuation of seismic waves and the tuning of the
insiruments.

(310,14 (), 1.4 (e) 1.4 ()




{{}} Satellites

(U} Nuclear Detonation (NUDET) Detection System |

L) The satelite portion of the USAEDS network
comptises sensors onboard the [3SP satellites and the
UPS/NDS satelites o provide coverage for surface,
atmospherne, and space nuclear detonstions. These
assets or thetr vartants will Largely savisty the prolifer-
atton rssion for aimospheric explosions m the fore-
secable future. DSP and GPS/NDS provide
complementary coverage from the surface to the upper
atmpsphere, Bevond s range onty DSP's unigue
mstrments can provide detection of deep-spuce
events. The GPS/NDS system consists of 21 opera-
nonal satellites with 3 operanonal spares: at least 4
operationl sateles wall be above the horizon from
any potnt on carth at all times for continuons workd-
WHIC COveraoe.

'''''

_____ BDPIW
Figure 5-13. GPS NDS Sensor




(L) Afy Samplers

(L) Ground Filter Unit {GFU}
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(313,14 (), 1.4 () 1.4 ()

(L) Automatic Cryogenic Rectifier (ACK)

(313,14 {c), 1.4 (e 1.4 ()

(b)(1),1.4 (C),1".4 (e),1.4 (9)




(L) WC-135 Air Sampler
(b)(1),1.4 (c),1.4 (e),1.4 (9)

Figure 5-16. WC-135 Airborne Sampler
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o ALCOR/Haystack BN1).14 ()14 (e).14(g)
Figure 518, Haystack at Bedford '_.:_j
j:-‘.f--ii 5 N T4 (), 14(e).14 () ':g
- U} Airborne Synthetic Aperture Radar
Sysiem (ASARS)
E_'-_{:Q-f_?'; : b4 c) 14 e 14 (g :
s (0)(1),14 ()14 ()14 (0) _
e G .
e 5-10




(b)(1),1.4 (c),1.4 (e),1.4 ()

(313,14 ()14 (e) 1.4 ()

(U) COBRA DANE

(1,14 6, 1.4 fe) 1.4 ()
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Figure 5-21. COBRA DANE (AN/FPS-108) Radar
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(L} JSTARS (b)(1),14 (c}. 14 (e),14(g)

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(1)} Princlik Hadar
b T4 (c), 14 (e).14 (g)
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(b)(1),1.4 (c),1.4 (e),1.4 (Q9)

YHAFIERS

TECHNOLOGY TRENDS
(U) MASINT AND THE FUTURE

(L} The thrust for the development of new MASINT
technobowies 1% accelersted support (o military opera-
tors. Technologies apphicable to MASINT coliection,
processing, near-real-time fused data explotation, and
dissemination are considered. The goal s to provide
noew oF improved, user-friendly, actionable mtelligence
information in near-realiime.

(b)(1),1.4 (c),1.4 (e),1.4 (9)

(Uh Technology trends and thew impact on MASINT
operationat intelhgence are discussed in the context of
representative fand, wir, naval, and unconventional
warfare missions.




(313,14 ()14 (e 1.4 (qg)

(U} LAND WARFARE

{{}} Theater Ballis
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(b)(1),1.4 (c),1.4 (e),1.4 (9)

(31,14 (), 1.4 (e) 1.4 ()

(U Chemical/Biological Warfare
(1), 14 0c) 14 (e) 1.4 (g)

(U} Battle Damage Assessment (BDA)
(LT 14 ic) 14 el 14 q)

(L} Underground Targets
(LT 14 (e 14 ie14iq)

[P T P P AT I P T PR o LA S PRy R P EF L R

e A R L R R L A R e L e L R T R R R T N

el e T e e e A R T S

.
o
-
..
[
-

o, s e S e eV e D T T T e




{U} intelligence Preparation of the
Battlefield (IPB)

(U) NAVAL WARFARE

(b)(1),1.4 (c),1.4 (e),1.4 ()

(U} Beyond-the-horizon (BTH)
Surveiliance

(310,14 ()14 (e 1.4 (ag)

{U}) Directed Energy Weapons

(1,14 (), 1.4 (e) 1.4 ()

(U) AIR DEFENSE

{U} Aircraft Movemenis

(b313,14 ()14 () 1.4 ()

(U} Amphibious Operations

(313,14 ()14 (e 1.4 ()

(U) UNCONVENTIONAL WARFARE

(U} Low Imtensity Conflict Activity
Indications

(313,14 ()14 (e) 1.4 ()




(U} INFRASTRUCTURE (b)(1).14(c).14 (e).14(9)

(L) Processing/Exploitation/dnalysis
(b)(1),1.4 (c),1.4 (e),1.4 (9)

(U} Communications
B4 ()14 (e)141g)

(U} Simulation and Modeling
(1), 140,14 ()14 (g)
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Performance
iaterials TypefComposition

Radar Cross Bectmn

e Target Signature _
| A ‘%"raﬁkmg; Bynamic Veﬁm!eg;{;.
z

(U) THE THIRD DIMENSION

PAGE 7-3 IS DENIED IN FULL

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

(b)(1),1.4 (c),1.4 (e),1.4 ()




(b)(1),1.4 (c),1.4 (e),1.4 (Q)
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(U) MASINT APPLICATIONS FOR MILITARY SUPPORT
(b)(1),1.4 (c),1.4 (e),1.4 (Q)

G




(b)(1),1.4 (c),1.4 (e),1.4 (Q)
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MASINT SUPPORT DIRECTORY
(b)(3):10 USC 424
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UNCLASSIHED

(b)(3):10 USC 424 (b)(3):10 USC 424

MASING Cqmmittee Staff and ?%-'E'Embﬁﬁ______________ )

(b)(3):10 USC 424

(b)(3):10 USC 424

(b)(3):10 USC 424
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(b)(3):10 USC 424

(6)(3):10 USC 424

SpectroradiometricWorking Oroup (SPRAWG)
Charperson TBD

Geophysical Working Group

Chatrperson TBi3

(b)(3):10 USC 424

Nonproliferation Working Group

Chairperson TBD

MASINT Collection Manavers

(b)(3):10 USC 424

(b)(3):10 USC 424

(b)(3):10 USC 424

UNCLASSIFIED
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ARBREVIATHONS

COMM - Commercial {unsecure) Telephone

DISTS - Defonse intelhigence Secure Telephone System {grav phone)
DSN - Defense Suithand Network {(Hormerly AUTOVON)

FAX - Facsimule

STL T - Secure Telephone Unit HI
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—SECRET

(U) MASINT: A BRIEF HISTORY

(L/3 The term MASINT was coined i the mid 19705, Previously, all radar mtelligence data was referred 0
as RADINT (radar intelligence) and data collected by COBRA BALL was called OPTINT (optical HiteHi-
sence). DIA placed these data types and others under an umbrella called MASINT to lacilnate collection
and programmatic management for these one or two of a kind sensor systems which responded to unique
requirernients that were not part of the other traditional collection disciplines. There was also NUCINT
(nuclear intelligence), ACQUSTINT (acoustic intelligence) and IRINT (infrared intelhgence).

(U3 Prior 1o the formalization of the MASINT Committee, each Service and the CEA had their own MAS-
INT- related efforts including development of collection systems. DIA formed o MAKINT Division o
provide centralized guidance for Dol MASINT collection requirements and systems, and 1 coordinaie
with other Intelligence Commumity organizations. The Dicector of Central Intelligence (DCT) formed 4
MASINT Subcommittee under the SIGINT Committee in 1983 as an initial step towird recogition as o
rtionat collection discipline. In 1986, the BCE created the MASINT Committes and tasked # to provide
nolicy and guidunce for development of MASINT eollection capabilities and to validate collection require-
ments. The most recent reoroanization of the Intelligence Community in 1992 resulied 1 the formation of
(he Central MASINT Office (CMO) under DAL The UMO, a joint Repartment of Defense and ntel-
gence Community organization, has oversight of all MASINT activities including administrative support
for the MASINT Commitiec.

(b)(1),1.4 (c),1.4 (e),1.4 ()

&-8




(b)(1),1.4 (c),1.4 (e),1.4 ()

(L) Radar, infrared. acoustic, seismice, nuclear radiation detection, and materials sampiing are the core
MASINT coliection technigues which have a long history of use whether recognized as MASINT or not.
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A

ABM: Anp-Batlistic Missile

ACINT: Acoustic Intelligence (Enutted or reflected
sounds, pressure waves, or vibrations in water or flu-
1(ds)

Acoustic; Information source for MASINT achieved
hy exploting sound (Passive or active collection of
acoustic radition in atmospherie, land, or ocean envi-
rOnmenis g

ACOUSTINT. Acoustie InteHizence {(Emitted or
reflected sounds, pressure waves or vibrations 1n air)

ACR: Avtomatic Cryogenic Rectifier

Active EO: The use of a laser 10 tHuminate a larget 1o
provide rangmng, racking. and signature information

AEDS: Atomic Energy Detection System
AEGIS: Naval radar with capability o provide MAS-

INT data on theater ballstic missiles within ther
range and frield of view

(b)(1),1.4 (c),1.4 (e),1.4 (Q)

AH: Ad Hoc Reguirement

ALCOR: U5, Army radar located on Kwajatemn (Pro-
vides radar imaging of low to medium altitude satel-
fites)y

AM; Amphfication Reguirement

AQA: Amphibious Objective Area

ASAR Airborne Synthetic Aperture Radar (b)(1),1.

bility with potential to provide MASINT phase history
data)

SECRET/NOFORN

ASAT Antisatelhie
ATGM: Antitank Guided Missile
ASW: Anti-submuarine Warlare

AWACS: Awrborne Warning and Control System {Tac-
tieal radar with potential MASINT capability)

Azimuth: Hortzontal direction on the earth surface

(kcy clement for target location deseription relative to
& collection sensor)

BDA: Battle Damage Assessment (High priority mih-
fary mission to delermine status ol & previous tareet)
Bistatic: System in which the recetver 1s some distance
from the transnuier, with separate antennas for cach
{IFor example, a bistatic radar)

BMD: Ballistic Missile Defense

BM D Balhstic Missile Defense Organization
BMEWS: Ballistic Missic Early Warnming Systom
Broadband Radiometric Signature; Primarily associ-
ated with the infrared intensity versus time profile of a
target and used for target template generabon for
object wdentihication

BTH: Bevond the Horizon

BW: Biological Weapons

C

i Command, Cootrol, Communications and Intelli-
ZENCe

CH Command., Control, Communication, and Com-
pulers and intelligence

CBIB; Congressional Budget Justification Book

Glosgary 1
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CBW: Chemical and Biological Warlare
CENTCOM: 1.8, Central Connmand

CH: Change Keguirement

CING: Commander-in-Chief

CMT: Critical Mobile Target

CMO: Central MASINT Qthee

CMOC: Centrad MASINT Opcerations Center

CRMTCO: Central MASINT Technoloey Coordination
fhice

COBRA BALIL: RC-1358 airhorne collector of mira-
rod tareet stgnatures of misstle reentries and experi-
mental testhed for THM collection demonstrations

COBRA DANE: Large phasced array vadar tocated on
Shemva Istand, AK for collection on Russian [CBM

and space launches

COBRAEYE: Arborne only wave infrared collector
(RC-1353X) providing target signatures for BMIDO

(COBRA JUDY: Seabased 5§ and X-land radar collee-
tors, operated by BMDO

COBRA SHOE: Ground-based HEF over-the-hanizon
radar, providing range, range rate, and relative azi-
muth on target at Russian test ranges and m frag
COMINT: Communications intelligence

CPB: Charged Particle Beam

CREEK CHART: Ground-based S-and phascd array
which menttors Russtan airborne, nussile and space

activity tn the Barents Seu

C'W: Chemical Weapons

1),

DU Delense CUollection Coordination Cenicr
PDC°E Duector of Clentdral Intellicence
DCIL: Director of Central intelhgence Directive

DEFSMAL Defense Special Misstle and Astronastics
Center

(b)(3):10 USC 424

DEW: Directed Encrey Weapon
DIA: Defense Inteligence Ageney

[ODNES: Bepartment of Defense Intelligence Intor-
Maon Sysiem

DSP: Defense Support Program

Flectromagnetic Spectrum: The total range of wave
tenothys or frequencies of electromagnetic radiation
cxtending trom the longest radio waves to the shortest
COSHHC Tays

Electro-Optical: Passive electro-optical, or optical
cotlection m ultraviodet, visible, or infrared (short-
mid-, and long-wave) porttons of the electromagnelic
SPECiFm

Blectro-Optical Intelhizence: A primary MASINT dis-
cipiine that provides radiant imntensities, dypamic

motion, spectral/spatial characteristics and materials
composition of targets of interest

Elevation: Vertical distance to a target (or point) from
sea level or some other reference pount

FLINT: Electronic Intefhgence
EMP: Electromagnetic Pulse
EO) BElectro-Optical

Glossary 2




¥

FISINT: Foreign Instrumentation Signal Intellizence
FLIR: Forward Looking Infrared

FPS-17/79: Ground based radar in Turkeyv providing
spacetrack and also has the capability 1o monitor some
Middle East military activity {e.g.. Iragi)

ESU: Former Soviet Union

Fusion Center: Location where multi-discipline infor-

mEHIOn sources are correlated to provide a combined
display or representation of a situation

G

Gamma-rays: High energy radiation produced in a
nuclcar explosion

Geophysical: MASINT discipline catcgory that
includes acoustic, seismic, hydroacoustic, magnetic,
and 1onospheric disturbances in the earth’s atmo-

thl.':?-!‘th water, surface, or subsurtace

sP'5: Global Positioning Satcllite

Haystack: Long-range imaging radar &t MTT/LL for
collection on geosynchronous satellite sysiems

HE: High Freguency

HPM: High Power Microwave

Y DICE: Hyperspectral optical system in develop-
ment by the Navy to support spectroradiometric exper-

iments and utility analysis

Hydroacoustic: Sound, pressure waves, or vibrations
ransmitted or reflected in the water

|

ICBM: Intercontinental Ballistic Missile

IMINT: Imagery Intellizgence

Intelhigence and Communications Architectores
(INCAY Project Office

IR (Infrared): A primary radiation source exploited by
MASINT for target signatures, measurements, and

racking

INR: Bureau of Intellizence and Research (State
Department)

INSCOM: ULS. Army Intelligence and Security Com-
mand

IPB: Intelligence Preparation of the Battleficld

P56 Intelligence Program Support Group

IRINT: [nfrared Intelligence

J

JCS: ot Chiefs of Stalf

JEM: Jet Engine Modulation

O Joint Inteligence Center

JISTARS: Joint Surveiliance and Target Radar System
FEIDS: Joint Tactical Information Distribution System

IWICS: Joint Worldwide Intelligence Communica-
Lions System

KEW: Kinetic Energy Weapon
LADAR: Laser radar, Laser detection and ranging

Landsat: Spaccbased multi-spectral collection sensor

Glossary 3




[ascr: Active or passive collection by o light infrared
deteetion and ranging system (LIDAR) or faser detee-
Gon and ranging svstem (LADAR) (Includes use of
dctive lasers in combination with passive BEO coflee-
fon devices: e.9., SPeerometers, to stimulate/excte
targets of air parcels and thus enhance the potential o1
passive B sensors)

LASINT faser Inteligence
LIC: Low Intensity Conthict
LIDAR: Light detection and ranging

Line-of-Sight: The straight unobstructed path or line
hetween wo points, as berween a seasor locanon and
a farget

PWIR: Lone-Wave Infrarcd

M

MASINT: Measurement and Stgnature intethgence

MASINT Commitice: Measurement and Stgnalure
Inteligence Committee responsible for national MAS-
INT management and policy

MASINT Disciplines: Consists of clectro-optical,
radar, radio frequency, geophysical, materals sam-
pling, and nuclear radiation technigues and capabili-
f1es

Materials: The physical collection of gases, etfiuents,
and Liquids particulates, to deferming target attributes
OF PrOCESSCS

Vaterials, Efffuent, and Debeis Sampling: The active
or passive collection of gases, airborne solid or Trguid
particutate, hguids, or hiological, chemical, mineral.
soil, oF vegelative samples

Mensurement: The sathering of precise technical data
such as radar cross section, radiant Intensity or tem-
perature o identify military operations, assess Weapon
system performance, or to understand other naturally
GUCUITING events

MEEW: MASINT Handbook for the Warhighter

MIRY: Multiple Independently-Targetable Reentry
Vehicle

O3S Multipte Optical Data System

sonostatic: Converntional radar where transmitter and
receiver are af the same location and share the same
dantenng

MRDEBES: MASINT Reguirements Database System
MRSC: MASINT Reguirements Subcommities

MTT: Moving Target Indicator

Multi-hand: Refer to a collection device with several
1105 of bands of opoeration

Multi-spectral: Primarily used to refer (o imaging sys-
ey with a few bands of operation (c.g., bandsat)

N

NAIC: National Alr Inleligence Center
NBC: Nuclear, Biological, Chemiteal

NCTR: Non-Cooperative Target Recognition
NS NUDET Detection System

NETCAP: National Esplottation of Tactical Capabils
(R

Neutrons: A particle of radiation associated with
nuclear materials and thewr detection

NP Nattonal Foreign Inteliigence Program
NCGEC: Nattonal Ground bncelligence Center
NPE: Newteal Particle Beam Weapon

NRI: Naval Research Laboratory

Glossary 4




NRT: Near-Realtime

NUCINT: Nuclear Intelligence

Nuclear Radiation: A major MASINT discipline/tech-
nigue for characterizing nuclear testing and material
production

Nuclear Radiation Detection: Passive or aclive detec-
ton, coliectton, and measurement of gamma, nautron,
x-ray, or other radiation from nuclear sources
NUDET; Nuclear Detonation

OASD: OGifice of the Assistant Secretary of Defense
ONIE: Gitice of Naval Intelligence

OPINT: Optical Intelligence

Optical: The nse of visible or near visible Hght (UV or
tar IR to provide MASINT tarects signatures

OV H: Owver the Horizon

Other Geophysical: Use of magnetic and gravimetric
coilection techniques

PHD: Phase History Data
Polartzation: The orientation of ¢lectromagnetic

waves that are trunsmitted or received (e.g., horizon-
tal, vertical)

R& D Research and Development

Radar: Active or passive collection by line-of-sight,
bi-static, or over-the-horizon radar systems

Radar Cross Section: The reflected target signature of
an object of mterest

Radiation Detection: The collection of x-ray, gamma-
rays, neuirons el., to characterize nuclear testing and
matenal production/transportation

RADINT: Radar Intelligence

Radio Freguency: A major MASINT wechnique
exploiting electro-magnetic pulse (EMP), other wide-
band RF emanatons, and unintentional radiation
SOUrces

Radio-Frequency/Electro-Magnetic Pulse Intelli-
gence: Passive coliection of high-intensity radio-fre-
guency or electro-magnetic pulse data from weapon

SOUTCSS

Radiometry: The detection and measurement of radi-
ant eleclromagnetic energy

Runge: The distance from a sensor o o target of inter-
est

RIVI&E: Research, Development, Test, and Evalua-
{10

RE/EMP: Radio Frequency/Electro-magnetic Pulse
Intelligence

RE MASINT: Radio Frequency MASINT
RINT: Unintentional Radiation Intelligence
RMS: Requirements Management Svystem
ROW: Rest of the World

RTO5S: Real Tune Optics System

S

S&T: Scienufic and Technical

SAM: Surface-to-air Missile

SAR; Synthetic Apeture Radar

Glossary 5




Geperpie’ Pascive collection and measurement of seis-
MIc Waves

SIGINT: Signals Intelhigence

Signature: The product of multiple measurements col-
lected over time and under varving circumstances.
(Persistent, characteristics which are consisiently rep-
licated over multiple observations of similar targets)

SLOW WALKER: Program which detects high per
formance aircraft by D5P

SLOW JOGGER: Program which detects high perfor-
mance aircraft by DSP-A

SMO: Support to Military Operations
SN Standing Reguirement

SNM: Special Nuclear Materials
SOCOM: Special Operations Command

Sonar: A sensor that uses underwater ground to detect
and focate objects in the sca (Sound navigation and
FUNEINg )

SOSUS: Sound Survetllance Systom

Spectral Data: The wavelength at related iformation
from a MASINT collcction sensor

Spectroradiometric: Passive EG collection and appli-
cation of MASINT technigues to dertve data from
multi/hyperfulta-spectral and radiometric collection
SYSIEImS

SRBM: Short Range Ballistic Missile

SAR (Synthetic Aperture Radar): PHD (phase History
Datay: Active collection and explottation of phase and
amplitude histories from coherent synthetic aperture
radar systems, (may also include the use of traditional
and developmental radar exploitation technigues with
data derived from SAR imaging systems)

T

TACREP: Tactical Report (Man machine readable for-
mat used to report perishable information of tactical
significance for the immediate attention of a tacticad
LESCT )

Tactical Warning: Warning after initiation of & hosule
or threatening act based on an evaluation of informi-
tion from alf avatiable sources

Target Trajectory: The path of the object or target of
inferest

TBM: Theater Ballistic Missile
TECRAS: Technical Reconnaissance and Surveirllance
TEL: Transporter-Erector-Launcher

Temporal History: Time history of a MASINT data
product

TENCAP: Tactical Exploitation of National Capabili-

(1es

TIARA: Tactical Intelligence and Related Activities
TIBS: Tactical Information Broadceast Service

TR: Time Sensitive Reguirement

Tracking: Following the movement ol an object over

its course of flicht by plotting s bearing and distance
at frequent wtervals

LEAV: Unmanned airborne vehicle.
PIMS: Unattended MASINT Sensor
Umnientional Radiaton: Passive collectton of unm-

tentional radio-frequency/other radiagion sources ema-
nating from turgets of interest

Glossary &




USAEDS: United States Atomic Energy Detection
System

Live Ulira-violet
U'WH: Lilira Wideband

v

Visibler Refers to the wavelengths of light observable
by the human cve

W

Wavelengtiy: Relers to operating ranve of an optical

HF’H[E:IT!

X

X-ray: Nuclear particle of interest for characterizing
nuclear explosions and materials production

WSE-0579/64 Glossary 7
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