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Unclassified

SCHEDULE Continued

ITEM NO.

SUPPLIES/SERVICES QUANTITY

UNIT

UNIT PRICE §

AMOUNT §

4

0001

ontract is 1o acquire|

Maximum contract value over five years $519,000,000.00

The proposed labor rates for each Task Order issued
under this coniract shall be proposed in accordance with

the contractor's ceiiin

rates for the labor categones

listed in Attachment J.2. Note: Labor rates p

ed for

individual task orders may be discounted from the
contractor ceiling bill rates. In no case shall labor rates or

m?rk up rates for Task Orders exceed the contract ceiling
rates.

ESTS?Ct Type: Indefinite Delivery Indefinite Quantity

Period of Peformance: Base Year plus four option
years,

Government Points of Contact;

(P)(4)

-

Direct Labor (Base Year)
Government Site

Financial Manager - Mid Level

Financial Manager - Senior Level

JCIDS Analyst

Logistics Analyst

Acquisition Specialist - Mid Level
Acquisition Specialist - Senior Level
Collection Manager

Scientist/Modeling Expert

Signature Research Analyst

TECHINT Fusion Analyst - Mid Level
TECHINT Fusion Analyst - Senior Leve]
TECHINT Analyst - Mid Level

TECHINT Analyst - Senior Level
Software Engineer - Mid Level

Software Engineer - Senior Level
Sensor System Developer - Mid Level
Sensor System Developer - Senior Level
Test Engineer

Project Manager

Science & Technology Manager/Systems Engineer
Graphics Developer

Network Engineer

IT Specialist

Web Developer/ Database Administrator
IT Developer

Engineer/Scientist {Radio Frequency Expert)

DELIVERY DATE: 10/29/2010
SHIP TO:;

N/A Services

LO

0.00

0.00
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Unclassitied

SCHEDULE Continued

[TEM NO.

SUPPLIES/SERVICES

QUANTITY

UNIT UNIT PRICE §

AMOUNT §

0002

1001

1002

Period of Pertformance: 10/30/2009 to 10/29/2010
ODC (Base Year)

Travel
Maternials
{Shall be determined per Task Crder)

DELIVERY DATE: 10/29/2010
SHIP TO:
See Schedule

Period of Performance: 10/30/2009 to 10/28/2010

Direct Labor (Option Year 1)
Government Site

Financial Manager - Mid Level

Financial Manager - Senior Level

JCIDS Analyst

Logistics Analyst

Acquisition Specialist - Mid Level
Acquisition Specialist - Senior Level
Collection Manager

Scientist/Modeling Expert

Signature Research Analyst

TECHINT Fusion Analyst - Mid Level
TECHINT Fusion Analyst - Senior Level
TECHINT Analyst - Mid Level

TECHINT Analyst - Senior Level
Software Engineer - Mid Level

Software Engineer - Senior Level
Sensor Sysiem Developer - Mid Level
Sensor System Developer - Senior Level
Test Engineer

Project Manager

Science & Technology Manager/Systems Engineer
Graphics Developer

Network Engineer

IT Specialist

Web Developer/ Database Administrator
IT Developer

Engineer/Scientist (Radio Frequency Expent)

DELIVERY DATE: 10/29/2011
SHIP TQO:
N/A Services

Period of Performance: 10/30/2010 to 10/29/2011

ODC (Option Year 1)

Travel
Materials
{Shall be determined per Task Order)

DELIVERY DATE: 10/29/2011
SHIP TO:

See Schedule

(b)(4)

LO

LO

LO

0.00

0.00

0.00
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0.00

OPT
0.00

OPT
0.00




Unclassified

SCHEDULE Continued

ITEM RO.

SUPPLIES/SERVICES

GUANTITY

UNIT

UNIT PRICE $

AMOUNT $

2001

2002

3001

Period o! Performance: 10/30/2010 to 10/29/2011

Direct Labor (Option Year 2}
Government Site

JCIDS Analyst

Acquisition Specialist - Mid Level
Acquisition Specialist - Senior Level
Collection Manager

Scientist/Modeling Expert

Signature Research Analyst

TECHINT Fusion Analyst - Mid Level
TECHINT Fusion Analyst - Senicr Level
TECHINT Analyst - Mid Level
TECHINT Analyst - Senior Level
Software Engineer - Mid Level
Software Engineer - Senior Leve!
Sensor System Developer - Mid Level
Sensor System Developer - Senior Level
Test Engineer

Science & Technology Manager/Systems Engineer
Graphics Developer

Web Developer/ Database Administrator

ODC {Opticon Year 2)
Travel

Materials
{Shall be determined per Task Order)

JCIDS Analyst

Financial Manager - Mid Leve!
Financial Manager - Senior Level

L ogistics Analyst

Project Manager
Network Engineer
(T Specialist

IT Developer
Engineer/Scientist (Radio Frequency Expert)

DELIVERY DATE: 10/29/2012
SHIP TO:

N/A Services

Period of Performance: 10/30/2011 to 10/29/2012

DELIVERY DATE: 10/29/2012
SHIP TO:
See Schedule

Period of Perdformance: 10/30/2011 to 10/29/2012

Direct Labor (Option Year 3)
Government Site

Financial Manager - Mid Level
Financial Manager - Senior Level

Logistics Analyst

|

(b)(4)

LO

LO

LO

0.00

0.00

0.00

CPT
0.00

OPT
0.00

OPT
0.00
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tnclassified

SCHEDULE Continued

ITEM NO.

SUPPLIES/SERVICES

QUANTITY

UNIT

UNIT PRICE §

ANMOUNT §

3002

4001

Acquisition Specialist - Mid Level
Acquisition Specialist - Senior Level
Collection Manager

Scientist/Modeling Expert

Signaiure Research Analyst

TECHINT Fusion Analyst - Mid Level
TECHINT Fusion Analyst - Senior Leve!
TECHINT Analyst - Mid Level

TECHINT Analyst - Senior Level
Software Engineer - Mid Level

Software Engineer - Senior Level
Sensor System Developer - Mid Level
Sensor System Developer - Senior Level
Test Engineer .

Project Manager

Science & Technology Manager/Systems Engineer
Graphics Developer

Network Engineer

IT Specialist

Web Developer/ Database Administrator
[T Developer

Engineer/Scientist (Radio Frequency Expert)

DELIVERY DATE: 10/29/2013

1SHIP TO:

N/A Services

Period of Pefformance: 10/30/2012 to 10/29/2013

ODC (Option Year 3)

Travel
Materials
{Shall be determined per Task Order)

DELIVERY DATE: 10/29/2013
SHIP TO:
See Schedule

Period of Performance: 10/30/2012 to 10/29/2013

Direct Labor (Option Year 4)
Government Site

Financial Manager - Mid Level
Financial Manager - Senior Level
JCIDS Analyst

Logistics Analyst

Acquisition Specialist - Mid Level
Acquisition Specialist - Senior Leve!
Coliection Manager
ScientistModeling Expert

Signature Research Analyst
TECHINT Fusion Analyst - Mid Level
TECHINT Fusion Analyst - Senior Level
TECHINT Analyst - Mid Level
TECHINT Analyst - Senior Level
Software Engineer - Mid Leve!
Software Engineer - Senior Level

(b)(4)

LO

LO

0.00

0.00

OPT
0.00

OPT
0.00
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Unclassified

SCHEDULE Continued

ITEM NO. SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE $ AMOUNT §

Sensor System Developer - Mid Level
Sensor System Developer - Senior Level
Test Engineer

Project Manager

Science & Technology Manager/Systems Engineer
Graphics Developer

Nelwork Engineer

IT Specialist

Web Developer/ Database Administrator

IT Developer |
Engineer/Scientist {(RHadio Frequency Expen)

DELIVERY DATE: 10/29/2014
SHIP TO:
N/A Services

Period of Perdormance; 10/30/2013 to 10/25/2014

(b)(4) OPT
4002 OODC (Option Year 4) LO 0.00 0.00
Travel
Materials

(Shall be determined per Task Order)

DELIVERY DATE: 10/29/2014
SHIP TO:

See Schedule

Period of Performance: 10/30/2013 to 10/29/2014

PAGE 6 OF 32
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SECTION C
DESCRIPTION/SPECIFICATIONS/WORK STATEMENT

€. 1

The classified Sta

1S 1ncorporate into t 1"5~___cuntract Y rererence.,

(b)(3):10 USC
424
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SECTIOND
PACKAGING AND MARKING

D, 1

Any equipment, parts, material or other deliverables items provided by the contractor shallrbe packaged
and marked with the appropriate commercial packaging to insure safe arrival at the destination.

Each
task order shall contain any specific marking instruction for the packaging.

D.2 The cost of any special packaging, marking, or shipping assoclated with equipment, parts, material

or other deliverables necessary to complete a Task Order shall be reimbursed at cost to the contractor
in accordance with the 0DC mark-up.
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SECTION E
INSPECTION AND ACCEPTANCE

E. 1 52.246-2 INSPECTION OF SUPPLIES--FIXED-PRICE (AUG 1996)
(Reference 52.246-2}
E. 2 52.246~4 INSPECTION OF SERVICES--FIXED-PRICE (AUG 1996)
(Reference 52.246-4)

E. 3 52 .246-5 INSPECTION OF SERVICES--CDOST-REIMBURSEMENT (APR 1984)
(Reference 52 .246-5)

E. 4

INSPECTION AND ACCEPTANCE (IAW FAR 46.401(b) and 46.503)

Inspection and acceptance of the supplies or services to be furnished hereunder shall be made at
destination by the receiving activity. This statement 1s not intended to limit the Government's rights
under applicable inspection clauses.

E.5 CONTRACTING OFFICER REPRESENTATIVE

Designated CORs shall participate in the administration of the Task Orders issued under this contract
by evaluating contractoer performance, inspecting and accepting services for the Government, and
providing a report of inspection as well as contractor performance assessments to the Contracting
Qfficer. This designation does not include authority to direct and/or authorize the contractor to make
changes in the scope or terms and conditieons ¢f the Task Order without written approval of the
Contracting OQOfficer. The contractor shall be notified in writing by the Contracting Cfficer ¢f the
name, duties, and limitaticons of the CDORs by means of the CCOR Designation Letter.

E.6 ACCEPTANCE REVIEW AND QUALITY

The Government shall conduct a review of the contract deliverables for completeness, cerrectness, and
compliance with task order reguirements. Quality assurance standards shall be specified for each task
ocrder and be dependent upon the complexity of the task to be performed.

The Government shall provide written rniotice to the Contractor cof deficiencies or necessary corrections

to deliverables within 30 calendar days of receipt of any one deliverable. This notice shall state the
gction the Government requlires of the Contractor
1in acceordance with provisicons of FAR clause 52.246-20, Warranty of Services,

E.7 QUALITY CONTROL

The Contractor shall maintain a system of guality controcl commensurate with the task orderx
regquirements. At a minimum, historical and in process workloads segregated by task order and general
task category is reqguired. The quality of services perfeormed under this ceontract shall conform to the
highest standards in the industry. The performance standards for each task order shall be specified in
the task order. The Contractor shall immediately notify the COR of problems or situations that could
negatively impact compliance with the provisions of the contract, and the plan the Contractor will
implement to resolve problems,
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SECTION F
DELIVERIES OR PERFORMANCE

F. 1 £2.247-34 F.Q0.B. DESTINATICON (NOV 1891)
(Reference 52.247-34)

F, 2

ORDERING PERIOQD

The contract consists of a base period and four unilateral option periods as shown below: Base Period -
Date of Award through month 12

Option Period 1 - Month 13 through month 24

Option Periecd 2 - Month 25 through month 36

Option Period 3 - Month 37 through month 48

Dption Period 4 - Month 492 through month 60

Each Task Order shall delineate the specific period of performance and/or delivery schedule(s}. Task

Orders issued in Option Period 4 shall not have a period of performance bevond 60 months from date of
task order award.
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SECTION G

(P)(3):P.L. 86- CONTRACT ADMINISTRATION DATA

........

......

......
Ay
......

------
—
_____________
Nyt iy
______
......

""""""""

G. 1 1052.232-90 INVOICE PROCEDURES: ELECTRONIC INVOICING REQUIREMENTI(FEB 2009)

a. Invoices shall be submitted through the Electreonic Invoicing internet website using the grucedures
described at http://www.nsa.gov/business/programs/electronic _invoicing.shtml, unless otherwise
authorized. Access to the Electronic Inveicing website requires an External Certificate
Authority/Interim External Certificate Authority (ECA/IECA) PKI certificate. Information on purchasing
an ECA/IECA certificate is available on the internet at: http://iase.disa.mil/pki/eca/. Contact the .
Flectronic Commerce office at (410) 854-5445 if you need additional informaticn. After cbtaining the
ECA/IECA certificate, contact the Electronic Commerce office to cbtain an account 1f one does not
currently exist. OPTIONAL: The Government requests that concurrent "hard copies®™ of invoices be
submitted in addition to the required electronic invoices. Send one {l) each "hard copy" 1nvoice
concurrently with your electronic inveice, but to the fellowing addressees: COR's and/or C€CQ's Office
{Insert COR or CQ's name, telephone number, internal mailing address, email address} DCAA and/or DCMA
Office {(Insert the cognizant audit or contract management branch and applicable address) b. At a
minimum, all invoices-whether electronic invoice or hard copy-- must contain the following: 1. Name and
address of the contractor. 2. Invoice date and invoice number, 3. Contract, Purchase Order or other
authorization for supplies delivered or services performed (if award is a delivery or job order,
ensure entire contract number - basic award and order number - is ingcluded) 4. Description, qugntitiea
and prices must be described exactly as shown on the contract, including Line Item and Accounting
Classification Reference Number (ACEN) if delineated in the contract. 5. Name of the contractor's
official and address to whom payment is to be sent {(1f other than Electronic Funds Transfer is
authorized.) 6. Shipping/payment terms (date of shipment, address, dis;ﬂunt for prﬂmpt;payment! 7.
Name, title, phone number and mailing address of person to be notified 1in the event of a defective
invoice. 8. Taxpayer Identification Number (TIN), Electronic Funds Transfer (EFT) banking infermation,
and DUNS number. 9. COR name. 10. Any other informaticon or deocumentation required by the contract. c¢.
The contractor 1s authorized to inveilce {insert, as appropriate: "monthly, " "bi-weekly", etc.} 4.
The Contracting Officer’'s Representative (COR) is required to review and approve invoices as part of
the payment process. When invoicing electronically, the identified COR will auvtomatically receive
notification of a pending inveice. If a concurrent hardcopy inveicing has been authorized, prominently
mark all transmittals or envelopes that contain invoice copies "DUPLICATE INVOICE ENCLOSED" for CORs in
order to ensure timely payment. e. Note: Payment approvals under cost reimbursement type contracts,
including and time and materials/labor hour contracts, are considered provisional inveoice approvals
until DCAA or other cognizant government audit authority has determined that the costs and fees under
the contract are valid and allowable., f. Questions regarding payment shall be directed to the Finance
and Accounting Office at (410} 854-7657. {End of Clause)

G. 2

INCREMENTAL FUNDING

Task Orders issued under this contract may be incrementally funded pursuant tec the "Limitation of
Funds" clause, FAR 52.232-22. If incrementally funded, a Task Order shall state the amount obligated
and the estimated date through which the funds will sufficiently fund the Task Order. Additionally,
Firm Fixed Price Task Orders issued under this contract may be incrementally funded pursuant to the
"Limitation of Government QObligation" clause, DFARS 252.232-7007,.

G.3 CONTRACT CEILING

(b)(3):10 USC
The contract ceili ng for the e | L TDIQ - ) - 5519Mi ........................... oY,

G.4 ACCOUNTING AND APPROPRIATION DATA

Accounting and Appropriation Data shall be cited in each Task Order issued under the Basic Contract.
Further, the following information may be provided:

- CLIN, Purchase Request;

- Accounting and Appropriation Data;

- Amount Obligated; and

- Purchase QOrder Number (Task Orders).

G.5 REPORTING ASSQCIATED WITH THE BASIC CONTRACT

The c¢ontractor shall submit various reports to the designated officials threough the electronic mail
system or through other systems that may be designated for that purpose. Contractor personnel
responsible for the administration of this contract shall be able to send and receive electronic
messages, and shall be required to communicate via electronic maill system during the life of the
contract. The email addresses of Government personnel arege provided in this contract. The Government
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may alsc change the designated officials during the life of the cqnﬁfact. The contractor shall be
notified of these changes and provided the email addresses of the new designated officials.

bt

The following represents basic reporting reguirements for | These will vary depending upon the
nature of the individual task orders. The Government will establish an electronic system for all
reporting requirements. This system will be in place and available at time of award. The following
electronic reports are required for the Basic Contract:

{a) For any task order that has ended, the contractor will provide teo the Government an after-action
report that provides status of the deliverables, copies of inveoices to include the final invoice,
clearance report of Government Furnished Equipment (GFE) to include software licenses, names of
personnel who worked on the task order and written confirmation that they have been read off in
accordance with bDoD 5105.21-M-1. Final Report 1is due 60 days from the end of the periocd of performance.

{b) Miscellaneous Special Reports: From time to time the Government may require brief, informal,
special reports or information associated with the overall administration of the Basic Contract. The
Contracting Officer shall notify the contractor's representative of the specific reporting requirements
and establish a mutually acceptable response time and formart.

(c) Compliance with reporting requirements covered by subcontracting plans.

G.6 TASK ORDER TYPES

A task order specifies and authorizes work to be accomplished by the Contracteor to satisfy Government
requirements. Task orders issued under this contract will not be synopsized. Task orders shall be
awarded on the basis of lowest price, technically acceptable; or best value. Task orders may be
terminated for the convenience of the Government, because the time or funds were exhausted, because the

need no longer exists or has changed, or for cause. If the task order is being terminated for default,
the CO shall use due process.

The following are the types of Task Orders that may be issued:

1. Fixed Price: This is a task for which there are reasonably definite requirements, anrd for which
there is one or more tangible deliverable.

2. Cost: This is a task that provides for payment of allowable incurred costs to the extent prescribed
in the contract. They establish an estimate of total cost for the purpose of obligating funds and
establishing a ceiling that the contractor may not exceed without the approval of the CO.
Cost-reimbursable type of contracts are suitable for use when uncertainties invelved in ¢ontract

performance do not permit costs to be estimated with sufficient accuracy to use any type of fixed
#price contract.

3. Time and Materials: This is a task that addresses a reguirement where 1t 1s not possible to define
the work specifically enocugh to permit the development of a firm price estimate. The end product may be
either services to perform specified types of work or the production of piecework. This type of task
order shall be issued with a not-to-exceed ceiling price. vVendor must provide a plan, NLT 180 davs
after contract award, describing what tasks or services may be transitioned from a level of effort
(T&M) to a Firm Fixed Priced performance-based task based on the performance-based attributes. The plan
shall include the workload data required to be gathered in order to develop the measurable performance
standards to be used (i.e., terms of gquality, timeliness, guantity, etc). The plan must address how and
when this transitien will occur and what quality control plan will be used. This plan shall reflect any
changes in the SOW, manpower and cost. It i1s the intent ¢f the Government to provide incentives to the
contractor for transitioning T&M efforts to Firm Fixed Price contracts and when possible,
performance-based efforts that result in savings to the govermnment. As such, contract ¢ost savings
resulting from contractor recommendations contained in a required Transition Plan to Performance Based
Contracts will be shared with the contractor. The exact amount ©f these i1ncentives will be determined
through negotiations with the government.

4. Labor Hours: This is a task that addresses a requirement where it 1s net possible to define the work
specifically enough to permit the develcpment cof a firm price estimate. No materials are necessary in

thg performance of the work. This type of task order shall be issued with a not-to-exceed ceiling
price.

G.7 TASK ORDER OMBUDSMAN

The task crder ombudsman shall be the Deputy HCA as is reguired by FAR 16.505(b) (5) to provide
Contractors with a fair opportunity to be considered for each order under multiple delivery order or
multiple task order contracts.

G.8 PRICING OF ADJUSTMENTS

When costs are a factor in any determination of a contract price adjustment pursuant to FAR 52.243-1,
Changes - Fixed Price, and 52.243-3, Changes - Time and Materials or Labor Hours, such costs shall be
1n accordance with the contract cost principles and procedures in Part 31 of the Federal Acquisition
Regulation {48 CFR 3 1) in effect on the date of the contract award.

G.9 POST-AWARD ORIENTATION CONFERENCE(S)

Pest-award orientation conference(s) may be scheduled immediately following contract award. Any such
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conference(s) will be coordinated by the CO who is located in Arlington, VA. The purpose of the
conference will be to familiarize the Contractor with contract administration precedures, contract
modifications, task orders, reports, invoicing, payment, etc, the Government ordering system and
documents, contract clarifications, contract requirements/expectations, guantities, deliveries, service
and supply respense, communications, etc.

The conference(s) shall be structured to achieve a clear and mutual understanding of all gnntracyual
administrative requirements and to identify any potential problem areas. All costs assuc}ated with the
attendance at this conference shall be incidental teo the contract and not be separately billed.

G.10 CONTRACTING OFFICER’'S REPRESENTATIVE

The Contracting Officer's Representative(s) (COR) will be appointed on a Task Order basis, and will be
identified at the time Task Orders are awarded.

G.11 TRAVEL AND PER DIEM

Travel costs shall be allowed to the extent that they are approved by the COR in advance in writing,
reasonable, allocable, and determined to be allowable under FAR 31.205-46. Travel by air will be
reimbursed at the actual cost incurred and will not exceed the lowest customary standard coach, or
equivalent fare offered during normal business hours. Airfares above the standard airfare may be
allowable if the conditions of FAR 31.205-46(4) are documented and justified. Pursuant to FAR
31.205-46(a)(2)(1), travel costs for lodging., meals, and incidental expenses are limited to the maximum
per diem rates in effect at the time of travel set forth in the Federal Travel Regulation (FTR); the
Joint Travel Regulations, Volume 2, DoD Civilian Perscnnel, BAppendix A; or the Standardized Regulations
(Government Civilians, Foreign Areas), Section 925, "Maximum Travel Per Diem Allowances for Foreign
Areas”, The per diem allowance shall not be allowed when the period of official travel is 10 hours or
less during the same calendar day. Travel by privately owned vehicles will be reimbursed at the
current GSA approved mileage rate., Current travel policy and per diem rates may be obtained at the
following Internet site: https://secureappz.hgda.pentagon.mil/perdiem.

G.12 AWARDING ORDERS UNDER MULTIPLE AWARD CONTRACTS

(a) Fair Opportunity: The ordering activity shall give all multiple award contractors a fair
opportunity to be considered for task order exceeding $3,000, pursuant to the procedures established in
this clause, unless one of the following exceptions applies:

i. The agency’'s need for the services or supplies is so urgent that providing a fair opportunity to all
contractors would result in unacceptable delays;

1i. Only one awardee is capable of providing the services or supplies at the level of guality reguired
because the services or supplies ordered are unique or highly specialized;

iii. The order must be issued on a sole source basis in the interest cof economy and efficiency because
it is a logical follow-on to an order already issued under the contract, preovided that all awardees
were given a fair opportunity te be considered for the original order; or

iv. It 1s necessary to place an order to satisfy a minimum guarantee.

(b} Unless the procedures in paragraph {a) are used for awarding individual orders, multiple award
contractors will be provided a fair opportunity to be considered for each task order using the
following procedures:

i. Work specifications: Upon identification of a requirement, the ordering activity shall specify the
technical reguirements via a delivery or task order performance work specification that will include
the work to be performed, locationi{s) of work, list of equipment to be maintained at each location,
list of deliverables, performance standards, documentation standards, acceptance criteria, performance
schedule, and any special requirements, (i.e., security clearances, deployment, travel, special
knowledge) in sufficient detail to permit accurate estimation of cost, hours. and other resources and
completion date {as applicable) by the contractor{s). The ordering activity shall alsc identify the
type task order recommended, [i.e., Fixed Price (FP), Labor Hour (LH}, Cost], Independent Government
Cost Estimate, proposal evaluation criteria, and a Quality Assurance Surveillance Plan that specifies
(l) all work requiring surveillance:; and {2} the method of surveillance, pursuant to FAR 46.40 1.

11. Request for Proposal procedures. The ordering activity shall provide the Request for Proposal (RFP)
{for the| = ‘IDIQ contract(s) the RFP will be know as Task Order Proposal Reguest (TOPR}), which
includes the work specification, evaluation criteria {(e.g., experience and past performance), and

~deadline for receipt of proposals to every awardee under this contract. The RFP may be provided via

regular mail, electronic majl, facsimile, or by other means as determined by the ordering cofficer. The
RFP shall reguest that contractors submit a firm-fixed price, time and materials, or cost proposal (as
applicable) to perform the services identified in the work specification and may reguest that
contractors provide additicnal capability information, i.e., experience and past performance. The
Contractor's task order proposal shall be delivered to the issuing office by the due date and time
specified on the RFP. In the event a Contractor is unable to propose on a REP, the Contractor shall
notify the government via a "ne bid" email, in writing, prior to the due date/time on the RFP. The
Contractor shall prepare proposals in accordance with the instructions in the RFP.

iii. Evaluation: Award of competitive task orders will be made to the contractor whose proposal is the
most advantageous to the Government based ocn an integrated assessment of evaluation criteria. Each
solicitation will explain the selection criteria that the proposals will be evaluated against and the
order of importance of the criteria. Price or cost and past performance on earlier orders under the
contract, including quality, timeliness and cost contrel will be selection c¢riteria for all orders.
Other criteria on which a selection may be based include, but are not limited to: specific technical
expertise, management apprecach, capacity, optimum technical solution, delivery or performance schedule,
and other factors the CO believes relevant to award of the order.

The ordering activity shall evaluate all proposals received using the evaluation criteria stated in the
RFP. The ordering activity is responsible for considering the level of effort and the labor mix

proposed to perform a specific task being ordered, and for determining that the total price is

PAGE 16 OF 32
Unciassifiod



Urnclassified

reasonable. The ordering activity will then place the order with the contractor that represents the
best value. After award, the ordering activity should provide timely notification to unsuccessful
cfferors. If an unsuccessful offeror reguests information on an award that was based on factors other
than price alone, a brief explanation of the basis for the award decision shall be provided. No work
shall be performed and no payment shall be made except as authorized by a task order.

iv. Contents of Task Orders. Each task order may contain some or all of the following:

Date of order.

Contract number and task order number.

Contract line item number and descripticn, gquantity and praice.

Pelivery/Performance schedule.

Place of performance.

Accounting and appropriation data.

Performance Work Specification.

Service dellverable Summaries, as applicable.

. DD Form 254, Contract Security Classification Specifications, as applicable.

10. Any Government-furnished property. material, equipment, ¢r base support to be made available for
performance under the task order.

11. Generally, task orders will be issued in writing on a DD Form 1155. The Contractor shall nct exceed
the approved task order price, or deliverable schedule without prior written notice, adequate
Justification and written modificaticon to the task ¢rder.

v. Task Order Initiation. Following the execution of the task order, the Contractor shall provide staff
to perform services within the timeframe specified in the task order. As necessary, the Government will
coordinate a kick-off meeting to ensure that there is a clear understanding of the requirements of the
task order. tour of facilities and any other necessary information for task order fulfillment.

vi. Task Order Modification. Upon identification of the need for a change to a Task Order, the
Contracting Officer will issue a Request for Change Proposal action to the Contractor. The Government's
request for a Change Proposal action does not constitute an authorization to start work. A Reguest for
Change Propcsal action may include, but is not limited to, cost and no cost changes, periecd of
performance extensions, within scope changes, shipping or inspecticons changes, etc. The Government will
elther approve the change proposal or enter discussions as soon as practical after
change-proposal-receipt. When reguested, the Contractor shall provide an updated change proposal to
address the results of such discussions. The contractor may commence work in accordance with the
approved task order modification conly after issuance/receipt of the Contracting QCfficer's signed Task
Order modification documentation. '

vii. Task Order Closeout: It is the Government's intention to perform clesecut procedures on an
individual task order basis. The Contractor agrees to perform those internal functions necessary to
support this process in a timely manner. Task order closeout will occur within 60 days after order
completion, or the receipt of final audited indirect rates, whichever 1is later.

viii. Protest of Task Order Award: No Protest under FAR subpart 33.1 is authorized in connection with
the issuance or proposed issuance of an order under a task order contract, except for a protest on the
grounds that the order increases the scope., period or maximum value of the contract; or a protest of an
order valued in excess of $10 million. Protests of orders in excess of $10 million may only be filed
with the Government Accountability Office (GAQ)}, in accordance with the procedures at FAR 33.104. Any
complaints should be filed with the task order ombudeman who will review them and ensure they are
afforded a fair opportunity to be considered.

ix. This clause does not guarantee the contractor issuance of any task order above the minimum
guarantee(s) stated in this contract. The TC RFP dces not commit the Government Lo pay any costs
incurred in the submission of any proposal, nor does it commit the Government to issue a TO for such
services. The government intends for each reguest to be negetiated into a resulting TO; however, there
1s no guarantee that a task order will be issued in every case.

Tolis o BN N W R PUR N

G.1l3 ANNUAL PERFORMANCE ASSESSMENT

The Government will evaluate the Contractor's Performance on task orders and the overall IDIQ contract

on an annual basis. If performance is deemed unacceptable, then the opticon years shall not be
exercised.

G.1l4 1052.242-91 CONTRACTING COFFICER'S REPRESENTATIVE (DEC 2008}

a. The following person is designated as the primary Contracting Qfficer's Representative (COR):
Jeffrey Chock,

b. For guidance from the COR to the contractor to be valid, it must: (1) be consistent with the
Statement of Work in this contract; {2) not constitute new assignment of work or change the expressed
terms, conditions, or specifications incorporated in this contract; {3) not constitute a basis for an
extension t¢ the period of performance or contract delivery schedule; {4} not constitute a basis for an
increase in any CLIN quantities or in the total contract value.

(End of Clause)
G.15% 1052.242-93 LIMITATION OF AUTHORITY (DEC 2008)

a. No person in the government, other than a contracting officer, has the authority to provide
direction to the contractor that alters the contractor’s obligations or changes this contract in any
way. If any person representing the government, other than the contracting officer, attempts to alter
contract obligations, change the contract specifications/statement of work or tells the contractor to
perform some effort, that the contractor believes to be outside the scope of this contract, the
contractor shall immediately notify the contracting officer. Contractor personnel shall not comply
with any order or direction that they believe to be outside the scope of this contract, unless the
order or direction is issued by a contracting cfficer.
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b, Only the contracting officer, or his duly authorized successor, is authorized to take acticn on
behalf of the U.S. Government, which results in changes in the terms of the contract, including
deviations from specificaticons, details, delivery schedules and costs. Any changes in the unit price,
total contract prices, guantity, gquality, or delivery schedule must be approved by the contracting
officer. The contractor should never proceed with any propesed work changes without written authority
or direct instructions from the ceontracting officer; otherwise you risk not being reimbursed. The
authority to change the contract provisions rests solely with the contracting officer.

{End of Clause)

FAGE 18 OF 32
Unclassifiad



Unclassified

SECTION H |
SPECIAL CONTRACT REQUIREMENTS

H., 1

MATERIAL PURCHASES

a. Scope: The Contractor shall purchase materials in support of this contract as approved by the
Government. The only types of material that can be purchased will be defined in the Task Orders. No
item shall be purchased which is outside the scope of this contract. The CO is the only person with
the authority to make a final determination regarding the scope of this contract. If there is any
question regarding the appropriateness of an item to be purchased, the issue shall be directed tec the
CO for prompt resolution. The CC has the authority to determine that an item 1is cutside the scope of
this contract before or after its purchase. The Contracting Cfficer may deny reimbursement for items
determined to be outside the scope of this contract.

b. Direct parts and materials shall be cost reimbursable in accordance with FAR 52.216#7, Allowable
Cost and Payment, with freight costs considered included under FAR 52.216-7(b) {11) (E).

c. The following procedures shall be employed by the Contractor and the COR for all material purchases
not previocusly specified in the task order:

1. The contractor shall make a recommendation to the resident CCR on material purchases.

2. For software and related support services:

i. The Contractor shall perform a review of the Enterprise Software Initiative (ESI) website
(www.esi.mil) to determine if the required hardware, commercial software or related services are
available from Dol inventory {(e.g., Golden Disks and DoD-wide software maintenance agreements).

ii. If the regquired commercial software or related services are neot in the DeD Inventory, and not on an
Enterprise Software Agreement (ESA) listed on the ESI website, the contractor shall annctate request
and recommend alternative acquisition methods. '

iii. If the commercial software or related services are on an ESA, and the terms and conditions and
prices are not the best value to the Government based upon a comparison with alternative acquisition
methods, the contractor shall notify the COR.

3. For hardware purchases:

i. The Contractor shall perform a review of existing Government Wide Acquisition Contracts {GWACSs).
ii. The Contractor shall recommend in writing the best value solution to the Government's requirement.
4. All recommendaticns shall be in writing and predicated upon competitive bids for each purchase
unless sole source or brand name justification is adequately documented or the Government procedures
direct the purchase to a specific source.

5. Even if the Contractor recommends providing contractor-owned material or equipment to satisfy an
action on this contract, the procedures above shall still be followed.

6. In the event of an emergency, the COR may waive some or all of the above procedures and direct the
contractor to recommend the most advantageous solution to the Government. Within one (1) business day,
the COR shall notify the C0 of the actions taken and will regquest a modification to the task order, if
required.

d. The COR shall authorize all purchases under the Task Orders in accordance with purchases previously
authorized by the CO as part of the Task Order award.

e. Documentation: The Contractor shall make available within their IMS all quotes or inveoices for
material purchases to the COR and maintain a record of them during the life of the contract. Prior to
certifying an invoice for payment, the COR shall validate that the purchases were made in accordance
with the task orders. All purchases shall be tracked so0 that accurate inventories are available at the
conclusion of task orders.

f. Use of Refurbished Material: Refurbished material may include parts, egquipment, or components and
may be referred to as refurbished, reconditioned, remanufactured or used. The Contractor shall Jjustify

and document the use of refurbished material. The Contractor shall cbtain written concurrence from the
COR prior to using refurbished material.

H.2 TRAINING

a. The Contractor shall provide fully trained and experienced personnel (including replacement
personnel) for performance on this contract. The contractor shall be responsible for providing
refresher training, re-certification, and additional training for personnel assigned to this contract
during performance. Contractor personnel shall alsc be trained in the reguirements of this contract,
and procedures required for successful performance. Training of persomnnel shall be performed by the
Contractor at his own expense except for the requirements identified by the Government for training to
meet special requirements that are peculiar to a Task Order. Such training shall include, but not be
limited to training for contractor employees consisting of seminars, symposia, O user group
ctonferences. Approval to attend this training will be certified by the COR that attendance 1is
mandatory for the performance of contract requirements. The Contractor shall not use the conferences
scheduled under this contract to provide contractor personnel training without pricr COR approval.

b. Training shall be provided only to personnel assigned to support directly the users of this contract
and shall not be provided to management or support staff, unless specifically appreoved by the CO,

c. When training is authorized by the Government under the conditions set forth above, the Government
shall reimburse the Contractor for tuition and travel (if required) in accordance with the Contractor's
standard accounting/estimating procedures. No profit or overhead shall be applied to any non-laboer
expenses reimbursed for training.

d. Mo training shall be authorized, and the Government shall not reimburse the contractor for expenses
related to training, if funds are not available,

e. The Contractor agrees to reimburse the Government 100% of the training expenses for each employee
who does not remain emploved under the contract for the minimum period of 1 year following said
training unless replaced with an individual who has received equivalent training.
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H.3 PARTIAL/INCREMENTAL FUNDING OF ORDERS

a. Fixed Price task orders or line items on task orders may be partially/incrementally funded. Orders
that are thus funded will include the clause at DFAR Sup 252.232#7007 and/or Alternate I as
appropriate.

b. The contractor shall not work *at risk", i.e., continue execution of the task order ¢r contract line
item when funds are exhausted.

c. When partial funding is anticipated, the contractor shall work with the Government during
negotiations tc establish the funds allotment schedule to be c¢ited in DFAR Sup 252.232-7007(3).

H.4 XKEY PERSONNEL/REPLACEMENT OF CONTRACTOR PERSCNNEL ON THE CONTRACT AND TASK ORDERS

Contract Level

a. The Program Manager shall have full authority to commit the Contractor on matters concerning the
contract, including: negotiating and approving task orders, assigning perscnnel; removing perscnnel;
and taking all actions necessary to ensure contract compliance and proper performance on assigned task
orders.

b. The Program Manager shall be available, as necessary, to respond promptly and fully to the
Government's reguirements.

c. The Government shall not compensate the Contractor for the Program Manager as hourly-rate contract
line items. The Program Manager shall be available for assignment to his contract on the effective
date of the award of the contract, and remaln in that position a minimum of twelve months. The
Government retains all key management decisions, which call for the exercise of personal judgment and
discretion on behalf of the Goverrnment.

d. Employment and staffing difficulties shall not be justification for the Contractor's failure to meet
established schedules, and if such difficulties impair performance, the Contractor may be subject to
default.

e. Key Personnel substitutions shall not nermally be permitted unless such substitutions are
necessitated by an individual's sudden illness, death, termination of employment, changed work
requirements, or substandard employee performance, All proposed substituticons of Key Personnel shall
be submitted, in writing, at least 120 days prior to the substitution. In these cases, the Contractor
shall promptly notify the CO and COR. Each request shall provide a detailed explanation of the
circumstances necessitating the proposed substitution.

Task Qrder Level

a. The key personnel specified in task orders are considered to be essential to the work being
performed hereunder. The Contractor shall designate persons as Key Personnel for individual task
orders 1f appropriate, In the event that Key Personnel are required for a task order, the names of
the perscnnel shall be designated on the task order. Prior to diverting any of the specified
individuals to other programs, the Contractor shall also submit justification (including proposed
substitutions} in sufficient detail to permit evaluation cof the impact on the program.

b. The Contractor shall appoint one Program Manager and a back-up manager, who will be the Contractor's
authorized contact point with the CQ, COR, and the supervisor for Contract personnel assigned to each
Task Order.

c. Certain Task Orders may involve key personnel who are essential to the successful performance of
services and who actively participated in negotiating the Task Order. In those cases, the Contractor
shall name the key perscnnel in the individual Task Order.

d. Employment and staffing difficulties shall not be justification for the Contractor's failure to meet
established schedules, and if such difficulties impair performance, the Contractor may be subject to
default.

e. Key Personnel substitutions shall not normally be permitted unless such substitutions are
necessitated by an individual's sudden illness, death, termination of employment, changed work
regquirements, or substandard employee performance. All proposed substitutions of Key Personnel shall
be submitted, in writing, at least 120 days prior to the substitution. In these cases, the Contractor
shall promptly notify the CO and COR. The Contractor shall submit a written recquest for substitution
on a Task Order to the COR for approval. The Task Order file shall be documented with the approved
change. When the Contractor becomes aware that a task order employee will be, or is unavailable to
work under this contract for a continucus pericd exceeding ten working days, the Contractor shall
immediately notify the COR, and replace such personnel on the eleventh (llth) working day 1f approved
by the COR. The Contractor shall provide personnel who meet or exceed the contractual reguirements

identified in the task order. Replacement personnel shall be cocrdinated with the COR prior to
assignment.

H.5 PERFORMANCE OF WORK IN DANGEROUS AREAS

a. The Contractor shall be responsible for performing all or any designated functions to be
accomplished under this contract during any crisis occurring at the performance site as directed by the
U. 8. authority having operational cognizance over the site, If

the performance site is designated as a "Danger Pay Post® after award, mark-up rates may then be
renegotiated.

b. The Contractor shall:

1. Submit to the Contracting Officer formal company policies and procedures that effectively address
its obligatidons in this clause, and documentation that all employees associated with this contract are
fully aware of those specific policies, procedures and obligations:

2. Obtain, from each employee identified to perform emergency-essential services under this contract, a
written agreement which states that such employee agrees to the obligation imposed by this clause, and,
J. Provide copies of any and all employee agreements to the Government upon reguest.

c. Notwithstanding any other provisicns of this contract, the Contractor agrees that, in the event of
the occurrence of any c¢risis, the Government shall have the unilateral right to extend performance of
this contract under the same terms and conditions as long as the crisis exists.
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d. Contractor personnel assigned tc a c¢risis or danger area are expected to perform assigned duties
under this caontract or any extension thereof. Costs of retrieving contractor personnel and obtaining
replacement personnel shall be the responsibility of the Contractor, except in those instances when an
employee has served the required minimum tour as set forth in the task order. Subject to the
availability of gpace, contractor personnel may be authorized to utilize military aircraft services at
noermal user rates in effect.

e. Where services are performed within a ¢risis or danger area, contractor's employees shall be covered
by the Defense Base Act (42 USC 1651) and the War Hazards Act (42 USC 1701),

H.6 SUBCONTRACTING REQUIREMENTS AND GOALS (Applicable to Large Business Only)

a, The Contractor shall comply with the reguirements of FAR 52.219-9 as supplemented.

b, Assessment of performance shall be based upon the contracteor's annual submissicen of the SF 294 and
SF 295 (if applicable). 1If the first SF 294/295 covers less than six months of perfocrmance, the
Government will not include it in the performance assessment.

¢. DIA's Dverall sSmall Business Goal for 2010 is 23%. 2additional DIA goals regarding small business
are stated below:

See Table 1 cf the Section H in the Tables for RFP Sections G, H, L, & M Attachment

H.7 GOVERNMENT DOWNTIME

Defense Intelligence Agency (DIA) Acguisition Policy Memorandum {(APM}#: APM-002-08 titled "The effect
of Government Closings on Government Contracts® will be the governing directive for Government
downtime. Excepticns may be granted ocn a case by case basis.

a. If necessary, the Government (Installation Commander or desigriee) may decide te close all or part of
a Government installation in response to an unforeseen emergency or similar coccurrence. Sample
emergencies include, but are not limited to, adverse weather (e.g.., snow, flood, etc.), an act of God
{e.g., tornado, earthguake, etc.), or a base disaster {e.g., natural gas leak, fire, etc.).

b. Unless otherwise indicated in the task order, contractor personnel are "non-essential personnel” for
purposes ¢f any instructicns regarding the emergency.

c. Contractor persomnel shall be officially dismissed upon notificaticn of closure in accordance with
paragraph (d) below. They shall promptly secure all Government furnished property appropriately and
evacuate in an expedient but safe manner.

d. With regard tc werk under the contract, the Government shall retain the following rights:

1. The Govermment may grant a time extension in each task order delayed by the closure, egual to the
time of the closure - subject to availability of funds and period cf performance limitations.

2. The Government may forego the work. The Contractor shall not be paid for work not performed.

3. The Government may reschedule the work at a time satisfactory to both parties.

4. The Government may, at its discretion, permit the Contracter to perform at an off#site location
during the period of the Government installation closure if meaningful work can be accomplished. The
Contractor shall certify to the Government by letter within five (5) business days of returning te work
the nature and scope of the work completed off-site. The Contractor shall bhe permitted to bill the
Government at the labor rates i1dentified in the task order.

5. In rare instances, the Government may reguest that the Contractor continue on#site performance
during the Government installation closure period. Such a request shall be subject to agreement by the
Contractor.

e. Government Installation Closure Notification Preocedures:

l. After an official decision to close the installation has been made by the responsihle Government
representative, local radic and television stations shall be notified of the closure.

2. The Contractor is directed to listen to or watch one of the local radio or television stations for
notification of installation closures and delays. Unless otherwise notified by the COR, the Contractor
shall follow instructions for non-essential personnel.

3. The Contractor may not receive any other form ¢of notification of a Government installation c¢losure
from the Government. The Contractor is responsible for notificaticon of its employees.

4. If the decision to close all or part of the Govermnment installation is made during the duty day, and
the Installation Commander's decision is transmitted through official notification channels, the
Contractor shall follow the instructions as given. Contractor personnel shall act in accordance with
the CORs instructions,

£. The Installation Commander may elect to close all or part of the installation for non-emergency
reasons such as energy days, etc. In the event of a non-emergency installation closure, the COR and
the Contractor shall jeintly choose a course cof action within the fellowing options:

1. If there is a need for the service to continue during the installation closure and a Government
employee will be present, the Contractor may continue con-site work. The Contractor shall bill the
Government at the labor rates identified in the task order.

2., If there i1is a need for work during the installation cleosure but access will ncot be available, the
Contractor may work off-site provided meaningful work may be accomplished. The Contractor shall certify
toe the Government by letter within five (5] business days of returning on-site the nature and scope of
the work completed ocff-site. The Contractor shall bill the Government at the labor rates specified in
the task order.

3. If there is no need for the service during the scheduled installation closure, the Contractor shall

not work on-site or off-site, The Government may grant a time extension for each order equal to the
amount cof time of the closure.

H.8 HOLIDAY REIMBURSEMENT

The contractor may be required to work extended hours to perform missicn essential tasks when notified
ty the CCOR. This may include work on holidays,
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H.9 PAYMENT FOR PER DIEM AND TRAVEL

a. When travel may be regquired on a task order, the Government shall include funds in the travel line
item. During the course of performance, the COR shall identify any travel requirements and notify the
contractor in writing.

b. Before undertaking any travel in performance of the Contract, the Contractor shall submit an
estimate for the required travel. The estimate shall include, at a minimum: the number of persons in
the party, traveler name(s), destination, duration of stay. purpose, and estimated cost. Prior to any
travel in performance of this Contract, the Contractor shall have the travel and per diem coordinated
and approved by the COR for that task order. Upon completion of the travel, the contractor shall
invoice for allowable costs and include receipts in accordance with the FTR and/or JTR as applicable.
c. All travel required and approved by the Government shall be reimbursed, at the applicable allowance
amount, as part of the Task Order IAW FAR Part 31.205-46. FAR Part 31.205-46 clarifies which regulation
is applicable to the area of travel. That is, for travel in the Contiguous United States (CONUS)
reference the Federal Travel Regulations (FTR), for travel OCONUS reference the Joint Travel
Regulations (JTR) (Volume 2, Civilian Personnel). Note that the JTR, Chapter 4, Section L "C4554 Per
Diem Rules Concerning Meals"™ contains the feollowing note in subsection B:

NOTE: If all three meals are deductible and provided/consumed at no cost to the traveler only the
incidental expenses for that day ($3 in CONUS, or the lccality incidental expenses (see
http://perdiem/hgda.pentagon.mil/perdiem/pdrates.html) or $3.50 OCONUS} are payable.

d. Contractor perscnnel may be required to travel between multiple places of performance within a task
order.

H.1lD ACCESS TO GOVERNMENT INFORMATION SYSTEMS

a. During performance under Task Orders, the contractor may require access to Government information
systems. These systems may include proprietary, sensitive, or classified information.

b. In addition to meeting the specific reguirements for access to the specific systems or databases,
the contractor shall ensure that all employees requiring access to Government systems meet the security

regquirements as outlined in the DD Form 254 attached to the contract as well as any other contract
provision or attachment.

H.ll DISPUTES RESOLUTION PROCEDURES

The parties agree to use their best efforts to resolve any disputes that may arise without litigation.
If unassisted negotiations are unsuccessful, the parties will use Alternative Dispute Resclutien {ADR)}
techniques in an attempt to resolve the dispute. Litigation will only be considered as a last resort
when ADR is unsuccessful or has been documented by the parties rejecting ADR to be inappropriate for
rescolving the dispute. If the ADR is not successful, the parties retain their existing rights,

H.12 PERFORMANCE METRICS FOR PERFORMANCE BASED TASK ORDERS

a. individual task crders may include performance based incentives based upon objective, i.e.,
measurable, objectives.

b. These incentives, if utilized, shall be incorporated into task order, which will supplement the
basic S00 attached tc the contract. They shall be subject to negotiation,

H.12 FINAL DATA DELIVERY

a. At the end of the contract and at the end of all task orders, the cnntractur_shall provide a digital
copy ©f all the data collected and generated during the performance period within 60 days.
b. This digital copy shall be in a format useable by computers. The data shall be in a Microsoft®

compatible format that can be read and used by the Government software current at the end of the task
order/contract.

c. This data shall be provided with unlimited rights to the Government, that is, without any
copyrights, proprietary rights, or cther contractor restrictive markings unless the contracteor can

justify these markings in accordance with DFAR Sup 252.227-7013, DFAR Sup 252.227-7022, or similar
¢lauses i1ncluded in the contract.

d. The clause at DFAR Sup 252.227-7030 regarding withholding of final payment shall apply.

H.14 BID AND PROPOSAL CQSTS

No bid and proposal costs shall be allowable as a result cf this seclicitation and/or contracts. The

Government shall not pay Contractors' bid and proposal costs for this effort, or any task orders issued
under the basic contracts.

H.15 CONFLICT OF INTEREST

Conflicts of interest shall be addressed 1n accordance with FAR 9.%., The Contractor and any
subcontractor{s) are placed on notice that they may be precluded from participating in competition for
the furnishing of system({s), major component{s}, or other hardware/software resulting from
specifications, statement of work, or other services performed under this contract for a periocd of 24
months after completion of work under any task order.

If requ?red per FAR 9.5, offerors shall submit their QOrganizaticnal Conflict of Igterest.mitigatinn
plan pricor to their proposal submission, or at the time of their proposal submission.

H.16 PROTECTION OF INFORMATION AND NONDISCLOSURE AGREEMENTS

(a) Definitions. As used in this clause only:

PAGE 22 OF 32
Unclassified



Unclassified

(1} Protected Information and Computer Software. Unless specifically excluded by paragraph (2). all
information and computer software, in any form or media, that in the course of performing work under
this contract are disclosed to the Contractor, its subceontractors, or their employees, or tco which
those persons otherwise are given access te, by

(1} DIA,

{11} other Government Agenciles,

(1i1) foreign governments or

(iv) other contractors while directly suppeorting DIA, which is accompanied by written legends
identifying use or disclosure restrictions or discleosed under circumstances that the Contractor knows
are subject to use or disclosure restricticons established in writing by the Government.

(2) Protected Information and Computer Scoftware does not include information that

(i) Has been released to the general public through ne action of the undersigned in breach of this
agreement or through no action of any other party in breach of any other cbhligation of confidentiality
owing to the Government or the owner of the protected informaticn or computer software.

{ii) Has been lawfully obtained by the recipient outside the course of the performance of this
contract.

(iii) Has been properly licensed or provided directly by the owner {or other authorized source) of the
information or computer software to the recipient to the extent so licensed or provided.

{iv) Is owned by the recipient or was developed independently of the disclosure hereunder,

{v) Has been used or disclosed by the recipient in response to an order of a court or administrative
body of competent jurisdiction to the extent permitted by that authority.

(vi) Has been disclosed to the recipient by the Government who has explicitly authorized the recipient
to use or disclose the information for another purpose, to the extent so authorized.

(b) Use and disclosure restrictions. The contractor must use and disclose Protected Information and
Computer Scftware only as necessary for the performance of the requirements of this contract. Protected
Information and Computer Software may not be used or disclosed for any other purpose, including bid or
proposal preparation or business marketing, without the writtfen approval of the Contracting Officer.
Furthermore, unless otherwise directed by the Contracting Officer, the Contractor shall comply with all
restrictions set forth in any legends, licenses or instructions provided to the Contractor or
accompanying Protected Information and Computer Software or other written directives of the Government
known to the Contractor. The use and disclosure obligations imposed by this paragraph shall expire as
follows:

(1} There shall be no expiration date for the following Prctected Information and Computer Scftware:
(i} Technical data or computer software containing Limited Rights, Restricted Rights, Government
Purpose Rights, Special License Rights, or Unlimited Rights legends;

{ii) Information or software marked Limited Distribution {LIMDIS);

{iil) Information or scftware marked Source Selection Information;

(iv} Contract proposal information marked pursuant to FAR 52.215-1{(e) limiting 1ts use for proposal
evaluatlion purposes conly: |

{v) Information and computer software marked Contractor Proprietary or a similar legend;

(vi) Data known by the contractor to be protected by the Privacy Act: and

{(vii) Information and software marked For Official Use Only (FQUQ)}.

(2) For other information or scftware accompanied at time of disclosure by a written legend i1dentifying
use or disclosure restriction time pericds, the expiration date must be as stated in or derived from
the legend.

(3) For all other Protected Information and Computer Software, the expiration date shall be 3 years
from the date the information or scoftware 1is first disclosed tc the contractor.

(C) Unauthorized use or disclosure. The Contractor shall immediately notify the Contracting Qfficer of
any unauthorized use or disclosure known by the Contractor of Protected Information and Computer

Software in vioglaticon of the obligations contained in this clause.

(d) Disposition. At the conclusion of performance of work under this contract, the Contractor shall
immediately return to the Government all Protected Information and Computer Software in its possession,
Furthermore, if an employee ¢of the Contractor who has access to Protected Information and Computer
Software is terminated or reassigned and thus is no longer performing work under this contract, the
Contractor shall immediately returmn all Protected Information and Computer Software in the employee's
pessession. Moreover, if a Contractor's employee is dedicated to support a specific DIA Qffice or
Directorate or DIA program under this contract, but is subsegquently reassigned to support another DIA
OCffice or Directorate or DIA program under this contract, the Contractor shall immediately return all
"protected information or computer software"” in the employee's possession previously furnished by the
prior DIA Qffice or Directorate or DIA program. In lieu of returning Protected Information and Computer
Software, the Contracting Officer or Contracting Officer's representative may authorize rthe destruction
cf the information or the transfer cof the information tc ancother employee ¢f the Contractor working
under the contract. Finally. this clause shall not be interpreted as preventing the Centractor from
retaining records required by statutes or other clauses of this contract, such as FAR 52.215-2 Audit
and Records-Negotiations.

(e) Third party beneficiaries. This clause is executed for the benefit of the Government and the owners
0f Protected Information and Computer software. The Government and the owners of Protected Infermation
and Computer Software (and their delegatees. successcrs and assignees) are third party beneficiaries of
the above obligations who may have additional legal rights not specified in this clause,

[£) Duration. The above obligations imposed by this clause shall survive the termination or completion
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cf this contract.,

(g) Classified information. This clause is in addition to and in no manner abrogateées regquirements,
obligations or remedies regarding the protection of classified information and does not supersede the
requirements of any laws, regulations, other directives or nondisclosure agreements regarding
classified information.

(h) Other restrictions. This agreement does not abrogate any other obligations currently placed upon
the Contractor or which may be imposed upon the Contractor in the fgture by the Government or other
persons; or remedies afforded those persons regarding those obligations.

(1) Nondisclosure agreements. The Contractor shall require and ensure that each of its employees who
may receive or be given access to Protected Information and Computer Software signs a ﬂﬂﬂdlEClGSU?E
agreement attached at Section J.3 of this contract prior to the employee performing work upder this
contract covered by the nondisclosure agreement. The Contractor shall maintain copies of s%gned
nondisclosure agreements for a period of at least three years after final payment under this contract.
At the directicn of the Contracting Officer, the Contractor shall make those agreements avallable for
inspection by the Contracting Officer and furnish the Contracting Officer copies of those agreements at
no additional cost to the Government if requested by the Contracting Officer.

(j} The contractor must include the substance of this clause in all subcontracts under this contract in
which subcontractors may be digsclosed or granted access to Protected Information and Computer Software.
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SECTION |
CONTRACT CLAUSES

I. 1 252.227-7013 RIGHTS IN TECHNICAL DATA--NCNCOMMERCIAL ITEMS (NOV 18955}

(Reference 252.227-7013)

I. 2 252.201-7000 CONTRACTING QOFFICER'S REPRESENTATIVE (DEC 1991)

{Reference 252.201-70D00)

I. 3 252.203-7000 REQUIREMENTS RELATING TO COMPENSATION COF FORMER DOD OFFICIALS (JAN 2009)

(Reference 252.203-7000)
I. 4 252.227-7020 RIGETS IN SPECIAL WORKS (JUN 1995)

(Reference 252.227-7020)

I. 5 252.203-7001 PROHIEITION ON PERSONS CONVICTED OF FRAUD OR QOTHER DEFENSE-CONTRACT-RELATED
FELONIES (DEC 20C8B)

{Reference 252.203-7001)

I. 6 252.227-7021 RIGHTS IN DATA--EXISTING WORKS (MAR 1979}

(Reference 252.227-7021)

I. 7 252.227-7027 DEFERRED ORDERING OF TECHNICAL DATA OR COMPUTER SOFTWARE (APRIIQBB)
{Reference 252.227-7027)

I. 8 252.204-7000 DISCLOSURE OF INFORMATION (DEC 1991)

(Reference 252.204-7000)

I. 9 252.227-7030 TECHNICAL DATA--WITHHOLDING OF PAYMENT (MAR 2000}

{Reference 252.227-7030)

I. 10 252.204-7002 PAYMENT FCR SUBLINE ITEMS NOT SEPARATELY PRICED (DEC 1991)

{Reference 252.204-7002)

I. 11 252.204-7003 CONTROL CF GOVERNMENT PERSONNEL WORK PRODUCT (APR 1952)

(Reference 252.204-7003)

I. 12 252.227-7037 VALIDATION OF RESTRICTIVE MARKINGS ON TECHNICAL DATA {SEP 1899)

{Reference 252.227-7037)

I. 13 252.205-7000 PROVISION OF INFORMATION TO COOPERATIVE AGREEMENT HOLDERS (DEC 1991)

{Reference 252.205-7000)

I. 14 252,228-7003 CAPTURE AND DETENTION (DEC 1991)

{Reference 252.228-7003)

I. 15 252.215-7000 PRICING ADJUSTMENTS (DEC 1951)

{(Reference 252.215-7000)

PAGE 25 OF 32
Unclassified



Unclassified

I. 16 252.231-7000 SUPPLEMENTAL COST PRINCIPLES (DEC 1931)

(Reference 252 _231-7000)

I. 17 252.215-7002 COST ESTIMATING SYSTEM REQUIREMENTS (DEC 20G06)

(Reference 252.215-7002)
T. 18 252 .239-7000 PROTECTION AGAINST COMPROMISING EMANATIONS (JUN 2004)
(Reference 252.239-7000)

I. 189 252.239-7016 TELECOMMUNICATIONS SECURITY EQUIPMENT, DEVICES, TECHNIQUES, AND SERVICES (DEC
1991)

(Reference 252.239-701¢)}

I. 20 252.219-7003 SMALL BUSINESS SUBCONTRACTING PLAN (DOD CONTRACTS) (APR 2007)

(Reference 252.219-71003)

I. 21 252.246-7001 WARRANTY OF DATA (DEC 1991}

{Reference 252.246-7001)

I. 22 252.223-7004 DRUG-FREE WORK FORCE (SEP 1988)

(Reference 252.223-7004)

I. 23 52.202-1 DEFINITIONS {(JUL 2004)

(Reference 52.202-1)

I. 24 252.225-7001 BUY AMERICAN ACT AND BALANCE OF PAYMENTS PROGRAM (JAN 2003)

(Reference 252.225-7001)

I. 25 52.203-10 PRICE OR FEE ADJUSTMENT FCOR ILLEGAL OR IMPROPER ACTIVITY (JAN 1997)

(Reference 52.203-10}

I. 26 252.225-7002 QUALIFYING COUNTRY SOURCES AS SUBCONTRACTORS (APR 2003)

(Reference 252,225-7002)

I. 27 52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL TRANSACTIONS (SEP 2007)

{Reference 52.203-12)

I. 28 252,225-7026& ACQUISITION RESTRICTED TCO PRODUCTS OR SERVICES FROM IRAQ OR AFGHANISTAN (SEP
2008}

(Reference 252.225-7026)

I. 29 52.203-3 GRATUITIES (APR 1984)

{Reference 52.203-3}

I. 30 52.203~5 COVENANT AGAINST CONTINGENT FEES (APR 1984)

[(Reference 52,203-5)
I, 31 52 .203-6 RESTRICTIONS ON SUBCONTRACTOR SALES TC THE GOVERNMENT (SEP 2006)
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{Reference 52,2032-6)

I. 32 52.203-7 ANTI-KICKBACK PROCEDURES (JUL 19985)
(Reference 52.203-7)

I. 33 52.204-2 SECURITY REQUIREMENTS (AUG 1996}

{Reference 52.204-2)

I. 34 §2.209-6 PROTECTING THE GOVERNMENT'S INTEREST WHEN SUBCONTRACTING WITH CONTRACTORS DEBARRED,
SUSPENDED, OR PROPOSED FCOR DEBARMENT (SEP 2006}

(Reference 52.209-6)
I. 35 52.215-2 AUDIT AND RECORDS--NEGOTIATION (MAR 2009)

(Reference 52.215-2)

I. 36 52.217-8 OPTION TO EXTEND SERVICES (NOV 19299)

(Reference 52.217-8)
I. 37 h2.219-14 LIMITATIONS ON SURBCONTRACTING (DEC 19968)

(Reference 52.219-14}

I. 38 £2.219-16 LIQUIDATED DAMAGES--SUBCONTRACTING PLAN (JAN 1399}

(Reference 52 .219-16)

I. 39 952.222-26 EQUAL OPPORTUNITY [(MAR 2007}
(Reference 52.222-26)
I. 40 52.222-3 CONVICT LABOR (JUN 2003)

(Reference 52.222-13)

I. 41 §2.222-35 EQUAL OQOPPCORTUNITY FOR SPECIAL DISABLED VETERANS, VETERANS OF THE VIETNAM ERA, AND
OTHER ELIGIBLE VETERANS. [SEP 2006]

{Reference 52.222-35)

I. 42 52.222-4 CONTRACT WORK HQURS AND SAFETY STANDARDS ACT--OVERTIME COMPENSATION {JUL 2005)

(Reference 52.222-4)

I. 43 52.222-41 SERVICE CONTRACT ACT OF 1965 (NOV 2007}

(Reference 52.222-41)

I. 44 52.222-43 FAIR LABOR STANDARDS ACT AND SERVICE CONTRACT ACT--PRICE ADJUSTMENT (MULTIPLE YEAR
AND COPTION CONTRACTS) (SEP 2009)

(Reference 52.222-43)

I. 45 52.223-6 DRUG-FREE WORKPLACE (MAY 2001)

{Reference 52.223-6)

I. 46 52.224-1 PRIVACY ACT NOTIFICATICN (APR 1984}
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(Reference 52.224-1]

I. 47 $2.224-2 PRIVACY ACT (APR 1984}

(Reference 52.224-2)

I. 48 $2.225-14 INCONSISTENCY BETWEEN ENGLISH VERSION AND TRANSLATION OF CONTRACT (FEB 2000)
{Reference 52.225-14)

I. 4% 52.227-1 AUTHORIZATION AND CONSENT (DEC 2007)

(Reference 52.227-1}

I. 50 §2.228-5 INSURANCE--WORK ON A GOVERNMENT INSTALLATION (JAN 13237)
{Reference 52.228-5}

I. 51 $2.229-3 FEDERAL, STATE, AND LOCAL TAXES (APR 2003)

{(Reference 52.229-3)

I. 52 52.230-2 CO5T ACCOUNTING STANDARDS (OCT 2008)

(Reference 52.230-2)

I. 53 £2.230-3 DISCLOSURE AND CONSISTENCY OF COST ACCOUNTING PRACTICES (QCT 2008)
{Reference 52.230-3)

I. 54 52.230-5% COST ACCOUNTING STANDARDS--EDUCATICNAL INSTITUTICN (CCT 2008}
{Reference 52.230-%)

I. 55 52.232-~1 PAYMENTS (APR 1984)

(Reference 52,232-1)

I. 56 52.232-11 EXTRAS (APR 1984)

(Reference 52.232-11)

I. 57 §2.232-17 INTEREST (QCT 2008)

(Reference 52.232-17}

I. 58 52.232-18 AVAILABILITY OF FUNDS (AFPR 1984}

(Reference 52.232-18)

I. 59 52.232-23 ASSIGNMENT OF CLAIMS (JAN 1986)

(Reference 52.232-23)

I. 60 52.232-28 INVITATION TC PROPQSE PERFORMANCE-BASED PAYMENTS (MAR 2000)

(Reference 52.232-28)

I. 61 52.232-9 LIMITATION ON WITHHOLDING OF PAYMENTS (APR 1984)

(Reference 52.232-9)

I. 62 52.233-1 DISPUTES (JUL 2002)
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(Reference 52.233-1)

I. 63 52.233-3 PROTEST AFTER AWARD (AUG 1996}

{(Refercnce 52.233-3)

I. b4 §2.237-2 PROTECTION OF GOVERNMENT BUILDINGS, EQUIPMENT, AND VEGETATION (APR 1984

{Reference 52.237-2)

I. 65 §2.237-3 CONTINUITY OF SERVICES (JAN 1991)
(Reference 52.237-3)

1. b6b $2.242-13 BANKRUPTCY {JUL 1595)

(Reference 52.242-13)

I. 67 £2.24%-1 GOVERNMENT PROPERTY (JUN 2007)

(Reference 52.24%-1)

I. 68 52.245-2 GOVERNMENT PROPERTY INSTALLATION QPERATION SERVICES (JUN 2007}

(Reference $2.245-2)

1. 69 52.246-25 LIMITATION OF LIABILITY--SERVICES (FEB 1997)

(Reference 52.246-25)
I. 70 1052.231-93 TRAVEL AND PER DIEM(DEC 2008B)

Travel costs shall be allowed to the extent that they are reasonable, allocable, and determined to be
allowable under FAR 31.205-46. Travel by air will be reimbursed at the actual cost incurred and will
not exceed the lowest customary standard coach, or eguivalent fare offered during normal business
hours. Airfares above the standard airfare may be allowable if the conditions of FAR 31.205-46&6(d) are
documented and justified. As prescribed in FAR 31.205-46{a}, travel costs for lodging. meals, and
incidental expenses are limited to the maximum per diem rates in effect at the time of trqvel set forth
in the Federal Travel regulation (FTR); the Joint Travel Regulations, Volume 2, DoD Civilian Personnel,
Appendix A; or the Standardized Regulations (Government Civilians, Foreign Areas), Section 325,
"Maximum Travel Per Diem Allowances for Foreign Areas.”™ The per diem allowance shall not be allowed
when the period of official travel is 10 hours or less during the same calendar day. Travel by
privately owned vehicle will be reimbursed at the current GSA approved mileage rate. Current travel
policy and per diem rates may be obtained at the following Internet site:

http://perdiem. hqgda.pentagon.mil/perdiem/.

(End of Clause)

I. 71 52.216-19 ORDER LIMITATICNS (OCT 1995)

(a) "Minimum order.* When the Government regquires supplies or services covered by this contract in
an amount of less than $50,000.00 the Government is not obligated to purchase, nor 1is the Contractor
obligated to furnish, those supplies or services under the contract.

{b) *"Maximum order.®" The Contractor is not obligated to honor--

(1) Any order for a single item in excess of $20,000,000.00

(2) Any order for a combination of items in excess of or

(3) A series of orders from the same cordering office within 10 days that togetherxr call for
quantities exceeding the limitation in paragraph (b} {1l) or (2) of this section.

(c) If this is a requirements contract (i.e., includes the Reguirements clause at subsection
52.216-21 of the Federal Acquisition Regulatien {(FAR)), the Government is not required to order a
part of any one requirement from the Contractor if that requirement exceeds the maximum-order
limitations in paragraph (b} of this section.

(d) Notwithstanding paragraphs (b) and {(c¢) of this section, the Contractor shall honor any order
exceeding the maximum order limitations in paragraph (b}, unless that order (or orders) is returned
to the ordering office within 3 days after issuance, with written notice stating the Contractor’s
intent not to ship the item {or items) called for and the reasons. Upon receiving this notice, the
Government may acguire the supplies or services from another source.
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(End of Clause)
I. 72 52.222-42 STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES (MAY 1989)
[Reference 52.222-42)

I. 73 52.244-6 SUBCONTRACTS FOR COMMERCIAL ITEMS {(AUG 2009)

[Reference 52.244-6)

I. 74 52.233-4 APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM (OCT 2Q04)

{Reference 52.233-4)
I. 75 §2.227-14 RIGHTS IN DATA--GENERAL (DEC 2007}

(Reference 52.227-14)

»

I. 76 52.225-13 RESTRICTIONS ON CERTAIN FOREIGN PURCHASES (JUN 2008}

(Reference 52.225-13)

I. 77 52.223-14 TOXIC CHEMICAL RELEASE REPORTING (AUG 2003)

(Reference 52.223-14)

I. 78 52.223-13 CERTIFICATION OF TOXIC CHEMICAL RELEASE REPORTING (AUG 2003)

(Reference 52.223-13)

I. 79 52.211-5 MATERIAL REQUIREMENTS (AUG 2000)
(Reference 52.211-5)

I. 80 62.246-20 WARRANTY OF SERVICES {MAY 2001}

(Reference 52.246-20)

I. 81 52.232-25 PROMPT PAYMENT (OCT 200B)

(Reference 52,232-25)

1. B2 52.217-9 QPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(Reference 52.217-9)

I. B3 52.216-22 INDEFINITE QUANTITY (QOCT 1995}

{a) This is an indefinite-quantity contract for the supplies or services specified, and effective
for the period stated, in the Schedule. The guantities of supplies and services specified 1n the
Schedule are estimates only and are not purchased by this contract. .

(b} Delivery or performance shall be made only as authorized by orders issued in accordance with the
Ordering clause. The Contractor shall furnish to the Government, when and if ordered, the supplies or
services specified in the Schedule up to and including the quantity designated in the Schedule as the
"maximum.” The Covernment shall order at least the quantity of supplies or services designated in the
Schedule as the "minimum. " _

(c) Except for any limitations on guantities in the Order Limitations clause or in the Schedule,
there is no limit on the number of orders that may be issued, The Government may issue orders
requiring delivery to multiple destinations or performance at multiple lcocations.

{d} Any order issued during the effective period of this contract and not completed within that
period shall be completed by the Contractor within the time specified in the order. The contract
shall govern the Contractor’'s and Government’'s rights and obligations with respect to that crder to
the same extent as if the order were completed during the contract’ s effective period; provided, that

the Contractor shall not be required to make any deliveries under this contract after (See Section F.2
of the contract),.
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(End of Clause)

I. 84 52.216-18 ORDERING {OCT 1995)

(a) Any supplies and services tc be furnished under this contract shall be ordered by i1ssuance of
delivery orders or task orders by the individuals or activities designated in the Schedule. Such
orders may be issued from 10/30/2009 through 10/29/2014.

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In
the event of conflict between a delivery order or task order and this contract, the contract shall
control .

(c) If mailed, a delivery order or task order is considered Trissued" when the Government deposits

the order in the mail. Orders may be issued orally, by facsimile, or by electronic commerce methods
cnly if auvthorized in the Schedule.

{End of Clause)
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SECTION J
LIST OF ATTACHMENTS

Department of Defense Contract Security Classification Specification (DD FORM 254)
J.2 Section B Contractor Pricing Tables

J.3 Non-Disclosure Agreement
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ATTACHMENT J.1

DI-09-003vDEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING L
CONTRACT SECURITY CLASSIFICATION SPECIFICATION a F#‘-‘-;"é?ecc::lhﬁiﬁNCE REQUIRED
0
{The requirements of the DoD Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED
to all securnity aspects of this effort. Top Secret o
: ' 3. THIS SPECIFICATION IS: (X and compiete as applicable
a. PRIME CONTRACT NUMBER z. ORIGINAL {Corrpiete cate in aif cases)
HHM402-10-D-0006 _ 20080708
b. REVISED (Supersedes af ] REVISION NO.
pravious Specs)
c. SOLICITATION OR GTHER NUMBER | DUE DateyYYyMMDD) t. FINAL (Complete ltem 5 in of cases) —
238/0027A09 20090930

4. 1S THIS A FOLLOW-ON CONTRACT?
Classified materisl received or generated under

§. IS THIS A FINAL DD Form 2547
in responsa to the contracior's request dated

YES NO. i Yes, complete the following:
(Preceding Coniract Number) is transferred o this foliow-on contract.

YES ﬂ NO. H ves, complete the following:
, hatantion of the classified matenal is suthonzed for the pefiod of this Contract

6. CONTRACTOR (include Comvmercial and Governmert Entity (CAGE) Code)
&. NAME. ADDRESS, and ZiP CODE

b. CAGE CODE . COGNIZANT SECURITY OFFICE (Name, Address, and Zip Cooe)

Scitor Corporation Defense Security Service
1911 N. Fort Myer Drive 05482 241 18th Street South, Suite 100A
Sth Floor Arington, VA 22202
Arington, VA 22209 (703) 602-9086

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE {Name, Addrass. and Zip Code}
MN/A - N/A . INSA

8. ACTUAL PERFORMANCE — - e EP——

a. LOCATION T b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Addres, and 2ip Code)
See Block 13 N/A, N/A

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT : Procurement will provide support required by DiA’s Science and Tecinoiogy Office to
sustain its responsibilities 10 manage and execute its mission utilizing Operation and Maintenance (O&M), testing/assessrments of

prototype technologies, procurement, and Research and Development {R&D) efforts.

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES “ 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
n. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X a. HAVE ACCESS TO CLASS!H-IED INFORMATION ONL DTHER

CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY
b. RESTRICTED BATA L | X b RECENE CLASSIFIED DOCUMENTS ONLY 1
¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | C. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA - d. FABRIGATE. MODIFY. OR STORE CLASSIFIED HARDWARE X

#. INTELLIGENCE INFORMATION - HH s. PERFORM SERVICES ONLY -

X
(1) Sensiive Compartmentes Wrformation {SCI) {. HAVE ACCESS 10 U.S. CLASSIFIED INFORMATION OUTSIDE THE U S, X
PUERTO RICO. U.S. POSSESSIONS ANDC TRUST TERRITORIES
{2) Non-SCi T - __—H_X 1 §. BE AUTHORLZED TO USE THE SERVICES OF DEFE CHNICAL N X
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTIONCENTER
{. SPECIAL ACCESS INFORMATION X | h. REQUIRE A COMSEC ACCOUNT - ] X
9. NATO INFORMATION X . HAVE TEMPEST RECQUREMENTS X -
h. FOREIGN GOVERNMENT INFORMATION n . HAVE DPERATIONS SECURITY {OPSEC) REGUIREMENT X
1. LIMITED DISSEMINATION WNFORMATION k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
— —— —#_ al—
J FOR OFFICIAL USE ONLY mNEORMATION

1. OTHER (Speciy) Precontract Award access 10 Clasaifed is not reyuired.

X
Classified ADP processing will be involved. All provisionsof ICD
k. OTHER {Specty) X {intallfigence Community Directive) 503 "Policy for Information {
See Biock 13 Technology Systems Security Risk Managaement, Certification |

and Accreditation™and DOD information Technology Security
Certfications and Accreditation Process apply.

DD FORM 254, DEC 1999 PREVIOUS EDITION IS OBSOLETE.




(b)(3):10 USC
424 -

12. PUBLIC RELEASE. Any intormation (Classified or unciassfiad) pertaining 10 tha contract shall not be reieased for public dsSeminahion Bxcept 85 providad by the indusinel Security Manusl
of unie3s t has been approved for pubhc release by 3 nate LS. Govermment authority. Pru!:_m'eﬁ publc releases shall be subrmitted for spproval pnor 10 relasse

Direct X Through (Speciy)

The Contracting Officer Representative (DT/COR): | NQO PUBLIC RELEASE OF SCI IS AUTHORIZED. Requests for
other than SCI must be approved through the DT/COR and appropriate channeis to the Directorate for Freedom of Informatian and Secunty Review,
Office of the Assistant Secretary of Defense (Public Affairs)* for review. * |n the case of non-DoD User Agencies, requests for disclosure shall be
submitted to that agen

13. SECURITY GUIDANCE: | _ '
The Security classification guidance needed for this classified effort is identified befow. If any difficulty is encuunt_ered in applying this
guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encpuraged
to provide recommended changes; to challenge the guidance or the classification assigned to any information or matenal ﬁershep or
generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below. Pending
final decision, the information involved shall be handied and protected at the highest level of classification assigned or recommended.
Security Classification guidance: DoD Instruction C5240.08, 7 December 2005.

Ail appiicable provisions of DoD 5220.22M and its supplements apply.

The Contractor will be required to have a Top Secret Facility clearance granted by the Defense Security Service (DS3) prior to contract implementation.
See Attached Security Addendums

Ba. Contract performance and access to classified material is restricted to DIA, other U.S. Government-controfied .fac:ilitiea. and SCIF # AF-01-283. The
using contractor or U.S. Govemment activity will provide security classification guidance for the performance of this contract.

10a. Contractor must forward request for COMSEC materialfinformation through Cantracting Officer Representative. The contractor is govemned by
DoD 5220.22-M, Chapter 9, Saction 4 “Communication Security (COMSEC)™ and NSA/CSS Policy Manual 3-16. Access 1o COMSEC matenial is

| restricied to US Citizens holding a final US Government security clearance. Such information is not releasabie 10 personnel holding only reciprocal

clearance. Prior approval from the Government Contracting Agency is required in order for a prime contractor to grant COMSEC access 1o a

subcontractor, Contractor must comply with DIA/DS guidelines. The NSA Centrat Office of Record has primary responsibility for the auditing of afl

COMSEC material governed by the DoD 5220.22-M.

10b. Access to Restricted Da
(b)(3):10 coordinated through DIAL lin conjunction with DOE. Contractor must be approved by the appropriate government agent, and follow the

USC 424 | ‘guidelines as outlined in DoD Directive 5210.2 and §220.22-M. Contractor personnel must have a final 'Q’ clearance issued by the Department of

be required as determined by DOE andl ] . (b)(3):10 USC 424

10¢. The contractor requires access 1o CNWDI to facilitate performance of this contract. The Contracting Officer Representative or designated
representative will ensure the contractor securty supervisor is briefed for access to CNWDI. Access o requires a final U.S. government Secret or Top
| Secret clearance, depending upon material to be accessed, and must be coordinated through DIAL _lin-canjunctiocn with DOE. Contractor must

prior to access. Contractors shall not disciose CNWDI to subcontractors without the prior written approva! of the Contracting Officer. Additionaily, DO
may require a ‘Q’ facility clearance or equivalent, as determined by the DOE. Additional briefings may be required as detlermined by DOE and

(b)(3):10
USC 424~

Energy {DOE) prior to access. Additionally, DOE may require a 'Q' facility clearance or equivalent, as determined by the DOE. Additional briefings may

be required as determined by DOE and |

.........

_ i LD)3): 10 USC
See Block 13 Continuation 424

14. ADDITIONAL SECURITY REQUNREMENTS. Requirements, n sddition to iSM requirements, are established for this contract. n Yes - No

{if Yos, dontly the pertinant contraciugl ciauses in i coniract document Isel, Or Drovide an appropriate statement which identifies the aoditional requeermants. Provide
@ copy of the requyr ements [0 the cognizant security office. Use item 13 § acgitional Space is needed.)

Access to intelligence information requires a special briefing and a final U.S. Govemment ciearance at appropnate level for access.
Foreign nationals are prohibited from access {o any classified information. Prior approval of Contracting Officer is required for
subcontracting coordination through the COR, = e (B)(3):10 USC 424

| Yes | | No

- e R TTTE I,

15. INSPECTIONS. Elemants of this contract are cutsice the inspaction responsibilty of the cogmzant security oifice.

ﬂ""f‘:l-l explain and iventiy speciic areas or plements carved ol and the activity responsibi for inspecions. Lise ltem 13 I adowional space i neeoed.)
This DD254 and all associated work are “carved out” from DS oversight and inspection.

18. CERTIFICATION AND SIGNATURE. Security requirements stated herein art compiete and adequate for sifeguanding the classified information b De released or gensrated under this
claasified effort. Al _ r ~aclal named below,

: b TIILE [ ¢ TELEPHONE |
d. ADDRESS (k. "T17. REQUIRED DISTRIBUTIO

1 RACTOR _—
- SUBCONTRACTOR

Adington, VA 22201-5300
e. SIGNATURE

. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

. U.S ACTIVITY RESPONSIBLE FOR QVERSEAS SECURITY ADMIMIS TRATION
0. ADMINISTRATION CONTRALCTING OFFICER
{. OCTHERS AS NECESSARY:

DD FORM 254 (BACK), DEC 1969

b)(3):10

be approved by the appropriate government agent, and foilow the guidelines as outlined in DoD Directive 5210.2 and 5220.22-M. CNWOI information—] ISC 424

(b)(3):10
USC 424



Block 13 Continuation (pg. 1)
Contract #: HHM402-10-G-0008

10e. (1) See attached SCI| Release of Intelligence Information for additional security requirements. Access to inteliigence
information requires SC! indoctrination and a final Top Secret U.S. Government clearance. Contractor will require access
DCID 6/6 “Security Controls on the Dissemination of Intelligence Information,” and DCID 6/1 “Security Policy for SC| and
Security Policy Manual.” For SCI Requirements: The contractor must provide individuals who are able to achieve and
maintain the adjudicative standards set forth in the Intelligence Community Directive (ICD) Number 704 “Personnel
Security Standards And Procedures Governing Eligibility For Access To Sensitive Compartmented Information And Other
Controlled Access Program Information,” for continued employment. As a further enhancement of security measures, for
the protection of classified information, the Contractor agrees to permit necessary polygra ph interviews on Contractor
personne! having access to National Security information (NS1) under this contract. It is understood that the polygraph
interview will be limited to counterintelligence issues.

10e. (2) See attached Non-SCl Release of intelligence Information for additional security requirements. Contractor will
require access to ICD 710 “Classification and Control Markings System™ (11 SEP 2008)." For Non-SCl Requirements:
Secret: All contractor personnel assigned under this contract must possess a current Secret security clearance. Personnel
are required to sign a non-disclosure statement. DA Security Office will provide personnel security guidance for the
performance of this contract. As a further enhancement of security measures, for the protection of classified information,
the Contractor agrees to permit necessary polygraph interviews on Contractor personnel having access to National
Security Information (NSI) under this contract. It is understood that the polygraph interview will be limited to
counterintelligence issues.

10f. The DIA SAP Program Manager is responsible for contract access for all DIA SAP material. Access to Special
Access Information requires a final U.S. Government clearance at the appropriate level or as identified by the Special
Program Manager for each, appropriate, Special Access Program. The contractor must coordinate with SAP Program
Manager, through the CO/COR, prior to access. They must adhere to the special access requirements/procedures
developed by the SAP Office of Primary Responsibility. SAP Program Manager must approve all such accesses. If a SAP
subcontract is awarded, it is the prime contractor's responsibility to incorporate the additional security requirements in the
subcontract. Authority for access must be obtained from the DIA SAP Program Manager.

10j. FOR OFFICIAL USE ONLY INFORMATION (FOUQ): The Contractor is authorized and may have access to
UNCLASSIFIED information/material identified as "For Official Use Only" (FOUQ). The contractor is prohibited from
further disclosure/dissemination of this information without the expressed written authorization of DIA. FOUQO information
provided under this contract shall be safeguarded as specified in DoD 5200.1-R *Information Security Program, January
1997°, and may be supplemented by DIA. In addition, contractors or subcontractors must obtain written approval from the
DIA CO/COR/COTR or DIA Office for Congressional and Public Affairs (CP) prior to posting any unclassified information
that was provided to them by DIA on any Web site or the Internet. This will also apply to any acknowledgement of
association between the contractor/subcontractor and DIA.

10k. Before an employee departs, the contractor will ensure the employee goes through DIA SSO to be debriefed and
return all badges to Personnel Security. Failure on the part of the contractor for not ensuring their employee is properly
debriefed will result in a security violation against the company.

All classified visit requests by contractors shall be forwarded to the COR for approval and need-to-know certification
before being sent to the facility to be visited.

The COR must be notified and approve the receipt and/or generation of classified infformation under this contract.

All classified information recetved and/or generated under this contract is the property of the U.S. Government regardless

of proprietary claims. Upon completion or termination of this contract, the U.S. Government will be contacted for
destruction or disposition instructions.

11c. All classified information received and/or generated under this contract is the property of the U.S. Government
regardiess of proprietary claims. Upon completion or termination of this contract, the U.S. Government will be contacted
for destruction or disposition instructions. All contractor classifications must be derived from existing classification source
documents. The contractor cannot act as an Original Classification Authority. In the absence of a more specific localized
guidance, the contractor can refer to and be guided by DoDI C-5240.8, 7 December 2005. The contractor is not
authorized to release U.S. Government classified material to any activity or person, including subcontractors without the
COR's written approval. Only with the expressed permission of the COR may the contractor reproduce any classified
materials. All requirements for the control and accounting for original documentation and copies apply.

11d. Classified hardware will consist of servers and workstations, printers, networking components, and workstations to
support development, anaiysis, testing and production within the contractor's secure facility.



fBlock 13 Continuation (pg. 2)
Contract #: HHM402-10-D-0(06

11h. Contractor must forward request for COMSEC material/information through Contracting Officer Representative. The
contractor is governed by DoD 5220.22-M, Chapter 9, Section 4 "Communication Security (COMSEC)". Access to
COMSEC material is restricted to US Citizens holding a final US Government security clearance. Such information is not
reieasabie to personnel holding

only reciprocal clearance. Prior written approval from the Government Contracting Agency is required in order for a prime |
| contractor to grant COMSEC access to a subcontractor.

11i. The contractor shall not process classified information by electrical means prior to a CSO TEMPEST evaluation of the
equipment/systems and facility, and written CSO certification that the facility meets CSO TEMPEST criteria. In order to
expedite the TEMPEST evaluation, the contractor shali provide a list of equipment, to include model number, which is
associated with the processing of classified information. In addition, the estimated percentage of classified information
processed, cable/conduit runs, a floor plan layout that depicts placement of equipment in relation to other rooms,
equipment distances from walls or uncontrolled areas, and physical security being afforded the equipment both during
processing and after hours. The above TEMPEST evaluation and CSO approval will not be required if previous CSO
approval can be furnished and is no more than 2 vears old. The existing approval must be for processing information at
the same or higher level and at the same facility and items of equipment.

11j. OPSEC requirements apply. The contractor will reference & comply with DoD 5205.2 “DoD Operations Security

Program,” for guidance on operations security (OPSEC) requirements, plus any additional supplements that may be
added by DIA on a case-by-case basis.

11k. The GCA must obtain written approval from the Commander, Defense Courier Service, Attn: Operations Division,
Fort George G. Meade, MD. 20755-5370. Only certain classified information qualifies for shipment by DCS. The GCA is

responsible for complying with DCS policy and procedures. Prior approval of GCA is required before a Prime Contractor
. can authorize a subcontractor to use the services of DCS.

111. Contractors shall provide all cleared employees with security training and briefings commensurate with their
involvement with classified information. The contractor shall provide 2ll cleared employees with some form of security
education and training at least annually. Refresher training shall reinforce the information provided during the initial
security briefing and shall keep cleared employees informed of appropriate changes in security regulations. Contractors
shall maintain records about the programs offered and employee participation in them. Contractors may obtain defensive
security, threat awareness, and other education and training information and material from their CSA or other sources.

Contract Expiration Date: 29 OCT 2010 [Option Year 1: 29 OCT 2011}{Option Year 2: 29 OCT 2012}
[Option Year 3: 29 OCT 2013}{Option Year 4: 29 OCT 2014) |




|

1Attachment |

Release of Non-SCI Intelligence Information to DOD Contractors

ATTACHMENT TO DD FORM 254 FOR CONTRACT NO: HHM402-10-D-0006

- CONTRACT EXPIRATION DATE: 29 OCT 2010  [Option Year 1: 29 OCT 2011][Option Year 2: 29 OCT 2012

[Option Year 3: 29 OCT 2013][Option Year 4: 2% OCT 2014]

I. Requirements for access to non-SCI:

Any collateral classified and/or proprietary sensitive information obtained by contractors on behalf of DIA's
mission, will only be discussed or processed in facilities approved by DIA leadership. At no time, will such
information be discussed or shared with unauthorized contractors. All DIA contractor employees will be required to
sign a DIA Non-Disclosure Agreement stating the same,

All intelligence material released to the contractor remains the property of the US Government and may be

withdrawn at any time. Contractors must maintain accountability for ail classified intelligence released into their
custody.

The contractor must not reproduce intelligence material without the written permussion of the onginating agency

through the contracting officer’s representative (COR). If permission is granted, each copy shall be controlled in the
same manner as the onginal.

The contractor must not destroy any inteiligence material without advance approval or as specified by the
contracting officer’s representative {COR). (EXCEPTION: Classified waste shall be destroyed as soon as
practicable in accordance with the provisions of the Industrial Security Program).

The contractor must restrict access to only those individuals who possess the necessary security clearance and who
are actually providing services under the contract with a valid need to know. Further dissemination to other
contractors, subcontractors, other government agencies, private individuals or organizations 1s prohibited unless
authonzed in writing by the originating agency through the COR.

The contractor must ensure each employee having access to intelligence material is fully aware of the special
security requirements for this matenal and shall maintain records in a manner that will permit the contractor to
furnish, on demand, the names of individuals who have had access t¢ thus matenal in their custody.

Intellipence material must not be released to foreign nationals or immigrant aliens whether they are consultants, US
contractors, or emplovees of the contractor and regardless of the level of their security clearance, except with

advance written permission from the originator. Requests for release to foreign nationals shall be initially forwarded
to the contracting officer’s representative and shall include:

i. A copy of the proposed disclosure.
u. Full justification reflecting the benefits to US interests,

1. Name, nationality, particulars of clearance, and current access authorization of each proposed forcign
national recipient.

Upon completion or termination of the classified contract, or sooner when the purpose of the release has been
served, the contractor will return all classified intelligence (furnished or generated) to the source from which

recetved unless retention or other disposition instructions (see DCID 6/1) are authorized in writing by the COR, and
a Final DD254 is generated,

The contractor must designate an individual who is working on the contract as custodian. The designated custodian |
shall be responsible for receipting and accounting for all classified intelligence material received under this contract.
This does not mean that the custodian must personally sign for all classified material. The inner wrapper of all
classified material dispatched should be marked for the attention of a designated custodian and must not be opened
by anyone not working directly on the contract.




2.

3.

Within 30 days after the final product is received and accepted by the procuring agency, classified intelligence
materials released to or generated by the contractor, must be returned to the originating agency through the
contracting officer’s representative unless written instructions authorizing destruction or retention are issued.
Requests to retain material shall be directed to the COR for this contract in writing and must clearly indicate the
justification for retention and identity of the specific document to be retained.

Classification, regarding, or declassification markings of documentation produced by the contractor skall be
consistent with that applied to the information or documentation from which the new document was prepared. If a
compilation of information or a complete analysis of a subject appears to require a security classification other than
that of the source documentation, the contractor shall assign the tentative security classification and request
instructions from the contracting officer’s representative. Pending final determination, the matenial shall be

safeguarded as required for its assigned or proposed classification, whichever is higher, until the classification is
changed or otherwise vernfied.

Intelligence material carries special markings. The following is a list of the authorized control markings of intelligence

matenal:

a.

“Dissemination and Extraction of Information Controlled by Orniginator {(ORCON).” This marking i1s used, with a
security classification, to enable a continuing knowledge and supervision by the originator of the use made of the
information involved. This marking may be used on intelligence, which clearly tdentifies, or would reasonably
permit ready identification of an intelligence source or method, which is particularly susceptible to countermeasures
that would nullify or measurably reduce its effectiveness. This marking may not be used when an item or
information will reasonably be protected by use of other markings specified herein, or by the application of the
“need-to-know™” principle and the safeguarding procedures of the security classification system.

*Authorized for Release to (Name of Country(ics)/International Organization.” The above is abbreviated “REL
" This marking must be used when it is necessary to identify classified intelligence matenal the US

government originator has predetermined to be releasable or has been released through established foreign
disclosure channels to the indicated country(ies) or organization.

The following procedures govern the use of control markings.

a.

Any recipient desiring to use intelligence in a manner contrary to restrictions established by the control marking set
forth above shall obtain the advance permission of the originating agency through the COR. Such permission applies
only to the specific purposes agreed 1o by the originator and does not automatically apply to all recipients,
Originators shall ensure that prompt consideration is given to recipients’ requests in these regards, with particular

attention to reviewing and editing, if necessary, sanitized or paraphrased versions to derive a text sutable for release
subject 1o lesser or no control markings.

The control marking authorized above shall be shown on the title page, front cover, and other applicable pages of
documents, incorporated in the text of electrical communications, shown on graphics, and assoctated (1n full or
abbreviated form) with data stored or processed in automatic data processing systems. The control marking also
shall be indicated by parenthetical use of the marking abbreviations at the beginning or end of the apropriate

portions. If the control marking applies to several or all portions, the document must be marked with a statement to
this effect rather than marking each portion individually.

The control markings shali be individually assigned at the time of preparation of intelligence products and used in
conjunction with security classifications and other marking specified by E.O. 12958 and its implementing secunty

directives. The marking shall be carried forward to any new format in which the same informationis incorporated
including oral and visual presentations.

Request for release of intelligence material 1o a contractor must be prepared by the contracting officer’s representative (COR)
and submitted to the Senior Intelligence Officer or his designated representative. This should be accomplished as soon as

possible after the contract has been awarded. The request will be prepared and accompanied with a letter explaining the
requirernents and copies of the DD Form 254 and Statement of Work.



Attachment 2

RELEASE OF SENSITIVE COMPARTMENTED INFORMATION (SCI) INTELLIGENCE
INFORMATION TO US CONTRACTORS

ATTACHMENT TO DD FORM 254 FOR CONTRACT NO: HHM402-10-D-0006
NUMBER OF SCI BILLETS AUTHORIZED: As Required

CONTRACT EXPIRATION DATE: 29 OCT 2010 [Option Year 1: 29 OCT 2011}|Option Year 2: 29 OCT 2012}
[Option Year 3: 29 OCT 2013][Option Year 4: 29 OCT 2014}

The Director, DIA has exclusive security responsibility for all Sensitive Compartmented Information (SCI); classified material
released to or developed under the contract ard held within the Contractor SCI Facility (SCIF). DoD 5105.21-M-1, (SC1
Administrative Security Manual), DCID 6/1, DCID 6/3, DCID 6/4, DCID 6/6, DCID 6/7, DCID 6/9, National Industrial Security
Program Operating Manual (NISPOM), DoD 5220.22-R (Department of Defense Industrial Security Program) and will comply with
all regulations/manuals/directives stated therein which provide the necessary security & classification guidance for personnel,
information, physical, AIS, and technical security measures and is a part of the SCI security specifications for the contact. Inquiries
pertaining to SCI classification guidance determination or interpretations shall be directed to the Contracting Officer /Contracting
Officer Representative (CO/COR) identified in Block 12 of the attached DD254.

1.  Requirements for access to SCI:

a. All SCI will be handled in accordance with special secunity requirements, which will be furnished by the designated
responsible special security office (SSO).

b. SCI will not be released to contractor employees without specific release approval of the oripinator of the material

as outlined in governing directives; based on prior approval and certification of “need-to-know" by the designated
contractor,

c. Names of contractor personnel requiring access to SCI will be submitted to the contracting officer’s representative
(COR) for approval. (The contracting officer’s representative is identified in Block 12 of the DD Form 254.) Upon
receipt of written approval from the COR, the company security officer will submit request(s) for special
background investigations in accordance with the NISPOM, to the Defense Industrial Security Clearance Office

(DISCO). A copy of the personnel secunty questionnaire (SF-86) should be forwarded to the DIA Personnel
Security Office.

d. Inquines pertaining to classification guidance on SCI will be directed through the CSSO to the responsible COR as
indicated on the DD Form 254,

¢. SCI fumished in suppor of this contraci remains the property of the Department of Defense (DoD) department,
agency, or command originator. Upon completion or cancellation of the contract, SCI furnished will be returned to
the direct custody of the supporting SSO, or destroyed IAW instructions outlined by the COR.

f.  SCI will be stored and maintzined only in properly accredited facilities at the U.S. Government's location, and SCIF
#: AF-01-283.

g The DIA Security Office will recognize the above noted expiration date as the completion date for the contract. The
DIA 5CI security office will initiate action 10 debrief contractor personnel with access 1o this contract unless

extensions or modifications 10 the contract are received by the DIA SCI security office no later than 30 days after
the established completion date.

h. The contractor is governed by DCID 6/4, ‘Personnel Security Standards and Procedures Governing Eligibility for
Access to Sensitive Compartmented Information (SCI)’ and as may be supplemented by DIA. Although contractor
personnel may be eligible for access to SCI or currently possess an SCI personnel security clearance with another
non-DIA agency, contractor personnel performing on this contract must be adjudicated by DIA] ‘pnnrto ~ (b)(3):10 USC

having access to SCI information retained by DIA, unescorted access to DIA spaces, and receipt of a DIA issued 424
contractor badge. The contractor will identify in writing, contractor personnel assigned to this contract by NAME,

SSN, Date of Birth and Place of Birth, and provide this documentation to the CO/COR identified in paragraph 3,

above. The CO/COR will forward a copy of this documentation to DIAl for adjudication. Thi

documentation will be marked and protected under the Privacy Actof1974. 424

1. Electronic processing of SCI must be accomplished on equipment accredited in accordance with DoD §105.21-M-1,
DIAM 50-4, DCID 6/3, and the Joint DoDIIS Cryptologic SCI Information Systems Security Standards.

2. The contracting officer’s representative (COR) will:




a. Review the SCI product for contract applicability and determine that the product is required by the contractor 0
complete contractual obligations. Afier the COR has reviewed the SCI product(s) for contract applicability and
determined that the product is required by the contractor to complete obligations, the COR must request release from
the originator through the Intelligence Division. Originator release authority is required on the product types below:

i. Documents bearing the control markings of ORCON, PROPIN.
n. GAMMA controlled documents.
iit. Any NSA/SPECIAL marked product.

iv. All categones as listed in DoD 5105.21-M-1.

b. Prepare or review contractor billet/access requests to insure satisfactory justification (need-10-know) and
completeness of required information.

c. Approve and coordinate visits by contractor employees when such visits are conducted as part of the contract effort.

d. Maintain records of all SCI material provided 10 the contractor in support of the contract ¢ffort. By 15 January
(annually), provide the contractor, for inventory purposes, with a complete list of all documents transferred by
contract number, organizational control number, copy number, and document title.

e. Determine dissemination of SCI studies or materials originated or deveioped by the contractor.

f  Within 30 days after completion of the contract, provide written disposition instructions for all SCI matenial
furnished to, or generated by, the contractor with an information copy to the supporting SS0.

g. Review and forward all contractor requests to process SCI clectronically to the accrediting SSO for coordination
through appropriate SCI channels.

h. Request for release of intelligence material to a contractor must be prepared by the contracting officer’s
representative (COR) and submitted to the DIA Senior Intelligence Officer or his designated representative. This
should be accomplished as soon as possible after the contract has been awarded. A letier explaining the requirement
shall be attached to the request along with a copy of the DD Form 254 and the Statement of Work.

The contractor will inform the CO/COR and the DIA SCI security office at least 20 working days in advance of any business
visits that will involve the passing of access from one location to another. (Note: Emergency exceptions will be handled on a
case-by-case basis.) The CO/COR will certify need-to-know and approve passing of clearances by DIA SCI security offices.

SCI with restrictive caveats will be released to the contractor only when the originator's approval has been obtained. All other
SCI may be released to the contractor on approval by the CO/COR. The contractor will not release SCI to any personnel
without prior approval from the CO/COR.

Transporting of SCI on commercial aircraft is only authorized by an exception waiver issued by the DIA Senior Intelligence
Officer (SIO).

The contractor is authorized direct communications with the designated CO/COR and the DIA SCI secunty office in all
matters pertaining to SCI requirements. The CO/COR identified in Block 12 of the DD254 will receive a copy of any
correspondence, which may have an impact upon the contractor's ability to perform under this contract.

On receipt of any SCI that impacts the cost of the contract, the contractor will inform the CO/COR, who, in tum, will notify

the Contracting Officer/Activity prior to expending additional funds. The DIA SCI security office will receive a copy of this
cost modification as well.

Contractors who have TOP SECRET/SCI access may have unescorted access to a government facility, including Government
Owned Contractor Operated (GOCO) facilities, and may be permitted to work alone inside the facility without the
requirement for the presence of a U.S. Government employed representative provided all PROPIN, ORCON, GAMMA,
SIOP, CNWDI, Law Enforcement Sensitive {LES) and other special program materials are secured to preclude contractor
access to this material, or a non-disclosure form is signed by the contractor(s) w/ written approval of the originating agercy,
or 1f a U.S. Government employee (military or civilian) is on-site at the time.

Electronic processing of SCI must be accomplished on equipment accredited in accordance with DoD 5 105.21-M-1, DIAM
50-4, DCID 6/3, and the Joint DoDIIS Crypwologic SCI Information Systems Security Standards.
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Security Addendum - SCIF
As Applied to Contract
HHM402-10-D-0006
Dated: 8 JUL 2009
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The private use of classified information is not permitted except in furtherance of a lawful and authorized Gumment
purpose.

Security briefings will be in accordance with the NISPOM, and/or other appropriate direcuives, (DoD 5105.21-M-1). In all
cases, the employee will be briefed on his’her obligation to safeguard the information. The employee/contractor will be
debriefed according to the applicable regulations when the access is terminated and/or no longer has the need-to-know.

The Special Security Officer/Contractor Special Security Officer, (§SO/CSSO) will maintain records, by nane and title, of
all employees and authonized visitors who have access to the classified and/or intelligence material. The SSO/CSSO wili
confirm that all employees/visitors are appropriately cleared and authorized, prior to gaining access to the matenal.

ALL MATERIALS GENERATED BY THE CONTRACTOR (including but not limited to correspondence, drawings,
models, mockups, photographs, schematics, status, progress, and special reports) will be classified according to its own
content and/or by special instructions i1ssued by the CSA, Contracting Officer or his/her duly appointed representative,

Special instructions and controls for the handling, processing, storing, and transmission of classified information and matenal
are provided in the appropriate regulations, manuals, or directive. The documents are identified as follows: DIAM (58-Series
Manuals) and DIA Desk Reference Guide to Executive Order 12958.

The contractors will not release classified and/or intelligence material to any activity, employee, or other person not directly
engaged in providing under this contract unless specific written authorization for such release is received from the CO/COR.

This prohibition precludes release without written authority to another contractor or subcontractor, Government agency,
private individual, or organization.

Unclassified information released or generated under this contract will be restricted in its dissemination to contractor and

Guw.?rnmenl personnel involved in the contract. Release in open literature or exhibition of such information is strictly
prohibited without permission of the CO/COR.

Intelligence matenial, whether or not bearing control markings, will not be released to foreign visitors, foreign nationals, or

immigrant aliens regardless of their position or level of their security clearance, except with the specific permission of the
originating agency.

1Ices, to include radio frequency (RF) or infrared (IR) to
and xentify the device(s), the planned use purpose or scope

....................

......
.................

. The contractor will comply with DIA policy, and policy as may be revised, regarding the use of Personal Ekctronic Devices

(PED) within DIA accredited spaces. Should the contractor be within spaces belonging to another agency (host), the
contractor will comply with the host requirement. A PED is any electronic device that receives, transmits, stores, processes,
records audio/visual, scans, or otherwise is capable of manipulating information in any form. A PED includes but is not
limited to cellular telephones, cameras, pocket scanners, voice recorders, pagers, and computers.

. Except m the case of an emergency, the contractor will not allow another program either SCI or collateral, 0 co-utilize the

SCIF pe cstablishment of a Co-Utilization Agreement (CUA). The CUA must be reviewed and approved by
DiA - prior t0 the introduction of the outside agency personnel or material. In the case of an emergency, the
contractor rnust contact DIA‘ ~ thenextduty day. (b)(3):10 USC

Classified and/or intelligence related material released to or generated by the contractor may be destroyed locally by the
contractor. Sur.:h destruction will be in accordance with the applicable regulations: DoD 5105.21-M-1 or Chapter 5, Section 7,
NISPOM, utilizing destruction procedures, devices, methods, or equipment approved by the National Security Agency.

By virtue of access to SCI and/or intelligence material, contractor employees may have restrictions placed on them for
foreign travel in or through designated countries or geographic areas. The contractor shall be responsible for exercising



adequatc supervision to assure that employees are willing to comply with notification requirements for anticipaed and
completed foreign travel.

15. Subcontracting this contract or any portion thereof of this contract requires the contractor to sponsor the subcorntractor and be
approved by the CO/COR. The prime contractor must complete a separate DD 254. Additionally the subcontractor must have
a final facility clearance issued by Defense Security Service (DSS) or other U.S. Government agency authorized to 1ssue
¢quivalent clearances.

16. Contractors are prohibited from having access to “PROPRIETARY INFORMATION” (abbreviated PROPIN o PR), and
“DISSEMINATION AND EXTRACTION OF INFORMATION CONTROLLED BY ORIGINATOR" (abbreviated
ORCON)]) unless in compliance with one of the following:

a. The originating agency of the PROPIN and ORCON provides written consent to the accessing contractor, and the
accessing contractor agrees in writing with the originating agency not to divulge, use, or otherwise reiease PROPIN
and ORCON. The originating agency of the PROPIN and ORCON is responsible for identifying and marking
PROPIN and ORCON. The CO/COR is responsible for identifying marked PROPIN and ORCON information
within their contro! and initiating the request and release documentation between the originating agency owning the
PROPIN and ORCON and the accessing contractor. If the originating agency of the PROPIN and ORCON fails to or
denies access to the accessing contractor, or if the accessing contractor fails to or does not agree to not to divulge,
use, or otherwise release the PROPIN and ORCON, then the CO/COR is responsible for denying PROPIN and
ORCON access until the appropriate documentation has been completed. Contractors, who intentionzlly obtan
access to PROPIN and ORCON without the required documentation, may be subject to civil and criminal hiabilities
and penalties as provided by law. US Government employees who reiease PROPIN and ORCON, whether

intentionally or accidentally to unauthorized contractors, are subject to civil and criminal liabilities and penalties as
provided by law, or

b. A US Government employee (military or civilian) is on-site, when contractor access to PROPIN or ORCON 1s
possible or available.

17. The contractor must comply with Foreign Ownership, Control or Influence (FOCI) restrictions and notifications as outlined
2 the NISPOM.

18. If the contractor identified in DD 254, Block 6a. is identified as a being under FOCI by Defense Secunty Service (DSS), a
favorable National Interest Determination (NID} must be completed as outlined within the NISPOM prior to the contractor
being awarded the contract and having access tc PROSCRIBED INFORMATION. PROSCRIBED INFORMATION
wncludes COMSEC, Sensitive Compartmented Information, Critical Nuclear Weapons Design Information, Restricted Data,
Formerly Restricted Data, TOP SECRET, Special Access Programs, other classified information, and other Executive Branch
Departments and Agencies for classified information under the cognizance of such.

19, Thc contractor may introduce but is not aur.hnnzed to activate or use any wire]css transmission dmces mt}m any DIA

Special Secunty Ofﬁcers may require more stnngc:nt standards which must be complied with. If the cuntracmr 1s located

within another agency's facility or accredited facility, the contractor will comply with the other agency’s policies regarding

the introduction, activation or use of any such device. The Director, National Intelligence (DNI) may by policy, directive or

other means, bar the introduction of any wireless transmission device into any SCIF area afier the date of this contract.

Should this occur the DNI policy will automatically supercede this paragraph and if the wireless device is siill required to be

introduced into the SCIF area, justification and a waiver request must be submitied to - \foradetermination.  (P)(3):10 USC

20. Contractors who anticipate a change of name and/or ownership, must notify the CO/COR in writing upon consideration of
the proposed change. Changes may affect facility clearances which may affect continuance of the contract.

21. A sccurity review of this DD Form 254 is required during the different stages of the contract or any revision of this contract.

The CO/COR will provide the contractor with applicable changes in security requirement(s) by issuing a revised DD Form
254,

22. If th? contractor requires the construction of a Sensitive Compartmented Information Facility (SCIF), the contractor is
required to submit a copy of DCID 6/9, An ixed Facility Checklist (FFC), and Dol> 5105.21-M-1, Appendix J,

2L 10 USC ______________________________________ TEMPEST Addendum tothe FFC, to DIAY for review and approvat prior to initiating construction. If the contractor

424 possesscs an accredited SCIF where the work 'Mll be accomplished, the contractor must contact DIA to determine (b)(3):10
if 2 Co-Utilization Agreement (CUA) is required or other documentation is necessary. If the[contractor possesses a previously — USC 424
accredited SCIF, the contractor will submit the FFC and TEMPEST Addendum to the FFC to DIA for review and

approval. In all cases, the SCIF must be accredited prior to the introduction of Sensitive Compartmented Information.



23. The contractor will not make any modifications to a DIA accredited SCIF without first consulting with DIAF ko0
submitting appropriate page changes to the FFC and TEMPEST Addendum to the FFC, and obtaning from DI
in writing, approval for such modifications. Modifications include but are not limited to expanding or decreasing SCIF
perimeter size, changes to the Intrusion Detection System, changes to the telephone system, relocating the SCIF, installing
doors, installation of any transmitter devices (including RF alarm systems), or any other action which could affect the
physical security or Inspectable Space Determination (TEMPEST) of the SCIF. Minor modifications, such as sub-dividing 2
room within a SCIF to form two rooms, may be reported after the fact.

24. Prior to any processing, the contractor will comply with obtaining and receiving Automated Information Systems (Computer)
(b)(3):10 USC accreditations with DIA- |as outlined in DCID 6/3 and as may be supplemented.

AD4 e

25. The contractor will reference DoD 5105.21-M-1 for initial guidance on TEMPEST requirements. Contact the DIA-
TEMPEST Team for more information regarding specific TEMPEST requirements and Inspectable Space Determunation.

(b)(3):10 USC
26. If the contractor is utilizing any encryption to transmit any classified information, the encryption must have prior approval of 424

the National Security Agency (NSA). Use of commercially available encryption is prohibited for the transmission of any
classified matenal.

27. If the contractor requires access to JWICS/INTELINK at the contractor site, the contractor must establish a COMSEC
account with NSA prior to installation. The contractor through the CO/COR, must submit a concept of operations to JWICS
for review and approval prior to installation and connectivity. DIA retains full responsibility for the secure
operation of the connectivity, and protection of classified material on the systern. The CO/COR will ensure mit the concept
of operations includes how access to all Proprietary Information (PROPIN), ORCON, GAMMA, Law Enforcement Sensitive
(LES), and other special program materials are secured to preclude contractor access to this matenal.

(b)(3):10 US
ADL

NOTE: CONTRACTORS, PLEASE GO THROUGH YOUR CONTRACT MONITOR/CONTRACTING OFFICER
REPRESENTATIVE (CO/COR) PRIOR TO CONTACTING THE OFFICES BELOW,

J1A Points © 3oL F + ir
(b)(3):10 USC  DJA
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ATTACHMENT J.2
Scitor Corporation On-Site Rates for

Jption uption Jption Jption
Period #1} Period #2 | Period #3 | Prriod #4

Labor Category
inancial Manager - Mid Level

inancial Manager - Senior Level
CIDS Analyst

ogistics Analyst

Coitection Manager (b)(4)
cientist/Modeling Expert

ECHINT Fusion Analyst - Mid Level

ECHINT Fusion Analyst - Senior Level

ECHINT Analyst - Mid Level

ECHINT Analyst - Senior Level

oftware Engineer - Mid Level

oftware Engineer - Senior Level

ensor System Developer - Mid Level

ensor System Developer - Senior Level
Test Engineer
Project Manager
cience and [echnology Manager/>ystems
Engineer
Graphics Developer
Network Engineer
IT Specialist
Web Developer/Database Administrator
[T Developer
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ATTACHMENT J.2
Scitor Corporation Oft-Site Rates for

Labor Category Base Year | Period #1 | Period #2 | Period #3 | Period #4

Financial Manager - Mid Level

Financial Manager - Senior Level W
JCIDS Analyst B

ogistics Analyst

(b)(3):10 USC
......... 424

Acquisition Specialist - Senior Level
Collection Manager
Scientist/Modeling Expert
ignature Research Analyst
TECHINT Fusion Analyst - Mid Level
ECHINT Fusion Analyst - Senior Level
ECHINT Analyst - Mid Level
ECHINT Analyst - Senior Level
oftware Engineer - Mid Level
oftware Engineer - Senior Leve!
ensor System Developer - Mid Level
ensor System Developer - Senior Level
est Engineer
roject Manager
cience and [echnology Managerioysiems
Engineer
Graphics Developer
Network Engineer
IT Specialist
Web Developer/Database Administrator
T Developer
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Attachment J.3
HHM402-10-D-0006

NON-DISCLOSURE AGREEMENT

Defense Intelligence Agency

[This agreement is to be signed by all contractor employees who in the course of performing
contract work for DIA may be disclosed, or have access to, Protected Information and Computer
Software as defined below.]

1, _____, the employee of Scitor Corporation understand
in the course of my work for the Defense Intelligence Agency (DIA) under Contract Number
HHM402-10-D-0006 that Protected Information and Computer Software may be disclosed to me
and | may otherwise have access to such items on DIA information technology networks or in DIA
workspaces. [ agree to abide by all terms and obligations contained in this agreement regarding the
protection of such items.

1. Defimtion.

a. Unless specifically excluded by paragraph 1.c, “Protected Information and Computer
Software” means all information and computer software, in any form or media, that in the course of
performing work for the DIA under vanous contracts are disclosed to me, or to which | am
otherwise given access to, by (i) DIA, (i1) other government agencies, (1t} foreign governments or
(1v) other contractors while directly supporting DIA, which is accompanied by written legends
identifying use or disclosure restrictions or disclosed under circumstances that I know are subject to
use or disclosure restrictions established in writing by the Government.

b. Protected Information and Computer Software includes by way of illustration, but 1s not
limited to: (i) intelligence products and data marked Limited Distribution (LIMDIS); (ii)
information marked For Official Use Only (FOUQ); (ii1) personnel data protected by the Privacy
Act; (1v) data, information and material (including software documentation and computer databases)
of a technical, scientific, or government predeliberative nature; (v) contractor proposals, acquisition
plans, government cost estimates, draft statements of work, source selection plans, and evaluations
of contractor proposals; (vi) financial and management data used for contract award or
administration purposes; (vii) test reports; (viil) government requirements documents; (ix) financial
statements and reports; (x) manpower reports; (xi) planning, cost and program development
documents, resource forecasts, National Intelligence Program/Military Intelligence Program
(NIP/MIP) data, Program Objective Memorandums (POM), Program Budget
Submissions/Intelligence Program and Budget Submissions (PBS/IPBS), Congressional Budget
Justification Books/Congressional Justification Books (CBJB/CIB), President’s Budget
Submissions, Program Budget Decisions (PBD), and Five Year Plans; and (xii)computer programs,
source code, source code listings, object code listings, design details, algonthms, processes, flow

charts, formulae, and related material that would enable the software to be reproduced, recreated, or
recompiled.
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Attachment J.3
HHM402-10-D-0006

c. Protected Information and Computer Software does not include information that:

(1) Has been released to the general public through no action of the undersigned in breach of
this agreement or through no action of any other party in breach of any other obligation of

confidentiality owing to the Government or the owner of the protected information or computer
software;

(2) Has been lawfully obtained by the recipient outside the course of the performance of a
govermment contract;

(3) Has been properly licensed or provided directly by the owner (or other authorized source)
ot the information or computer software to the recipient to the extent so licensed or provided;

(4) Is owned by the recipient or was developed independently of the disclosure hereunder;

(5) Has been used or disclosed by the recipient in response to an order of a court or
administrative body of competent jurisdiction to the extent permitted by that authority; or

(6) Has been disclosed to the recipient by the Government who has explicitly authorized the
recipient to use or disclose the information for another purpose, to the extent so authorized

2. Use and Disclosure Obligations. I will use and disclose Protected Information and

Computer Software only as necessary for the performance of the requirements of this
contract under which the information or computer software is furnished. I understand

Protected Information and Computer Software may not be used or disclosed for any other
purpose, including bid or proposal preparation or business marketing, without the written
approval of the cognizant government contracting officer. Furthermore, unless otherwise
authorized by the cognizant government contracting officer, I will comply with all restrictions
set forth in any legends, licenses or instructions provided to me or accompanying Protected
Information and Computer Software or other written directives of my employer or the
Government known to me. The use and disclosure obligations imposed by this paragraph
shall expire as follows:

a. There shall be no expiration date for the following Protected 1nformation and Computer
Software: (i) technical data or computer software containing Limited Rights, Restricted
Rights, Government Purpose Rights, Special License Rights, or Unlimited Rights legends; (ii)
information or software marked Limited Distribution (LIMDIS); (iii) information or software
marked Source Selection Information; (iv) contract proposal information marked pursuant to
FAR 52.215-1(e) limiting its use for proposal evaluation purposes only; (v) information and
computer software marked Contractor Proprietary or with a similar legend; (vi) data known

by me to be protected by the Privacy Act; and (vii) information marked For Official Use Only
(FOUO).

b. For other information or software accompanied at time of disclosure by a written legend
identifying use or disclosure restriction time periods, the expiration date shall be asstated in

or derived from the legend.
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¢. For all other Protected Information and Computer Software, the expiration date shall be
3 years from the date the information or software is first disclosed to me.

3. Unauthonzed Use or Disclosures. [ will immediately notifty my employer of the circumstances
of any unauthorized use or disclosure known to me of Protected Information and Computer
Software in violation of the oblipations contained in this agreement.

4. Disposition. At the termination of my employment or when I no longer perform contract work
for DIA, I agree to immediately return (or destroy if directed by my employer) all Protected
Information and Computer Software in my possession. Furthermore, if [ am dedicated to support a
specific DIA Office or Directorate or DIA program and am reassigned to support another DIA
Office or Directorate or DIA program, [ will immediately return (or destroy if directed by my
employer) ali Protected Information or Computer Software in my possession previous!y fumished
by the prior DIA Office or Directorate or DIA program.

5. Duration. The above obligations imposed by this agreement shall survive termination of my
employment or the expiration or termination of the this contract under which the protected
information or computer software was furnished to me,

6. Classified Information. This agreement is in addition to and in no manner abrogates
requirements, obligations or remedies regarding the protection of classified information and does
not supersede the requirements of any laws, regulations, other directives or nondisclosure
agreements regarding classified information.

7. Other Restrictions. This agreement does not abrogate any other obligations currently placed
upon me or which may be imposed upon me in the future by my employer, DIA or other entities; or
remedies afforded those entities regarding those obligations.

8. Copy Provided. I acknowledge I have been provided a copy of this agreement.

i

Signature ‘Date
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