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Lab76 will provide a one stop shop for links to demo sites, dev apps and 

a developer portal for key documents to start development 

 

•GitLab is exposed for source control 

•RedMine is exposed for task management 

•Jenkins is hooked into GitLab for automated deployments 

•Single sign-on for registration for access to all apps 

•Training videos for using dev apps and configuration 

•Access to EzBake API for dev starter kit 

 

 



Page  UNCLASSIFIED 10 



Page  UNCLASSIFIED 11 

Security Coordination Ctr 

IAAS 

SAAS 

PAAS 

DoDIIS App 
Engine 

COMPUTE 

STORAGE 

DTE 

AML 

EMT 

ADV (SVCS) 

IAAS ABSTRACTION LAYER 

NRE 

CIO3 

IAA 

CIO1 

CTO/CIO2 

CTO/CIO2 

CTO/CIO1 

CTO/CIO2,3 

CIO3 

JWICS 

                  AGENCY FRAMEWORK     DAE 

S
E

R
V

IC
E

S
 –

 D
A

T
A

S
E

T
S

 -
 S

O
F

T
W

A
R

E
  

IC ITE Ecosystem 

Via CSB As Agency: 

• Ensure conformance with IC ITE 

• Manage the agency IT Dollars (Mission & Commodity)  

• Define as an Agency Investments that answer strategy 

• Clean up current DIA Capability Portfolio 

A 

B C 



Page  UNCLASSIFIED 12 

App App App App App App App App App App App App App App App App App App 

ASIB ASIB 

Economies of Scale 

NEW 

NEW 

NEW 

NEW 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

? 



Page  UNCLASSIFIED 13 

DIA DAE Ingredients 
 

•Software 
• Sw1xxx 
• Sw2xxx 
• Sw3xxx 

•Services 
• Serv1 
• Serv2 
• Serv3 

•Database  
• DB1 
• DB2 
• DB3 

 

App1 

App2 
App3 

App4 

App5 

App6 

App7 

App8 

App9 

Web App2 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App3 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App5 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App6 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App8 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App9 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Refactoring/Revise (DAE): PaaS Re-hosting: IaaS 

Common 

API 

Web App2 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

API 

Rebuild: PaaS/IaaS 

Web App2 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App3 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App5 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App2 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App6 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App8 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App2 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App3 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App5 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

Web App2 
 

•Software 
• Sw1xxx 
• Sw2xxx 

•Services 
• Serv1 
• Serv2 

•Database  
• DB1 

A B C 



Page  UNCLASSIFIED 14 

Authentication, Authorization & Auditing (IAA) 

Infrastructure Abstraction Layer 

 
NSA 

 
 
 
 
 
 
 

 
CIA 

 
 
 
 
 
 
 

 
NGA 

 
 
 
 
 
 
 

 
NRO 

 
 
 
 
 
 
 

Today DIAS 

DoDIIS  
 

GovCLD IaaS 
 

 
 

C2S IaaS 
 
 

 
DTE Utility CLD 

 

Database 

Software 

Service 1 

Service 2 

Software 

Database 

Service 1 

Service 2 

Software 

Database 

Service 1 

Service 2 

Software 

Database 

Service 1 

ABR 

Service 3 Service 3 Service 3 GMAE 

 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
  

EMT: Service Catalog 

Desktop Environment (DTE) IC ITE Compliant Browser 

Joint Store Front 

(AML) 

ABR 

GMAE 

GovCLD 

C2S 

Desk side Support 

Password Repair 

 
DIA 

 
 
 
 
 
 

REVISE / 

REFACTOR 

(PaaS) 

REHOST 

(IaaS) 

RETAIN 
(Legacy 

Infrastructure) 

ONBOARD VIA THE 

DODIIS APP ENGINE  

RETIRE 

REBUILD 

(PaaS/IaaS) 

A 

C 

B 



Page  

Normalize 

Enrich 

Store Retrieve 

Discover Ingest 

Users 

Applications 

Other Agency 

Data Layers 

Subscribers 

Document 

Source 

Relational 

Source 

Imagery Source 

(Metadata + Link) 
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Services 

The Data Layer provides DIA’s portfolio 

of enterprise data to consumers across 

the Intelligence Community.  

 

The value of information contained in 

the standardized ingestion is: 

• content normalization 

• data enrichment such as gazeteering 

and entity extraction.  

 

In addition to data ingestion, 

standardization, discovery and retrieval, 

the Data Layer: 

 

•Acts as a steward for enterprise data 

and serves as a policy enforcement 

point. 

•Add significant value to DIA’s 

information holdings. 

•Allows content owners to recall or 

revise information shared through the 

data layer. 

High Level Operational Concept Graphic 
Data Layer 

 

Validation 

UNCLASSIFIED 15 



Page  

COMPUTE ANALYTIC 

UNCLASSIFIED 16 

Data Data Data Data 

Data Data 

EDA 

ABR 
GMAE 

 
 
 
 

Raw 
Collection 

DIA 
NGA 
CIA 
NSA 
NRO 

Pressure Wave (PWV) 
 

A P P S 

MapReduce : processing large data 
sets with parallel, distributed 
algorithm on a cluster 
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C2 C1 
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ABR as query 
app in the AML 

ABR as batch 
service 

GMAE as batch 
service 

PWV– Storage IC consumer 
data; analyzed, raw, etc. 

Agency unique capabilities/applications requiring more 
involved (CRUD) create, read, update and delete operations, 
to enhance the viewing, searching and changing of 
information.   
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IC ITE Public Storage 
C2S AWS S3  
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GovCLD Utility Cloud 
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• Tokenize 
• Parse 
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Apps Mall 

DoDIIS Storage 
 
 
 
 
 
 
 

May still require to store data in DoDIIS 
Infrastructure, because: 
• Of capacity challenges 
• Data titles and authority’s 

Data Component  

-specific to GovCloud's 

"Data Services”  

E3 

Storage Component- Place to put data objects with a 
unique id for later retrieval - safely stored in multiple 
places with high availability 
• Similar but Different: IC-GovCioud (PWV) and C2S 

(AWS S3)  
• Security Model differs: Smart Data vs. "Account 

Owner" (resp.)  
• i.e. Anyone with the right attributes vs. only the 

owning "account" 

Pre-processing 

Raw Intel Raw Intel Raw 
Raw 

 

Intel 
 

Business 
 

Value Proposition  
• Putting metadata, at least, in one database allows correlation not otherwise feasible  

• That metadata repository, with scale and ABAC security, is IC - GovCloud's Data Component  

• Ingest into IC-GovCloud is extensible; can add new COPILOT "places" for new data types 

Collection 

Tasking 

Analysis/ 

Exploitation 

AML DTE 

ISR Assets in accordance 

with mission need  
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Refactor 
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Solutions Built to Standard 

GATEWAY IC ITE Ecosystem 
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NeedipeDIA  
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